ISECHIE S Fa—kr)7ILIBEREMTOFIARgELZ £ 14 ]

|-

HEEESOIAATTRTESE

Y— O EA—ARAIURATA AR
e Em

2005/5/17 © 2005 Sony Computer Entertainment Inc. All Rights Reserved.



L EEESOAEETE N

o Distinguishing Attack (2§ A& £%
— Ruby-Rackoff Construction

 Key Recovery Attack IZx A& 214

% \ﬁanJt./f ’,ﬁﬁ/ﬁfh:uuf( -L-.l-_d_%)nIEEﬂ_I
Ze

— “Provable Security” vs “Practical Security”




Distinguishing Attack
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¢« XM MEEE X C ANDEH (Permutation)
—~BZTROHDS = BEMZTIRTET S

M— E() — C=EM)

[Luby-Rackoff 88]
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Luby-Rackoff Construction (Feistel cipher)
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adaptive chosen-plaintext attack
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Luby-Rackoff Construction [LR88]
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4% o (f,, f,, f,, £,) T SPRP
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o =N FFIEMESR (Differential Characteristic Prob)
DCP(AX =AY ) =Pr[f(X®4X) =f(X) @4Y]

AX AY

o X RNZEDFFIEMHESR :

DCP,..= max DCP(A4X —=A4Y)
AXZ0 '
AY

Mmax
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Feistel = D& KT E 57 fESR

o LHENHEZR (Average of Differential Prob)
N
ADPMN(UP —-4AC)= 2 1l DCPUX. —AY,)

321 XN

+ RRFEHENTER

NEX
ADP\™) = max ADPMN(AP —AC) | e

APZ=0
AC
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Feistel ig 5 D RN FEBHEnTE

» TETHERFEHESHER]?
ADP

T

nax = Max aver Pr [ F(P @4P)=F/P) ®AC ]
AP#Z0 K
AC
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Nyberg-Knudsen [NK95]

o A% Feistel BE B IZDLWVTUATA YLD
ADP}, < 2 DCP?

maXx — max

« IOKNEM I NEEHEENDIGE
3EX Feistel BFS1ZDULVT

ADPY) <2 pcp?

maXx — max
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max — MaX

ADP
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o FRMHFIEMESR (Linear Characteristic Prob)
LCP(I'Y =TX) = | 2 PrIX TX=f(X) - TY]-1 §

I'X 'Y

« RN f

LCP,..= max LCP(T'Y —I'X)
Y #Z0 '

I'X

Mmax
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Feistel B§5 D ax KX HR A2

o PIERMAER
N
ALPN(TC—TP)= 2 1l LCP(Y,—-TIX)

IYi,®@IX =1Y, I=1
3<:1 <N

o XANFHENHER

(N) NE&
ALP, ~ = max ALPMN(I'C —TP) | Feistel
I'C#0 fe=

I'P
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Nyberg [N94]

o A% Feistel BE B IZDLWVTUATA YLD
ALP 9. < 2 LCP?

maXx — Mmax

« IOKNEM I NEEHEENDIGE
3EX Feistel BFS1ZDULVT

ALPY <92 cp?

maXx — Mmax
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FJOVREB I AEEF TN <n,DIHFE
n, n,

v )
P1 :&

+ O¥L5R

P

T>< b <max {pyp, P,Ps 2" "2, ps}

P3
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S-box
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MISTY1
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“Provable Security” vs
“Practical Security”
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ADP" vs DCP,.

Max

. BRTHENFEER
N
ADP™ =max XTI DCPUX,—A4Y;)

max .
AP Z 0 X ,@4Y,  =ax, 171
AC 3<1 <N

o RREDHFIEHER

N bk
DCPi=max 11 DCPX; —aY; )/

MaX -
AP =0 =1

4C ADP, DCP,
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Practical Security [ZED<E%E

o \Wide Trall Strategy

-E=7

&

SRR R £ D active S-box M
DT RIEZRILE

— [Daemen95] AES/Rijndael
— [Kanda01] Camellia
— [Shiral-Preneel04] ODM-MR design
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