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long-term key (or
its verification data)

long-term key

Input l

Run a protocol

common short-term key common short-term key




i Classification of AKE (1/2)

= #ofentities (2 n) = Authentication type

= N party + 1 on-line TTP = (Anonymous)
= N party + 1 off-line TTP = One-side
= nparty + 0 TTP = Mutual

TTP: Trusted Third Party



i Classification of AKE (2/2)

= Strength of long term & Underlying problem

secret = Discrete-log

= Strong secret = Diffie-Hellman
= Signing key = Factoring
« Decryption key . RSA
= Long common key . Rabin

= Weak secret

— = Human memorable
short password



What should be proven and

i how?

= Achievable goal

= Usually, guessing any of fresh short term
keys Is hard

= Against which attacks

= Under some assumptions
= E.g. DDH problem is hard etc.

s HoOw



i Attacks on AKE

= Eavesdropping
= Impersonation
= Replay
« Intruder-in-the-middle

= Short-term key (session key)
revealment

= Long-term key corruption (forward
secrecy)




ldeal characteristics against

i revealment

long-term key

AKE (Authenticated
Key Establishment)

revealed

S S S S S

no influence




Toy Bad Example

long A;fé_r_r_ﬁ key:'>s%

AKE (Afuthenticated

Key Establishment)

revealed

%Z;SHZ %3(—s+t3 §4(—s+t4
- -

bad influence

t3



i Why Revealment?

Interface (memory,
key board)

long-term key
v |
AKE (Authenticated

- Scope of AKE

| Key Establishment)
| 7

common short- |

e frr Weak encryption or

Bulk encryption, L — Wgak Integrity check
Integrity check etc. might be used




ldeal characteristics against

i corruption (Forward Secrecy)

past

present

future

time

X

illong-term key

l

corruption

AKiE (Authenticated
Key Establishment)

_________________________

no influence

2™

4

>



i Why Corruption?

Interface (memory, | Management
key board) might be loose!!

long-term key
| v |
. | AKE (Authenticated
| Key Establishment) |
: v

- Scope of AKE

common short- |

Bulk encryption,
Integrity check etc.




What should be proven and

i how?

= Achievable goal

= Usually, guessing any of fresh short term
keys Is hard

= Against which attacks

= Under some assumptions
= E.g. DDH problem is hard etc.

—p 1 HOW



i How to prove

= Hand Proof
= Reduction approach
= Real-world-ideal-world approach

= Automated Proof (Formal Verification)
= Model checking
= Exhaustive search of all possible states

=« Automated theorem proving
= Automation of usual proof techniques



i Hand vs. Automated

Sa Hand Proof
I

=
et
=
(©
i’
Q.
S Automated Proof
< Automated theorem proving

= Model checking

S

>
Expertise is needed Expertise is not needed

Easiness



+

. Proof Reading

Spell Check,
Grammar Check




i How to prove

—p » Hand Proof
= Reduction approach
= Real-world-ideal-world approach

= Automated Proof (Formal Verification)
= Model checking
= Exhaustive search of all possible states

=« Automated theorem proving
= Automation of usual proof processes



i History of Hand Proof

1993-1995 Formalization

and reduction approach

Application to short passwords

Bellare-Rogaway

Bellare-Rogaway-Pointcheval
model [BPROO]

A 4

model [BR93,95]

Real-world-ideal-world approach

>

Shoup model [Sho99]

*. +Modular approach

-
-
A

Bellare-Canetti-Krawczyk model [BCK98]

2001
Canetti-Krawczyk model [CKO1]




i How to prove

s Hand Proof

a> J" Reduction approach
= Real-world-ideal-world approach

= Automated Proof (Formal Verification)
= Model checking
= Exhaustive search of all possible states

= Automated theorem proving
= Automation of usual proof processes

Common Procedures




i Adversary’s View (1/2)

Node 3

Node 2 O Node 4
© O
Node 1 Node 5
O O

£

o

Adversary




‘L Adversary’s View (2/2)

Node 3

Node 2 O Node 4
@ O
Node 1 | | Node 5

gueries replies
O | v O

- dm

Adversary




i Oracles modeling the attacks

= Eavesdropping
= -> Execute Oracle

= Impersonation
= -> Send Oracle

= Short-term key revealment
= -> Reveal Oracle

= Long-term key corruption
= -> Corrupt Oracle



i Execute Query

2. Protocol execution @1
¢y (sid1,3)
Node 3
(sid1,2) @ Node 2 " Node 4
Protocol transcripts
- :
Node 1 1. Execulte(2,3) Node 5
O O
o
4

Adversary



Send Query:

i Impersonation of Node 1

2. First message

3. Second message

Node 4

r

(sid2,4)

reply

£
o

parms: Parameters Adversary




Send Query:
i Impersonation of Node 4

2. First message
p@ Nggle 1 . 4. Second message ®
(gg ) 5. Third message
sid3,1

reply to 3
reply to 1 Py 1€

g

Adversary



Send Query:

i MITM

2. First message

P@I o {. Second message
.r‘

8. Third message

O

|1

(sid5,4)

&)

¥,
4. First message Node 4

5. Second message ©

parms)

1,4,

\ 3. Send(
7 reply to 6

6. Send(4,1,parms)

4

%,

Adversary

]
&

)

reply to 3




i Reveal Query ->n>o<tfresh

-> not fresh 8(5“3'1’3) B(sid5,4)
>< Node 3
(sid1,2) Node 2 O Node 4 8(5id2,4)
] @
1. Reveal(3,sidl) | [ 5 The session key
8(3@4 1) Node 1 / l Node 5
O
8(3@3 1) 5

Adversary



Corrupt Query for Forward

‘L Secrecy still fresh
a(sidl,B)

skill fresh

Node 3
6 (sid1,2) Node 2 o Node 4
© O
N 2. The long term key of
1. Corrupt(2,3) 2 for 3

O\
Node 5
Node 1 g O
® =i

Adversary



Corrupt Query for Non
Forward Secrecy .. ot fresh

-> not fresh @édlﬁ)

Node 3
@(ﬁidl,Z) Node 2 © Node 4
o O

N 2. The long term key of
1. Corrupt(2,3) 2 for 3

O\
Node 5
Node 1 g O
O sr:l;j

Adversary



i Adversary’s View

Node 3
Node 2 O Node 4
@ O
Node 1 " | |' Node 5
ueries replies
O e V O

’

-

Adversary




i How to prove

= Hand Proof
=» = Reduction approach
- = Real-world-ideal-world approach

= Automated Proof (Formal Verification)
= Model checking
= Exhaustive search of all possible states

= Automated theorem proving
= Automation of usual proof processes

Differences




Real-World-ldeal-World
Approach

‘ Ideal World Real World

Session keys are o Session keys are
generated so that they % generated according to
cannot be guessed e the spec
c C
= O
= f |
' . — 2 > . .
gueries replies >3 gueries  replies
@ T @ ﬁ:>
o2 v
¢
/ - @ P
— S0
©
S‘Jgg_ 3 S Sri_;j

Ideal-world adversary Real-world adversary



Reduction Approach

3. Session keys are / 1. Hard problem (assumption)

generated so that the

hard problem can be 2. Embedding

embedded 7. Solution to the hard problem

@ O

3. Computationally | Embedding
; : indistinguishable 6. Extraction
gueries replies | trom real ones Test
<;:lb‘/ under some oracle
@ assumptions
3. test query

4. challenge «—— P@I -
adversary g response

»
Ll




i Toy Example: Anonymous DH

g

Y1 =0
: Y, =0 g
km_ = g5 m, = g

C

Computationally Indistinguishable

= Assumption: AT R
. DDH is hard. i.e. (8%.9%,9"")=(9",9%,9")

= Only Execute and Reveal queries are
allowed



Proof In Real-World-ldeal-

i World Approach

‘ Ideal World Real World
@(g 3 g I's I gr, g Iy Ol
&7 sicr @ sio2 47 sicr @ sio2
I I I I
i o g 1 ’ g 2 1 o g 1’ g 2
Execute  (sid1, ) Execute (sidl, )

| N T4 I'5
Execute (sid2, g ’g)

A

. r
Reveal(sid1) 3

@
4

Ideal-world adversary

. |
Reveal(sidl)
|

®
45

Computationally indistinguishable

under DDH assumption

| ey T4 I'5
Execute (sid2, g ’g)

J g%

Real-world adversary




Proof in Reduction Approach
(1/2)

2 1. Hard problem (assumption)

a b X
PMX)H%W Given (g 1g 1g )

. decide whether x=ab or not
&y sidl u sid2

t agn  ~ bon
Execute (Sldl g g l

| agr, bors :
Execute  (sid2, g g 3. Computationally

| J(g )rlgrz '\ indistinguishable

Reveal(sidl) from real ones
|

under DDH
assumption

®
45

adversary




Proof in Reduction Approach

i (2/2)

1. Hard problem (assumption)

a b X
rlgr2 @(g )r4gr5 Given (g 1g 1g )

. decide whether x=ab or not
L) S|d1 "‘— 5 sid2

3. Test(sid2)

4. challenge: P@I
Given ¥, — If “real” x=ab.

decide “real” or|“random” Otherwise xzZab

6. Extraction

®
45

adversary

5. response T




i Conclusion

= Explained the idea behind hand proofs

= Adversary’s view

= Oracle gueries
= Execute, Send, Reveal and Corrupt

= Reduction approach
= Real-world-ideal-world approach



