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Authenticated Key 
Establishment (AKE)

long-term key (or 
its verification data)long-term key

Input
Input

Run a protocol

output output

common short-term keycommon short-term key



Classification of AKE (1/2)

# of entities (2 ≦ n)
n party + 1 on-line TTP
n party + 1 off-line TTP
n party + 0 TTP

Authentication type
(Anonymous)
One-side
Mutual

TTP: Trusted Third Party



Classification of AKE (2/2)

Strength of long term 
secret

Strong secret
Signing key
Decryption key
Long common key

Weak secret
Human memorable 
short password

Underlying problem
Discrete-log

Diffie-Hellman

Factoring
RSA
Rabin



What should be proven and 
how?

Achievable goal
Usually, guessing any of fresh short term 
keys is hard

Against which attacks
Under some assumptions

E.g. DDH problem is hard etc.

How



Attacks on AKE

Eavesdropping
Impersonation

Replay 
Intruder-in-the-middle

Short-term key (session key)
revealment
Long-term key corruption (forward 
secrecy)



Ideal characteristics against 
revealment

long-term key

AKE (Authenticated 
Key Establishment)

k3k1 k2 k4 k5

revealed

no influence

time



Toy Bad Example
long-term key: s

AKE (Authenticated 
Key Establishment)

k1=s+t1 k2=s+t2 k3=s+t3 k4=s+t4 k5=s+t5

revealed

bad influence

t1 t2 t3 t4 time



Why Revealment?
Interface (memory, 
key board)

common short-
term key

long-term key

AKE (Authenticated 
Key Establishment) Scope of AKE

Bulk encryption, 
Integrity check etc.

Weak encryption or 
weak integrity check 
might be used



Ideal characteristics against 
corruption (Forward Secrecy)

long-term key

AKE (Authenticated 
Key Establishment)

k1 k2 k3 k4 k5

timepast present future

corruption

no influence



Why Corruption?

common short-
term key

long-term key

AKE (Authenticated 
Key Establishment)

Bulk encryption, 
Integrity check etc.

Scope of AKE

Interface (memory, 
key board)

Management 
might be loose!!



What should be proven and 
how?

Achievable goal
Usually, guessing any of fresh short term 
keys is hard

Against which attacks
Under some assumptions

E.g. DDH problem is hard etc.

How



How to prove

Hand Proof 
Reduction approach
Real-world-ideal-world approach

Automated Proof (Formal Verification)
Model checking

Exhaustive search of all possible states

Automated theorem proving
Automation of usual proof techniques



Hand vs. Automated
H

ig
h

Ad
ap

ta
bi

lit
y 

Lo
w

Expertise is needed Expertise is not needed

Easiness

Automated Proof

Hand Proof

Model checking

Automated theorem proving



英語の文章に例えると
多
い

検
証
で
き
る
機
能
の
多
さ

少
な
い

専門知識が必要 素人でも検証可能

手軽さ

Spell Check,
Grammar Check

Proof Reading



How to prove

Hand Proof 
Reduction approach
Real-world-ideal-world approach

Automated Proof (Formal Verification)
Model checking

Exhaustive search of all possible states

Automated theorem proving
Automation of usual proof processes



History of Hand Proof
1993-1995 Formalization
and reduction approach

Bellare-Rogaway
model [BR93,95]

Bellare-Rogaway-Pointcheval
model [BPR00]

Canetti-Krawczyk model [CK01]
2001

Shoup model [Sho99]

Application to short passwords

+Modular approach

Bellare-Canetti-Krawczyk model [BCK98]

Real-world-ideal-world approach



How to prove

Hand Proof 
Reduction approach
Real-world-ideal-world approach

Automated Proof (Formal Verification)
Model checking

Exhaustive search of all possible states

Automated theorem proving
Automation of usual proof processes

Co
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Adversary’s View (1/2)

Node 3
Node 4Node 2

Node 1 Node 5

Adversary



Adversary’s View (2/2)

Node 3
Node 4Node 2

Adversary

queries replies
Node 1 Node 5



Oracles modeling the attacks

Eavesdropping 
-> Execute Oracle

Impersonation 
-> Send Oracle

Short-term key revealment
-> Reveal Oracle

Long-term key corruption 
-> Corrupt Oracle



Execute Query

Node 1

Node 2
Node 3

Node 4

Node 5

Adversary

1. Execute(2,3)

2. Protocol execution

reply:
Protocol transcripts

(sid1,3)

(sid1,2)



Send Query:
Impersonation of Node 1

2. First message Node 4

Adversary

1. Send(1,4,parms)

3. Second message

(sid2,4)

reply

parms: Parameters



Send Query:
Impersonation of Node 4

Node 1

Adversary

1. Send(1,4,”start”)

4. Second message

2. First message

3.
 S

en
d(

4,
1,

pa
rm

s)

reply to 1

5. Third message

reply to 3
(sid3,1)



Send Query:
MITM

Node 1

Adversary

1. Send(1,4,”start”)

7. Second message

2. First message

6. Send(4,1,parms)

4. First message Node 4

5. Second message

3. Send(1,4,parms)

reply to 1
reply to 3

8. Third message

reply to 6

(sid4,1)

(sid5,4)



Reveal Query

Node 1

Node 2
Node 3

Node 4

Node 5

Adversary

(sid1,3)

(sid1,2)

1. Reveal(3,sid1) 2. The session key

(sid2,4)

(sid3,1)

(sid5,4)

(sid4,1)

-> not fresh

-> not fresh



Corrupt Query for Forward 
Secrecy

Node 1

Node 2
Node 3

Node 5

Adversary

Node 4

1. Corrupt(2,3)
2. The long term key of 
2 for 3

(sid1,3)

(sid1,2)

still fresh

skill fresh



Corrupt Query for Non 
Forward Secrecy

Node 1

Node 2
Node 3

Node 5

Adversary

Node 4

1. Corrupt(2,3)
2. The long term key of 
2 for 3

(sid1,3)

(sid1,2)

-> not fresh

-> not fresh



Adversary’s View

Node 3
Node 4Node 2

Adversary

queries replies
Node 1 Node 5



How to prove

Hand Proof 
Reduction approach
Real-world-ideal-world approach

Automated Proof (Formal Verification)
Model checking

Exhaustive search of all possible states

Automated theorem proving
Automation of usual proof processes

D
iff

er
en

ce
s



Real-World-Ideal-World 
Approach

Real WorldIdeal World

Session keys are 
generated according to 
the spec

Session keys are 
generated so that they 
cannot be guessed

Co
m
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queries replies queries replies

Ideal-world adversary Real-world adversary



Reduction Approach

adversary

3. Computationally 
indistinguishable
from real ones 
under some 
assumptions

3. Session keys are 
generated so that the 
hard problem can be
embedded

queries replies Test 
oracle

1. Hard problem (assumption)

2. Embedding

3. test query

4. challenge

5. response

Embedding

7. Solution to the hard problem 

6. Extraction



Toy Example: Anonymous DH
1

1 : ry g=
2

2 : ry g=
1 2r r

ckm g= g 1 2r r
skm g= g

Assumption:
DDH is hard, i.e. 
Only Execute and Reveal queries are 
allowed

Computationally Indistinguishable

31 2 1 2 1 2( , , ) ( , , )rr r r r r rg g g g g g≈g



Proof in Real-World-Ideal-
World Approach

Real World

Execute (sid1,                )

sid1 sid2

1 2r rg g 4 5r rg g

1 2,r rg g

Execute (sid2,                )
54 , rrg g

Reveal(sid1) 1 2r rg g

Ideal World

Execute (sid1,                )

sid1 sid2

3rg 6rg
1 2,r rg g

Execute (sid2,                )
54 , rrg g

Reveal(sid1) 3rg
Co
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Ideal-world adversary Real-world adversary



Proof in Reduction Approach 
(1/2)

1. Hard problem (assumption)2. Em
bedding

( , , )a b xg g gGiven
decide whether x=ab or not 

Execute (sid1,                  )

sid1 sid2

1 2( )r rxg g 4 5( )r rxg g

1 2,a r b rg gg g

Execute (sid2,                  )
54 , b ra rg g gg

Reveal(sid1) 1 2( )r rxg g

adversary

3. Computationally 
indistinguishable
from real ones 
under DDH 
assumption



Proof in Reduction Approach 
(2/2)

1. Hard problem (assumption)

( , , )a b xg g gGiven
decide whether x=ab or not 

sid1 sid2

1 2( )r rxg g 4 5( )r rxg g

adversary

3. Test(sid2)

4. challenge:
Given 
decide “real” or “random”

5. response

6. Extraction

If “real” x=ab.
Otherwise x≠ab.



Conclusion

Explained the idea behind hand proofs

Adversary’s view
Oracle queries

Execute, Send, Reveal and Corrupt

Reduction approach
Real-world-ideal-world approach


