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- Provable security cf. Reduction security

_ °d , etc.
- cr) - -
« C(M) r
B I C(r) =1 r
“provably secure against attack I" ”
A (reduction)

- I is provably secure against attack I’ under assumption A .
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- IND-CCA:
- IND-CPA:

— Type 1 (Double Encryption)
- Type 2 (Plaintext-aware Encryption)

e Plaintext-aware (PA)
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e.g. RSA, El Gamal

C=E_{pk}M)

¢ M=D_{sk}(C)
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[ ] n=(K,¢D)

(pk, sk) «+ K(1F);

K:

¢ E(m); (e = Eplmir))

m = Dgp(c).
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IND-CCA .
(chosen-

ciphertext
attack) °

IND-CPA .
(chosen-
plaintext .
attack)

IND: Indistinguishability,
CCA: Chosen-ciphertext attack, CPA: Chosen-plaintext attack.
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. IND-CCA
(chosen-ciphertext attack
k
(mo, m1) / *

C
<
be {0,1}
¢ Epi(my) c . 1A
— b c {O, 1}
(Indistinguishability) ;
IND-CCA =
A
A
AdVI 2 (k) i= Pr[b) = b] — 5 < e(k).
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IND-CPA

(chosen-plaintext attack)

Zik - gpk(°)

(mg,m1) —

<
be {0,1}
¢ = Epp(my) c | A

— b {O, 1}
Adv'“d PAUE) :=Priy =b] — 5 < e(k). .ND:_CPA -
A
IND-CPA << IND-CCAZ2
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(IND-CPA)

Trap-door function*

*:Trap-door function:

Example:

pk = {n,2}, sk :={p,q}, s.t. n =pq.
m € {0,1}, r € QR(n) C (Z/nZ)*

Ep(m;r) 1= r2 || Isb(r) & m

pk sk
o m
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IND-CCA

1. Start point: IND-CPA

IND-CPA
~ Trap-door function +

2. IND-CPA IND-CCA
* IND-CPA + CCA "’

M CCA A

l
1 CPA

l
[ IND-CPA
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CCA

M A:
pk A
y
A CCA
CPA
CCA
/V
(mo, ml) D {sk} 17
s Sk
A
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M CPA
A black-box
A
A
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e Typel:

e sk

Cf. Naor-Yung-Sahai, Dolev-Dwork-Naor, Cramer-Shoup.

* Type2: Plaintext-aware

- Eg. (BDPR)
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Typel (Double Encryption)

pko,pkl(m) pko(m)a 5p]<;1(m), NIZK
NIZK:
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Type2 (Plaintext-Awareness)

pli C mA c
Ao T

Plaintext-Aware

PA CCA
PA IND-CPA IND-CCA
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PA

Epk(m; 1) 1= f(ml|r) || H(m]|r)
f 140, 1Yk+K 5 10 1}k Trap-door permutatio
m € {0,1}%, r € {0, 1}¥
H : {0, 1}k+k’ — {0, 1}* - hash function

m E_{pk}m)
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PA

o
o
- A
e A
[ ]
(]
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IND-CCA In the random oracle model

pk

\4 Dsk()

- .
000 | 001 | 010 | 011
<(m0’ mi) A o1| oo| oo| 10
be{0,1} — 100 | 101 | 110 | 111
¢+ Epp(mp) —C « 10| 1| o| o1
— b €{0,1}

AdV{ T2 (k) == Prt) = b] — 3
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#1
H:{0,1}3 = {0,1}~.

e 000 | 001 | 010| 011
22(2%) = 216 o1| oo| oo| 10
100 | 101| 110| 111
10| 11| 01| o1

e

AdVRT B (k) == Pr[b =V/|H = H)] - 5
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H:{0,1}° = {0,1}~.

H2

Adv'”d k(1) := 2—16 5°) Adyv

ind—atk
AT, Hy

(k)
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Ep(mir) 1= f(ml|r) || H(m, 1)
H:{0,1}k+F 5 f0, 1}5
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/
) o u A
‘ A A ) &
\ | g
‘. ) : m/¢€
\\s_ ! c = f(ml]|r) || H(m,r)
pk(mir) = f(ml|r) || H(m, )
H: {0, 1 k+r 5 10 11K
Casel m D_{sk}(c)
Case2 H 2™M-k}
2™M-k}
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PA IN

e —h [ 1N PA

\ )
A ¢ . ok, {c*}, {(xh)},
K
pk’{C*}’ {(X,h)},C I — m/s
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PA

- BDPR, CRYPTO'98

e CCA

PA + IND-CPA - IND-CCA

Epp(m; r||R) = Egk(mﬂr; R)||H(m,r,c°)

m: message, r, R: randomness, 0 := €9 (m||r; R)

“ M~"0=(K"0,E"0,D™0)  IND-CPA IND-CCA
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- IND-CCA
- IND-CPA
. (CCA)
— Type 1: Double Encryption
. NYS, DDN, CS

- Type 2: Plaintext Aware Encryption

. (Dam'91, Z2S5'92), BR'94, BDPR'98,
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2005/5/17

Thank you very much for your attention.

Any guestion?
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e Naor-Yung-Sahali
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Naor-Yung-Sahai
pk = {pko, pk1,0} N = (kY Y DY)

]
En(miro, m1) = Eprg(m;r1), Epky (mir1), b,
p L (simulation-sound)

co = Epk(miTo)

L:= {(pko,pk1760761)
Aer = Epgy (m;ry)

El(m,’ro,rl) }

MN:=(K,E,D) :IND-CPA

[ ] Step 1: P
NY : i —
DSko,Skl(cC)’cl’p)' l.e., V((pk07pk1760761)7p70-) =1
Step 2: cO,cl
1
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NP

L:={zx € L|3w, R(z,w) = 1} L e NP

o :Common reference string R(.,-) - Poly-time checkable
relation.
i (%, p) v
p <+ P(z,w,0). >  output V(x,p,0).

Ve e L, Vw s.t. R(z,w) =1, V(z,P(x,w,0),0) = 1.

VP* Ve & L, Pr[V(z,P*(z,0),0) = 1] <e(k).

(Adaptive) 351, 52, VA, Ao,
| Pr[Expt 4(k) = 1] — Pr[Expt3 (k) = 1]| < e(k).
=xpt 4 (k) 1 o« {0, 1} (k), ExptS (k) : (0,k) «+ S1(1%),
B,UJ,T) % A]_(O'), b P(ZIZ, w, O-)' (ZU,’UJ,T) — A]_(O'), p/ — 52(377 '%)v
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Simulation-soundness (Sahal '99)

(P,V, f) :(Adaptive) NIZK proof system for L

IS Simulation-sound If
351, S5, VA1, As, PrlExpty(k) = 1] < e(|z])
where
Exptfl(lc) (o,k) +— S51(1™), (z,7) + Aq1(0),
p < So(x, k), (2',p") < Aa(z,p, 0,7

Return 1 iff 2’ &€ L and plFEp
wi V(ap o) =1
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Simulation-sound NI1ZK proof

 (Adaptive) NIZK proof system

— One-way trap-door permutation
NP

e Simulation-sound NI1ZK proof system

- NI1ZK proof strong one-time signature
Sahal '99)

- OWTP NP
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Sahai '99)

. NY CCAZ2
IND-CPA

A

[T IND-CPA

MY  INnD-cca2

ANY

A
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A1
pko A’

\ e
1 CPA (phy,sk1) K1) MANY} CCA2
pk 1= (pkg, pk1,0)
h (cp, ¢y, p") P
(mg,m1) (mo,m1) o , pkl
< <<
/
0 — 5pko(mbo) (607 Cla?) A m
' \
b1 + {0,1} b’

c1 < Epy (My,)
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A1

1/2. (A

e pO=Dbl 1/2
- b'=b0 >1/2 ( A
=1/2 x A
e pO £ bl 1/2
- b'=b0
0o .
° A A
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(c'0,c'1,p)

P’ cO,cl
skl
(c0,cl,p)

— Simulation-soundness V
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AdvA(Ek) > SAdVATY (k) — e(k).
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