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Trusted Application
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TEE
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REE
Untrusted
Application

Host OS (Ex:Linux)

SCONE[OSDI16],
VC3[IEEE SP15]
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Standard Libraries

Trusted Runtime

Untrusted runtime

Host OS (Ex:Linux)
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(C) Library OS:

SGX-LKL[arXiv19],
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Application

Standard Libraries

Library OS

Trusted Runtime

Untrusted runtime

Host OS (Ex:Linux)
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® 2004053 ATEE(Cortex-A)eht, [LEEDIEANRIC A TS,
® +5—77JY : Android Keymaster($#&12), WideVine(DRMEIE)
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1. Demystifying Arm TrustZone: A Comprehensive Survey, Sandro Pinto and Nuno Santos, ACM Comp Survey 2019,
2. SoK: Understanding the Prevailing Security Vulnerabilities in TrustZone-assisted TEE Systems, David Cerdeir,

Nuno Santos, Pedro Fonseca, Sandro PintolEEE S&P 2019
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® TIMBER-V [J5—YI#X%, NDSS'19]
Academi? ® MI6 [MIT,MICRO’19]

® Keystone [UC Berkeley, EuroSys20]

® uTango [arXiv'21, S —Z3K%F]

\@ Cure [QJI/A/J./;‘J |\I$—lj(%,USENIX Sec'21] :I NormalEndaveNormal \i : Enclav: ‘: ETnclavde :
Industry {o MultiZone [HexFive] il Appi A2 “|_ _1;1;5*;___|5=__;_;ingg__hir:oie
7{5 H(EKeystone, TRASIOTHERALTLS, _E:::_______::'_S_mi“j

PMP: Physical Memory Protectionz &L 1= AE') 7 &f. oI inipiuiwi ;
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- BES{b&nizDisk Imageh'SEV Firmware TARzEEN 3,
- VMAXEUEIES{EENHypervisordVMORZE(CRAXITERL\,

L AIST frrasio
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« Intel VT, TXT, SGXZ#AENETTD (Trusted Domain)DfRsE
« Secure Arbitration Mode (SEAM)Zi&EL GE{E

Trusted by TD Untrusted by TD
Intel TDC module Platform Admin
Intel authenticated code * Devices TD
(ACM) » All other software
TD Quoting Enclave « Platform Firmware
CPU hardware * Host-OS/VMM VM ENTRY T VM EXIT
« BIOS/SMM
SEAMCALL
VMM/ > Intel TDX Module
Hypervisor |«

SEAMRET

Intel White Paper “Intel Trusted Domain Extensions”& V)
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® Arm CCA: Confidential Computing Reaim____y Non secure Secure
Architecture (SHFERRL)) k ‘

® realmOBLZDE A
® JYTEUPREEt AL RealmICVMDA XA—S%FEIFBRSENT B

=
&
® RMM: Realm Management MonitortEIHE EL2 m SPM

® S ETMhSecure World(TrustZone)t5%9 €3 Root

® SPM: Secure Partition ManagerT##iMSecure
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Worldﬁgmﬁﬁjl—\b Security Non-Secure | Secure Realm Root
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Root Allow Allow Allow Allow

Linaro ConnectFE &z & ¥l LV
https://static.linaro.org/connect/armcca/presentations/ CCATechEvent-210623-CGT-2.pdf
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® Amazon EC2 Nitro

® EC21 A ADMHZENBPREEZEIT(Enclave)
® SMEBRY NI —D3FHt BRI R AR =282V, O—HIURIEVY N (vsock) DA TIEAE.
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® Intel SGXA\DREST 4 - INEE
® Spectre517J : Foreshadow[USENIX Sec18]. SgxSpectre[EuroS&P19]

o TR R {E-I-INEE: Plundervolt[IEEE S&P20], VOLTpwn[USENIX Sec20],
Voltpillager[USENIX Sec21], PLATYPUS [IEEE S&P21]

o LIRANYZAAX (HVU7) ZUTUVWRLVEESSH : Faulty Point Unit: ABI Poisoning Attacks on
Intel SGX[ACSAC20]

® Memory RowHammerz{#>fcIXE : SGX-Bomb[SysTex'17]

® Arm TrustZoneNDAfESg |4 - I EE

® TEENHSREERIDAEIIC IR TERCEZERAL T, OSHHEFOHEIFHZ XD : boomerang
attack[NDSS17]

® Trusted OSOESEE%FIFT S : QSEEDbuffer overflowhfEd5 %[ BlackHat USA14]

22 3 Ek
1. Security Vulnerabilities of SGX and Countermeasures: A Survey, ACM Comp Survey 21
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® TNETEEEEAE R EDHEE
17
® Root of Trustdl
® Intel SGXTILIntel ME(Management Engine). E%(3¥Intel Quark x86-based (32bit)
® AMD SEVT(3PSP(Platform Security Processor), £%=(XArm Cortex-A5 (32bit)
® Arm TrustZoneT(IIPOEEANWME, CryptCell(|HDiscretix. ZRArm). CryptoManager (Rambus)

B (Trust Anchor)&#FHei (CIRIEL. SRR LSER2/\—R

® iPhone®Secure Enclave 22k
® Apple MacdDT?2 927k
® Google®Titan (on Google Pixel, GEP: Google Compute Platform), Open Titan loT

® AWS Nitro Security Chip

® Secure Element Z<{DANK

® Microsoft MPluton (3ERE(FArm Cortex-M: MediaTek MT3620) Azure SphereT&IE93I0TH
® TPM

® Secure Element -
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TEE&RooOt of TrustdiEmk

0 layer REE only
* No isolated environment
* No hardware tamper-proof
» Critical data and processing are not protected
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TEEERoot of TrustdEak{5l(FIDO Authenticator)

® Realizing FIDO Authentication Solutions with
GlobalPlatform Technologies, 2018

® https://globalplatform.org/wp-content/uploads/2018/04/White-Paper- REE REE + SE
Technical-FIDO-Auth-using-GlobalPlatform-Jan2018.pdf — -

® FIDO Authenticator®=E%&=E/{(5—>
@ REE&EIE
@ REE+SE(ROT)
@ REE+TEE
@ REE+TEE+SE

GLOBALPLATFORM

Practical Considerations: Technical Overview

Realizing FIDO Authentication Solutions with
GlobalPlatform Technologies
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TRASIOTCHFE I BDRISC-V TEELROT
® RoT(Secure Unit) CHEEIR, t+177-MNEIR

® BEEE&“EEE'{% » % (RV“GC) 1 (RV321M)
® FOSDEM 2021%°RISC-V Forum Security TH& e '
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//e' AppCore (4 cores) \\\\ \
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|
. . : I_ Zephyr
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Root of TrustA\DI{EE

® Intel MEDH/ESH4 - INEE

® YAJJROMDAEEE™ : CVE-2019-0090LL TEER

® EPIDICX 9 3IKEE : SGAxe[Real World Crypto 2021]
® Apple Secure EnclaveDHEs5 4 - ivEE

® Demystifying the Secure Enclave Processor [black Hat USA 2016]
® iOS 14 JailBreak by Pangu[Mosec 2020]

® Apple T2DHESS 4 - INEE
® By Pangu [2020]
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® VE-bDE=EANT A ADREE. BIUBRUIL/ A FUNEITEND =R T DFE
® TEELWTHENNS

| evitios | Z:r;mlvigi i;;iz;ﬁil IETF RATS Architecture&k!Y
policy
T « AttesterDMEHONEEDT YN IA—LTH
Bvidence || Alfespecien % EMDEvidenceZE Y —E R OT—42% 1R
o . LA 9 %Relying Party|Zi2H T3,
attester | Bvidencs | Relying | sesuit eseiner ¢ Relying Partyl${S5ETE S Verifier|TIELLY
| ! | arty | appraisal policy CETREHKRFET B,
Figure 6: Background-Check Model ° Eblihliﬁ_ﬁ\x-?_gé*?E{ﬁ:O

® IR7E. IETFMRemote Attestation(CB§9I 3 0RIJLRTAS(Remote Attestation
ProcedureS)h\i&smas N TL\B,
® TPM-style. EAT-stylei&Es&mM N T3,
® XS IBIHDIL — INWZBIRITE D EITIRRE. B, AIEFTIL— LN
® FIDO. Arm Platform Security Architecture (PSA)RELRZRLTETHN., FEHIDNKZE,
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BEfFORA: Remote Attestation

i FF[TAttesterhTI D52 5E
Intel SGX: Software Guard Extensions (process-based) R [FAttesteraTI D%

® EPID: Enhanced Privacy ID, Intei@H0T51 /> —%ZEUIRA

® DCAP: Data Centric Audit Protection, 754/ —%ZZEURLRA
Intel TXT: Trusted Execution Technology. EiT &R TEEE R%Z{E9dDynamic Root of Trust
AMD SEV: Secure Encrypted Virtualization (VM-based)

RISC-V
® Keystone

Arm TrustZone (AKAKIC([ERemote AttestationDHEEE(FARY)
® Android Key Attestation https://github.com/google/android-key-attestation
® Samsung Knox Attestation https://docs.samsungknox.com/dev/knox-attestation/index.htm
® PSA Attestation API

TPM: Trusted Platform Module s@%OWindows PCIC(3RAEREHL (HSM-based) ]- Arm
DICE: Device Identifier Composition Engine SPA
FIDO ]' TCG
® FIDO ECDAA Algorithm
® https://fidoalliance.org/specs/fido-uaf-v1.2-rd-20171128/fido-ecdaa-algorithm-v1.2-rd-20171128.html } FIDO
Android 7LAPF Alliance

i0OS 14LA%
Azure IoT. TPM. Intel SGXREICTTIE

® https://docs.microsoft.com/ja-jp/azure/attestation/overview 07
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Remote AttestationMIFIA

® B FOEDOHZILICES
® AT RESZE
® [ETFT(ZRATS: Remote Attestation ProcedureSOIRTE

® TPM(Trusted Platform Module)54~
® Ry RNI—RE/Y—/\RENTZR Planned Contents of an EAT - The Claims
¢ EAT(Entlty AUthentlcatlon TOken)94j HW Identification Nonce and Timestamps GPS Location

NEBTRY OEM, model, version.. Freshness, prevent replay
. Z?m ° IOTU&D\ \ Unique device identification

Identify Verifier Input

SW Identification - CoSWID Public Keys
$ﬁ7|< E ( - ) \\y i _\}# (E ;\( ) Author _ Endorsements, key ID, reference values... k Y )
9 , package, version.. X Attestation of private keys on the
. Eg—é:[’ ~ E C I a I m b u'l (L'/ 25 o Measuremen t Context, Purpose, Profile device (e.g., Android key store)

Security Characterization Intended use cases, profile claim

=HB
. = High-level OS, TEE, secure element,
D%M TPM...
Submodules

=, = HW subsystems, TEE, SW process and apps...
® E&%{E ?Ea_éb\ Running State Nested EATs

— w b Boot and debug state One signed EAT inside another
® j?’f}\‘/—ﬁ’%J,ERLJTClE%WE Measurement of Running SW : —
Runtime integrity check Formal Device Certifications
. D I rect An O n y m O u S Attestatio n For example, Common Criteria certification; format is GP's DLOA

SW Measurement Results

. Zb‘_ 5 t“ IJj__’( Results of comparison of SW measurements to reference values
® Swarm/Collective Attestation 28
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® Intel SGX. AMD SEVI(CHRemote AttestationD#&geEN'dr2H'. Intel/ AMDA TiEg{it

92U —-ERZEFELRINERSRR,
® =5 — EHREZEITDL DT BIEERIEHD,
® DCAP: Data Center Attestation Primitives
® OPERA (OPEn Remote Attestation) [CCS19,A/\AAMIZKE]
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® DAA: Direct Anonymous Attestation I e A

® 7 )\A AR IDTHESNRNLIII I —TESL B ‘ Brovider L teeiivel el
REEAED, |

® Intel SGXMF J#)L hdRemote Attestationl(d | e T L

Endorsements Reference Appraisal Appraisal
. Evidence Results
EPID (Enhanced Privacy ID, ISO/IEC

20008/20009) | DA Issuer

® IETF RATSTIERATSP—FFUFFICGroup | vl 0
keyZIRSDAA Issuerz{I g 2:EHH5. L
(BX) L '

® DraftiCb#Hhdh'Revocation &LL< 3. | Results|

o 8L, BRI LZT/N\AREIBRLE, FIAC ) e | Fetying perty |

JOTIEZMENMRVEDERDSN TS, Figure 1: Dah data flows
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® 20T /\(Z-H—LACHUTRAZITIDEAZ,

® Swarm or Collective Attestation[t.2] LIFE(FN TV MTDIRZE.
® Z=DAttester(Cx g BAttestation® ALK, 1 D 1 DT, HANEDTDAttestation,
® IETFORATSTHERT —IEUT/ (ML T BIRENHDN. TOM IV KEREEHINOEL.

@D AIST y—

B+ R+ Ry Rs+ Ry —
:\; - St -'EG,\‘ @ (b, /,;4\\4 Lt (6 p)

,/ll estanon E = - E \ _-/-'
2. fX LY '
ZEDTINARZRERT DHRITEED
TRAZ1TD,

VR F: Werifier

OP: Operator

Dy Device N e e e e e mmmmeeeemmmeemmeemeemmm————————— -
R;: Attestation Report

Fig. 4. SEDA collective attestation in a swarm of 8 devices [7]

1. Alexander Sproga Banks, Marek Kisiel, and Philip Korsholm, Remote Attestation: A Literature Review, arXiv21
2. loannis Sfyrakis, Thomas Gross, A Survey on Hardware Approaches for Remote Attestation in Network
Infrastructures, arXiv21 31
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® A PCH'BIT57I RN EFRE(CTEEMNEHNI-EEE
® 57 RTHERRAB LT eI FEICERBAL= LIS ELaVerx} A?:I:Ifyﬂj‘?;jf MEROFEARERN. TS5/ \>—F
BE(CCPULANLTIRFEDOTWLD 06 P
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® The open-source landscape of confidential computing in 2021&D

® https://medium.com/edgelesssystems/the-open-source-landscape-of-confidential-computing-in-2021-7f847ebfc0a9

Open-source landscape

Foundations SG)_(__S_DK Ople_rf Enclave
/_/\ . - — - .IIII.II \\\
Language Asylo Rust SGX SDK EGo & Edgeless RT \ EDP
runtimes C++|Google Baidu Edgeless / Rust | Fortanix
Library OSes Occlum | SGX-LKL )/ Graphene Enarx
Ant Group Jicrosoft \ te WASM | Red Hat
I \

DevOps Ir_lclavare _ Marbleryn

container | Allbabz servicemesh | Edgeless
App Project Oak Veracruz "'-‘ Teaclave CCF
frameworks Google Arm FaaS| Baidu blockchain | Microsoft

Signal Contacts
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® Arm PSA: Platform Security Architecture (33> bO—35(Cortex-M)&@?
® Microsoft Azure IoT, Azure Sphere

® https://azure.microsoft.com/en-in/blog/simplifying-confidential-computing-azure-iot-edge-security-with-enclaves-public-preview/ &b

Simplifying confidential computing: Azure loT Edge
security with enclaves — Public preview
Posted on 19 November, 2018 o 0 @

Eustace Asanghanwa, Principal Program Manager, Azure laT

/.\ Microsoft Azure

Cloud complement services like Azure Confidential Computing, I OT
Azure Key Vault, and Device Provisioning Service
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Azure loT Edge Azure loT Edge Azure loT Edge

module | module m module m
Rich Execution = [ First party offering
Envi t Azure loT Edge runtime -
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Trusted Open Enclave Other TEE lecpieirirdie

rust CoreTEE Azure loT Edge
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® GlobalPlatform

® TEERS{RMAPIRIZ. AN—RIATERRANZE N,
® SESIP: Security Evaluation Standard for IoT Platforms

® CCC: Confidential Computing Consortium
® Linux FoundationO>1/bk
® TCG: Trusted Computing Group
® TPMOTARZV/ERLL TS HE .
® Arm PSA(Platform Security Architecture) Certificate
® IETF Protocol

® TEEP: Trusted Execution Environment Provisioning
® RATS: Remote Attestation Procedures
® SUIT: Software Updates for Internet of Things
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® Root of Trust&(d
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® Remote Attestation&(d
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