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Challenge PKI Project

The Multidomain PKI Interoperability Framework

Japanese
English

BEIALLZLZ L&~
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e

https://www.jnsa.org/mpki/index.html

Contents

e What's new?
e Introduction
e Projects
e Conferences
e Contact
e Partners

«  [Challenge PKIZOY 2] (&, NPO JNSA
1. 2001 EICBIE LETOY T k ]

. VLT EA L IPKIDCDDBEICEED, T2 i i
N RA—FREDHEEZTIE O CEC,

o FRIBN'S20FZE DIE2021FIRTE. YILTF B X rumec
1 NIVFRT—=DORIVI—BDESRAED

What's new?

e Our Proposal Memorandum for Multi-domain PKI Interoperability is now published as RFC 5217. (July

2008) NEW!

e The testcase database for Timestamp Protocol Interoperability Test Suite is downloadable. (July 2004)

e The testcase database for CPKI-TS 2.
Government PKI (GPKI), Local Goven
2004)

e The brand-new version of Challenge
e The online test center for Timestamp
e We have issued an announcement abg
conclusion of the 58th IETF discussion

According to the development of e-government and e-commerce, the importance of PKI (Public Key
Infrastructure) has been growing. A small minority of PKI vendors were the main player and PKI was used in
closed domain in early PKI. There are many players around PKI and multiple PKI domains are cross connected
in these latter days (e.g. GPKI in Japan, U.S. Federal PKI).

Multi-vendor O N
- wiendal X
Daomain A r W ¥ £
e “ﬁ_ 2| ¥ rZ ¥ Govemment PKI
! o J
Enterprise PKI Zl}.. .AL R /FedemllSKa:pan)
— (U.5.)
o Comaind | Comain 8
$ Multi-domain
Domain A . Dhwaind | Domain 8
ﬂ}‘- [ "/! B Z . 7
— E}of ‘ h‘g’ ) 5 AX

iz, RO, HRERAMDOIERIE., Society5.0

Single-vendor

EESE

Transition of PKI models

© 2021 SECOM CO., LTD 7/


https://www.jnsa.org/mpki/index.html

PKI & TRUST Days online 2021 3

BEshsdRLE H&~

- COB SECOM

2006  PKIDRECBIRIiEm
2007 PKID®Z. BE. 5%
2008 PK | DIB#EN SREF CRYEN
2000 BREDBICEEENIPKIDEIHEH
2010 #AESEE LTOPKI PKID1OF
2011  BEHIEEROPKI _
2012 BHEICHTBEEEROERICATT 201 7T FED BloT,
2014 FISINAROEHNEFELEEET CPS ( Cyber Physical
2015  HA/N—tF1UF 1 DBEBRBZPKESET Systems) [CRITD
2016 VA FVIN—BEHROPKI S REYIICEITTS
2017  loT » TOvIF 1 —VEHOPK = TVEES — 33
2018 BRY—FHE (Society 50) ICRITDESREOENT \\ |ETF:’C§F®$/TE1EEJ‘]|_@ ‘L—/E g
2019 IO loTOESZ \

FHDE RS2 T —E 2DEOTS
2021 2021F48158 (K) F—V  EHIBLSAEP—EtTIF v

2021548168 (&) 57— : =YFI 52 FCBT BEERMDB 0TS

© 2021 SECOM CO., LTD 8



BEshsdRLE H&~

PKl day 2019 =T [ ,
et __ e, SECOM
20195481 7H
QU H O) B IOTG) I\ J Z I\ https.//www.jnsa.org/semi
oTH—ERIVIZRAFTA = CPS (Cyber Physical Systems) nar/pki-
day/2019/data/190417

am05_matsumoto.pdf

society5 O ICIHE L
15 DCyber Physical

Systems (CPS) [&.

p
cBRPE/INTR

> etc.. ZV—
\

* BREEREE

* etc..

SETry
==/
El

S a8
4] - mED L2 ,\

* etc..

* BAE - E2RESZI
- ERRE
* etc..

BABBOITT/NAR

Al'u

AtA AEM. mcMﬂorﬂaji)nwga

©2019 SECOM CON

| ;;?'7_; . BITHLIE | DAl +
e L @ BigData +
’ ey Y EEARB U
Trusted loT devices
BRENEBE

© 2021 SECOM CO., LTD 9



https://www.jnsa.org/seminar/pki-day/2019/data/190417_am05_matsumoto.pdf

BEshsdRLE H&~

PKl day 2019 HHg8 —
TR HAN—ZRE T ¢ YHIREORE A e ScCOM
CPSICRITDIoTT/NA RD S5+ TR https//www.insa.org/semi
e DAr/pki-
\Q_, UnTrusted Real world I day/2019/data/190417_

. 1iEL

Trusted loT device

_——ﬂ——

=
o \~~

am05_ matsumoto.pdf

L2 PPIVNR—RIEERN
2 UIC Trusted loT devices

lat\
‘lZD FSARRY EDO=DIR
Trusted loT device BICRWTHASNDT /N1
AuthN, 2&: L/_CL\U\EO

o=
o el | Verify, etc.

Credentials Functions

Hardware

Cyber Physical Systems

~ D Security (CPS) _C: ‘3\
“Untrusted real world”
:'-___ |Trusted loT devme&H“sHifh'C%@Zéhf’ HA )N — 15 [CRNTRBASNDT /N1 R
R —— | », z0 X8 tbt%go

© 2019 SECOM CO.,LTD.

© 2021 SECOM CO., LTD

16

10


https://www.jnsa.org/seminar/pki-day/2019/data/190417_am05_matsumoto.pdf

PKI day 2019

~FS A RBRCPSOU T V—1EE L |G
7:257——}f& S5otoaen [ ops

ez o b [ PR I | TR

L~ P— 5
RS2
B =S

LA o
TEEPQUIC

=

Remote Atfestation Ramot

etwork

W

Authentication

S22 Trusted loT device

(o ST Vo k e = R

e FSRTY BEAP. || t loT AP.
TEE oS

F2>R | o TF/\+ 2 SoC

AN [Hls 7 I-l- ' —

LA v— N=EDEPealicEYa =l

TAM : Trusted Application Manager
QUIC: Quick UDP Internet Connections

UnTrusted

© 2019 SECOMCO.,LTD.

© 2021 SECOM CO., LTD

Lot
S

<E%biii|
QI °
Trust
| 1=

18

B2 ELE R~
tHER -
PKI Day 2019

ScCOM
2019548178

https.//www.jnsa.org/semin

ar/pki-
day/2019/data/190417 a

MO5_matsumoto.pdf

CPSTRHRIBENDKNX
D Trusted loT
devicesld. D27 D
SFaPPICEEEIND
INBNHDD,
FDIOHICIE. FDR
JORDIILLAP—,
SRARY—=—ERUAVPH
ARESRERENZERIZT,

11


https://www.jnsa.org/seminar/pki-day/2019/data/190417_am05_matsumoto.pdf

PKI & TRUST Days online 2021 188 : 20218548158 (K) RlensmLe

F—V  EETBRIARP—FFOF v ScCOM

https://www.insa.org/seminar/pki-day/2021 /index.html - day
TIPINWRDIRARP—FFTOFvDERRMEN—RICESRARDBESNDDHD
PO RS R ERY ED—2 &EConfidential Computing] 75w D # — Al_%ﬂé‘jﬂiﬂfﬁ<

HE2 BIE 3 %
TIPSR RELO RS R R Confidential Computing M jjy kDDA —AT=E
Ry D=2 SENE XN B

B FE £ (BR2% LayerX Y= PEF21UT 1 P—FEFOH BA 8K K (NTTEFaP TSy D3 — AR HRED) .
JS5v bz —AIC

m— - - - HIAFNTELT
2mq S5 RERITIRITOBE 99%#5157i

HW Root OF Trust T=rH5
BF1P-T—F L1 PIVK—RY FDHELE 7LV

a2 PTOU—=T - TEE BN RS K
(Microsoft Corporation 225+ U

VE—FPTRT=Y3Y 2RYRF—L £F2UF 1 TOTSAV
S® {— K (ZIAKRAL ISHIH THHRD) R—Yv—)
[TIHIESARCXIMTDIVE L= P —FFTIF v OEIL |
AVEQ—9P-FTOF vBRICESEIM (ECARREESKM) DERDRAFNTIT
~ FYH - FSAEP—FFOF v
© 2021 SECOM CO., LTD 12



https://www.jnsa.org/seminar/pki-day/2021/index.html

- TRICRITDloT-

loT T/\1 2
T —

oT APL, | 725215

D
jEEEEERN A B B EEEEEN EEEERN

oTISy b7 —I HW/SW

'IIIIII.‘

M...........-........'.........-....

N

BEshsdRLE H&~

ScCOM

a7 1 DZE(LE)D

D50 R —

£X

“untrusted networks”

CF2PIVN—RY FEIRD
TT/IN\A( R« TS5V D

T —=ER . TS5y D

© 2021 SECOM CO., LTD

J
‘ oT APLH—F 2
"""" HEDN |

loT loTH—E X
’lZ:\:ZL'Jj_"rjEH\:Ul/ JS5v D7 —A

INIIII‘

asusumnn?®

BRBHDITT/NA AZJE—FEIETD

— /)




BEshsdRLE H&~

BEDSDIETFICHT SPKIEEDIZECTINNDES SECOVM

From: draft-shimacka-multidomain-pki-13 Informational
Network Working Group M. Shimaoka, Ed.
Request for Comments: 5217 SECOM
Category: Informational N. Hastings

NIST

R. Nielsen

Booz Allen Hamilton

July 2008

Memorandum for Multi-Domain Public Key Infrastructure Interoperability

Status of This Memo

It does
Distribution of this

This memo provides information for the Internet community.
not specify an Internet standard of any kind.
memo is unlimited.

Abstract

The objective of this document is to establish a terminology
framework and to suggest the operational requirements of Public Key
Infrastructure (PKI) domain for interoperability of multi-domain
Public Key Infrastructure, where each PKI domain is operated under a
distinct policy. This document describes the relationships between
Certification Authorities (CAs), provides the definition and
requirements for PKI domains, and discusses typical models of multi-
domain PKI.

https://datatracker.ietf.org/doc/html/rfc5217

Internet Engineering Task Force (IETF) T. Ito
Request for Comments: 8813 SECOM CO., LTD.
Updates: 5480 S. Turner
Category: Standards Track sn3rd

ISSN: 2070-1721 August 2020

Clarifications for Elliptic Curve Cryptography Subject Public Key
Information

Abstract

This document updates RFC 5480 to specify semantics for the
keyEncipherment and dataEncipherment key usage bits when used in
certificates that support Elliptic Curve Cryptography.

Status of This Memo
This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Further information on
Internet Standards is available in Section 2 of RFC 7841.

Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
https://www.rfc-editor.org/info/rfc8813.

https://datatracker.ietf.org/doc/html/rfc8813

© 2021 SECOM CO., LTD 14
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SUIT Software Updates for o
- https://datatracker.etf.org/weg/suit/about/
- RATS Remote ATtestation ProcedureS
- https://datatracker.etf.org/we/rats/about/
- TEEP Trusted Execution Environment Provisioning
- https://datatracker.etf.org/wg/teep/about/
- MUD Manufacturer Usage Description Specification

- RFC 8520 Manufacturer Usage Description
Specification

- https.//tools.ietf.org/html/rfc8520

CNS5OTO0RIOHBRIE. RED—=DPZERNDIT—5 « ZTI 1D MTTIDIEZNMY
SNBDCE, INBEDTIFIINEBBRDIoTT/NAAEY—EXXED S X H#EIIT D,
TIIINEBEDOUETE, BFaPIVN—RY FCIADRESNCESE TELSNIRIISND
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| SuIT | | RATS | [ TEEP | [ MUD |
: . Trusted
FTINA AA—H— Firmware Relying Component Manufacturer
Y P EE Author Party Signer
Firmware g Attestation , rustec { . ,
49+ Manifest / Result MUD File
I\ A& Firmware Trusted App MUD File
H—EREEE Server 1| 1| Manager 1| Server |||
FWODF1T7T Evidence l Trusted App BIERUS— |
EBEE Z s LB 3 zEn [CELTSRE

o (Trusted ApD <:> . Client App W@

)8+ 2 | Secure World (TEE) Normal World (REE) URL ROL/Jter
F ~~ Hardware Root of Trust ] Switch
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IETFOFWG 10T Operations (iotops) WG e
httos.//datatracker.ietf.ore/we/iotops/about S:CO“

IETE110 (2021 E38E#E) iotops WGIC BT DFIDO IOTDFHER
Provisioning with FIDO IOT

Target Cloud

(Device Management System)
Registration with Integrated FIDO 10T
Owner

Load Ownership Voucher

at Procurement ca

: Late Binding Cloud Managed,
Single SKU - Provisioning § loT data flows

Multiple Target clouds

Discovery

IOT Device power on

Device Recipient

1 ®e— O o — 06— ®
Build and Ship FIDO 10T Register Ownership Register Device to Devices use FIDO 10T to Devices Authenticated Devices send sensor
Enabled Devices to Target Platform Rendezvous Service find owner location and Provisioned data to loT Platform

HE# . FIDO Device Onboard (FDO)
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IETFOFWGE 10T Operations (iotops) WG =COM
ETF110 (2021&FE385#E) iotops WGICHITDFIDO IOTGD%E%

——————————————————————————

FDO: Out of Box = “in Service” Q PKII. =

FDO Download: %Ebﬁ_ﬁ(:

o, EPAS

hardening,

~

Initialization/Hardening Scripts
including Agent

* Crypto and other Credentials

« Trust for local keys (CSR/Cert,
multiple CA’s)

* Data files / programs (small, agent
is most likely) Agent
Credentials

firewall

SW version
SW update

Use FDO to set up:
Agents Credgntials
Software update (existing FOTA) e
Connection to other IOT devices
FDO “Owner” to IOT devices
Keys in TEE (e.g., using CSR)

Devices in closed networks

Application

it L PR
#I-TEEN, &
CHEDRICAED
Internet / Intranet / Closed Network né /

88 : FIDO Device Onboard (FDO) e e Ol S 1 Y iy s e WO 1

- ard-Q
2021 D


https://datatracker.ietf.org/meeting/110/materials/slides-110-iotops-fido-device-onboard-00

TEEP(TEE Provisioning) ey
https.//datatracker.ietf.org/wg/teep/about/ SECO“

TEERITERTSND P T UDESE - BEDRECZBET
- Y—EXDENICEOE TREVEBSIEEDEER T U=

GBI/ TETDRDICUIZL)
BEPT IR/
SHEDIDD R Trusted App %
. App Manager (TAM) App ® H_p2.
| o Y 7H0FToq AL TN T7IHERESE
LB (SP)
- 42 Agente TAM(E

—\ BrokerzTU GE#E

TEEP L 2\ L TEEP
Broker | T | Agent
\ : . — £ TINAZA= 11—
PP - PP AMEDEmERIEEE ]}

N Untrusted & Trusted ) (F3REPYA-)

=
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ETF1097 >S5+ > (2020511 88E) TO —
TEEP(TEE Provisioning) ICE89 2,5 ScCOM

WG DraftE)g
- draft-ietf-teep-architecture-13 : FHEEEEDEEDNHASEEDOENTF X DL

&1
- draft-ietf-teep-protocol-04 . SUITORATSICXT 9 Dk EFBE D [C DU CEEER
Hackathon

- TAM(Trusted App Manager) Server.

- Dave (Microsoft) . https://github.com/dthaler/OTrP

- Isobe (SECOM) . https://github.com/ko-isobe/tamproto
- TEEP Agent

- Tsukamoto (AIST), Nagata, Kikuchi (Lepidum) : TEEP-Device

- Takayama (SECOM) . https://github.com/yuichitk/libteep

- Dave (Microsoft) . https://github.com/dthaler/OTrP
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IETF Remote ATtestation ProcedureS (rats)WG

httos.//datatracker.ietf.org/we/rats/about

SEBEETIRIETEE (Trusted Execution Environment) &, IBfFEloTS5/\
1 R« IREBADIES, — CChH. ABEBBOFEITDECA

« JERKNHDSD TN ZDHBI « R |

s loT 7 /N1 ZDFAAFICHITDENRZEFTE Y (trustworthiness) (D3EBA
loT 7/\1 X Do —EX

2% |
oT APL. | P2F2I-% oT APLH—E 2

“untrusted networks” 9
TSy FDO7#—/A HW/SW

oTTSw ED7—A
mﬁml s
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« On the Internet, Nobody Knows
You're a Dog

o [12A=RYRNT(E, EFFINKROT
BZHEDRSRVDE ]

« 19935 7H5H XKEODHEEIThe
New Yorkerl

2021 FIRTEDER

DATZ (TP Trusted Party) B"ATEINC &
IoHolzl. BATCH. FA (RP: Relying
2% Party) DMERBU TV DASTATHDCEED
NoJc,

TE. DARLDRANY I = (TP) [F. ALK
D, EOESNTNDERHACUNXK,

"On the Internet, nobody knows you're a dog.”
H B https://en.wikipedia.org/wiki/On the Internet, nobody knows you%27re a dog
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IETF rats WG. Remote Attestation Procedures Architecture —
https://datatracker.ietf.org/doc/draft-ietf-rats-architecture SI:CO“
28 LIJDPLYR A=A =R — TDOA—RT—2 SEOI1—RT—2
\ (TIX)LHEEEY)
e 21, RYFRDID=DIVENRALYEPEIAXY (Network Endpoint Assessrier it
« Attester TOLRSRARYEDID—DICRITDIVvITINARIZE
« RP (Relying Party) JY—X+« +r2AFIVIY
« 22 HHEZETILDRE — ALY IICRITDEEBBEHEB T —Y DIRE
« 23, HEmT—-HIRE — V4709 % ) IVEQA—FT1 D
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