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Abstract The access control is needed with the spread of Internet and enforcement of a law to avoid accessing the
data for other purposes. In access control for XML (Extensible Markup Language) documents, the security level
for particular XML nodes differs depending on users ID or role. In XML documents, fine grained access control is
needed. In medical field, the care card system needs the control of access. The fine grained access control for care
cards is required because care cards contain personal information and users who access care card have various roles.
However, in fine grained access control, there are problems that policy description becomes complex and access
decision time becomes longer. In this paper, we consider how to hold role to users to simplify the policy description,
and generate the Policy Table using access frequency to reduce the access decision time.
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<Policy>
<Rule>
<Subjects>Alice</Subjects>
<Resources>/home/Alice</Resources>
<Action>read</Action>
<Rule/>
<Rule>

</Rule>
</Policy>
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<Policy rule_comb_algr = Deny_override>
0 <Rule
0 0O <Subjects>0 0 00O O </Subjects>

Effect = Permit>

0 O <Resources>all</Resources>
0 0O <Actions>read</Actions>

</Rule>
[J<Rule Effect = Deny>
0 O <Subjects>0 O </Subjects>
0 0O <Resources>0 0 0 /0 0 OO </Resources>
0 0 <Actions>read</Actions>

</Rule>

</Policy>
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e Resource: 0OOOOOOOOOOO
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02 MMLOOOOO

ActionO00OOOOOOO
<securityLevel>
0 0O <accessRight
0000 permit="all"
0000 startDate="2001-10-01"
0000 endDate="2001-12-31">

subject 0 O O
oooo
<mmlSc:facility>
0 <mmlSc:facilityName
00 mmlSc:facilityCode="individual"
00 mmlSc:tableId="MML0035"
00 mmlSc:facilityId="JPN453010100003"
00 mmlSc:facilityIdType="JMARI">
oooooooooooo
0 </mmlSc:facilityName>
</mmlSc:facility>
ooooo
<mmlSc:department>
0 <mmlSc:departmentName
00 mmlSc:departmentCode="01"
00 mmlSc:tableId="MML0028"/>
</mmlSc:department>
oood
00 <mmlSc:license>
U0 0 <mmlSc:1licenseName
000 mmlSc:licenseCode="doctor"
000 mmlSc:tableId="MML0026"/>
00 </mmlSc:license>
0 </accessRight>

</securityLevel>
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goboooooooooobooooooooooooog
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1. <data>

2. <Care_Card>

3. <name>Bob</name>

4. <address>Aichi chikusa</address>

5. <tell>012345</tell>

6. <health_insurance_number>777</health_insurance_number>
7. <medical_department>surgery</medical_department>
8. <doctorlD>245786</doctorID>

9. <medical_plan>.....</medical_plan>

10. <medical_result>......</medical_result>

1. <drug_info>....... </drug_info>

12. <X-ray_ picture >....... </X-ray_ picture >

13. <operative_records>

14. <operation_medical_department>surgery</operation_medical_department>
15. <chairmanID>129876</chairmanID>

16. <stufflD>098765</narcosis_>

17. <narcosis_stufflD>987098</narcosis_stufflD>

18. <operative_process>......... </operative_process>
19. <narcosis__record>....... </narcosis__record>

20. </operative_records>

21. </Care_Card>

22. <Care_Card>

23. <name>Alice</name>

24. <address>Gifu gifushi</address>

25. <tell>43586</tell>

26. <health_insurance_number>333</health_insurance_number>
27. <medical_department>internal</medical_department>
28 ....................

29, sessssssssssssssssssssas

30. </Care_Card>

31. </data>
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goooooooooboooooooooooboooboobooo

<Rule Effect = “Premit”>
<Sub ject>4}+F —fi& EEM</Sub ject>
<Resource>/data/CareCard[medical_department="4}%}"]/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Sub ject>4HF}—ARBEAR</Sub jeot>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>wr i te</Action>

</Rule>

<Rule Effect = “Premit”>
<Sub ject>PaFl—AREEAH</Subject>
<Resource>/data/CareCard[medical_department="4}%1"]/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Sub ject> P f— A EEH</Sub ject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>wr i te</Action>

</Rule>

<Rule Effect = “Premit”>
<Sub ject>/NRF}— i EEEH</Sub ject>
<Resource>/data/CareCard[medical_department="#+%}"]/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Subject>/INJRF —AREERM</Sub ject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>write</Action>

</Rule>

<Rule Effect = “Deny”>
<Sub ject>#+ FHEHEEE</Sub ject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Sub ject> s+ FHFHEEEC/Sub ject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>write</Action>

</Rule>

<Rule Effect = “Deny”>
<Sub ject> I RHRHEEE</Subject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Sub ject>MF BHHEEE</Subject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>write</Action>

</Rule>

<Rule Effect = “Deny”>
<Subject>/NREBHEEE</Sub ject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Subject>/NREIFHEE/Subject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>write</Action>

</Rule>

<Rule Effect = “Deny”>
<Sub ject>RREAFHIAHIEEE</Sub jeot>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Sub ject> FREFEIHHIEEE</Sub ject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>write</Action>

</Rule>
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<Rule Effect = "Premit”>
<Sub ject>#HEI</Sub ject>
<Resource>/data/CareCard[medical _department="4+#}"]/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Subject>4+F4</Subject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>write</Action>

</Rule>

<Rule Effect = "Permit”>
<Sub ject>P%I</Sub ject>
<Resource>/data/CareCard[medical _department="p%}"]/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Subject>AF}</Subject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>write</Action>

</Rule>

<Rule Effect = "Permit”>
<Sub ject>/NRFEI</Subject>
<Resource>/data/CareCard[medical_department="/\!R#}"]/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Subject>/IMRFI</Subject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = "Permit”>
<Sub ject>FFEFFI</Sub ject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = "Permit™>
<Sub ject>FFREFFI</Subject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>write</Action>

</Rule>

<Rule Effect = "Permit”>
<Sub ject>—#&</Sub ject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Permit™>
<Sub ject>—f</Sub ject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>write</Action>

</Rule>

<Rule Effect = “Deny”>
<Sub ject>BHHEEE</Sub ject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = “Deny”>
<Sub ject>BHEEEL/Subject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Action>write</Action>

</Rule>
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<Rule Effect = “Permit”>
<Subject>4+FEE</Subject>
<Resource>/data/CareCard/operative_record[doctor ID="User 1D’ ] /narcosis_record</Subject>
<Action>read</Action>

</Rule>

<Rule Effect = "Deny”>
<Subject>4+FE</Subject>
<Resource>/data/CareCard/operative_record/narcosis_record</Subject>
<Actiomwrite</Action>

</Rule>
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0000000000 MRU (Most Recently Used) D000
pgooboboobobooobbuoooboboo
goboooooooooooboooooboooobooooooo
pgoboboobobooobboobbbooobbooobo
goboooooooooooboooooobooobooooooo
goboooboooooooobooooooooooooog
gobooooooooooobooooooooobooooooo
goood

e [O0OODOOOODODO

e [O00OOOOOOOOODOO
00000000000D00000D00000OMost-Recently-



Rank Path Action NumOfAccess TotalOfAccess ValueOfFreq
0 Idata/Care_card/medical_plan read 5 21 5/21

1 Idata/Care_card/tell read 1 4 1/4

2 Idata/Care_card/oprative_record/stuffiD wiite | 21 98 21/98
N-2 | /data/Care_card/oprative_record/narcosis_record wiite | 1 263 11263

N-1 | /data/Care_card/oprative_record/operative_process read | 1 201 11201

0 7 MRU-Table O

Used Table (O O MRU-Table) O High-Frequency Table (O
0 HF-Table) 0000000 O0OOO

4.1 MRU-Table

MRU-Table 000 0OO0O00OD0OODOOOODOOOOMRU-
Table OO OOOOOOOOODOOODOOODOODOOODOO
gooooooboooboO NODDOOOODOOODDOOo
oo
MRU-Table = {Rank, path, Action, NumOfAccessO TotalO-
fAccessO ValueOfFreq}
gooooooooooooooag

e Rank: 000 N-100000OD0O0OCODOOOCOOO
Oo0o0ooooooooooooooboooo

e path: OO0OODOODOODODOOOOXPathOOOO
gooo

e Action: pathOOOODOO0OOOODOOOOOOODOO
OJ00000Oread, write, delete DO 0 OO0

e NumOfAccess: path OO ODO0OOOODOOOOOOO
ooooooog

e TotalOfAccess: pathJ 00000000 00O0OOO
gooooooooooooobobobob

e ValueOfFreq : NumOfAccess/TotalOfAccess 0 0 00
ooo

0 700MRU-Table 000 0O0OOMRU-Table D OO O0OO
goobooboOoboobobob sgoooboobooobouobo
gooOo XMLOODO pathOOOOODOOOOODOOOO
J00o0ooopoo20200000000000MRU-Tabled O
goooOoo0ooOoOooDoO00oDOOo00DOoO0oO0Dn Rankd
0000000000 PODOOODOODDO RankOOODOD
0O Rank0 10000000000 TotalOfAccessO0 OO OO0
0000000 ValueOfFreq DO OO0 00 OO 090190 290
39 0000 ValueOfFreq O 1/P 000000 TotalOfAccess
ON-10000000000 HF-Table0 0O 00O OMRU-Table
J00D0O000O0O0O00bOCO0O00DDb RankOODOOO210
400000POOMRU-Table 0O OOOOOOOOOOOO
goooooooooooooboboobobobobobo
0 MRU-Table 000000000000 O0O0DOOOOOOO
0 HF-Table OO OOOODOOOOOOODOQOHF-Table 0O
0000000000 ValueOffFreqO 1/1000000000
goooo

o000 MRU-Table OODOOOOOODOODOOOOOXML
gooooooobooboobobobob9bOobO

01 if (User access the XML document where path=P) {
02  if(SELECT path FROM MRU-Table = P) {

03 UPDATE MRU-Table SET Rank = '0", NumOfAccess = 'NumOfAccess + 1’

04 WHERE path = 'P";

05 UPDATE MRU-Table SET Rank = "Rank + 1', WHERE Rank < Rank WHERE path=P; # 'P';
06 UPDATE MRU-Table SET TotalOfAccess = 'TotalOfAccess + 1"

07 UPDATE MRU-Table SET ValueOfFreq = NumOfAccess/TotalOfAccess;

08 }

09 if (SELECT ValueOfFreq FROM MRU-Table >=1/P A

10 SELECT TotalOfAccess FROM MRU-Table > N-1) {

1 INSERT INTO HF-Table VALUES *

12 WHERE  MRU-Table. ValueOfFreq >=1/P A

13 MRU-Table. Total0fAccess > N-1;
14 UPDATE MRU-Table SET Rank = 'Rank - 1’

15 WHRER Rank < Rank (ValueOfFreq >=1/P A

16 TotalOfAccess) > N-1;
17 DELETE FROM MRU-Table

18 WHERE ValueOfFreq >=1/P A TotalOfAccess > N-1;
19 }

20 else end;

21 else{

22 DELETE FROM MRU-Table WHERE Rank = N-1;

23 INSERT INTO NRU-Table (Rank, path, Action, NumOfAccess, TotalOfAccess, ValueOfFreq)
2 VALUES (0, P, A, 1, 1, 1/1);
25 UPDATE MRU-Table SET Rank = 'Rank + 1", WHERE path # 'P";

26 UPDATE MRU-Table SET TotalOfAccess = 'TotalOfAccess + 1",

27 WHERE path # 'P’;

28 1

29 if (SELECT ValueOfFreq FROM MRU-Table >=1/P A

30 SELECT TotalOfAccess FROM MRU-Table > N-1) {
31 INSERT INTO HF-Table VALUES

32 WHERE MRU-Table. ValueOfFreq >=1/P A

33 MRU-Table. TotalOfAccess > N-1;
34 UPDATE MRU-Table SET Rank = 'Rank - 1’

35 WHERE Rank < Rank (ValueOfFreq >=1/P A

36 TotalOfAccess > N-1):

37 DELETE FROM MRU-Table

38 WHERE ValueOfFreq >=1/P A TotalOfAccess > N-1;
39 }

40 else end;

41}
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4.2 HF-Table

HF-Table 0000000000000 OOOOOHF-TableO
goooooooooo

HF-Table = {Rank, path, Action, NumOfAccess[ TotalO-
fAccessO ValueOfFreq}

HF-Table 000000000 OOOO ValueOfFreq D 0 O O
J00000000000000Rank 00 ValueOfFreq O O
goooooocoM-1ODOODOOO

0 100 HF-TableOODOOODOO 10000000000HF-
Table O O O TotalOfAccess 0 N-1 0O DO OOOOOOOO
O0000OOMRU-Table 0000000000 O0O0OO0O0
HT-Table 0000 0O O TotalOfAccess 0 N-10O00O0000
J000000000Q0 TotalOfAccess 00 OO OOODODOO
0000000000000 oO00o0oUoO0OOa/s/x0O0O
000 NumOfAccess = 1, TotalOfAccess = 300 00a/s/y
00000 NumOfAccess = 230, TotalOfAccess = 2000 O O
oooooooo

e a/s/x: ValueOfFreq = 1/3000000000000
goobooooooooooooboobobobobobo
goooooooboobooboboboobobooo

e a/s/y : ValueOfFreq = 230/2000 O Oa/s/x 00 0O
gooooooooooooooobooboobobobobo
goooooooooboobobobooboo

5. 0O O

goooobobooooooobooobooboooobo XML
gooooooooooboooooooobooocooooooooo
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i\ﬁ/\r L

@access /data/Care_card/health_insurance_number”
(@access “/data/Care_card/oprative_record/stufflD”

09 MRU-Table OOOOO

Rank | Path Action | NumOfAccess TotalOfAccess | ValueOfFreq

0 Idata/Care_card/medical_result read 92 345 92/345

1 Idata/Care_card/operative_records/chairmaniD read 134 409 134/409

2 Idata/Care_card/name write 34 123 34/123

M-2 Idata/Care_card/oprative_record/stufflD write 21 100 21/100

M-1 Idata/Care_card/address read 12 200 12/200

0 10 HF-Table O

goboooooooooooboooobooboooooooooo
gboooooooooboocooooobooooboboooo
5.1 0000

00000000000D02.53GHz Pentium4 1.0GB RAM,

OS O Microsoft Windows XPO OO DO OOODOO JAVAODO

oooooooXMLOOOOODOoOOoOOoooODOO 100, 200,

300, 1000 DO O000O0DOOO0OODOOOODOOOOOOD
goooooooboooooo 100,200, 100000000000
goooooooooooon

Rank | Path Action | NumOfAccess | TotalOfAccess ValueOfFreq

0 Idata/Care_card/medical_plan read | 5 21 5/21

1 Idata/Care_card/tell read 1 4 1/4

2 Idata/Care_card/oprative_record/stuffiD write | 21 98 21/98

98 Idata/Care_card/oprative_record/narcosis_record write | 1 263 1/263

99 Idata/Care_card/oprative_record/operative_process read 1 291 1/291

Rank | Path Action | NumOf TotalOfAccess ValueOfFreq
Access

0 Idata/Care_card/health_insurance_number read | 1 1 1

1 Idata/Care_card/medical_plan read 5 22 5/22

2 Idata/Care_card/tell read 1 5 15

3 /data/Care_card/oprative_record/stuffiD wite | 21 99 21/99

98 /data/Care_card/X-ray_picture write 1 134 1/134

99 Idata/Care_card/oprative_record/narcosis_record wite | 1 264 1/264

Rank | Path Action | NumOf TotalOfAccess ValueOfFreq
Access

0 Idata/Care_card/health_insurance_number read | 6 23 5123

1 Idata/Care_card/medical_plan read 1 2 1/2

2 Idata/Care_card/tell read 1 6 16

3 IdatalCare_card/oprative_record/stuffiD. write | 21 100 211100 delete

98 Idata/Care_card/X-ray_picture wite | 1 135 1135

99 Idata/Care_card/oprative_record/narcosis_record wite | 1 265 1/265

Rank | Path Action | NumOf TotalOfAccess ValueOfFreq
Acces:

0 Idata/Care_card/health_insurance_number read | 6 23 5/23

1 /data/Care_card/medical_plan read 1 2 172

2 /data/Care_card/tell read 1 6 116

97 Idata/Care_card/X-ray_picture write 1 135 1/135

98 Idata/Care_card/oprative_record/narcosis_record wite | 1 265 1/265

99 null null null null null
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Max Run-time for
access decision (ms)

Number of rules

100 16
200 32
300 60
1000 110

011 XMLOOOOOOOOOOOOOOOOOoOoooOo

Number of tuples Max Run-time for Average Run-time for
access decision (ms) access decision (ms)
100 15 15
200 16 15
1000 78 62
012 00000000 DOO00DOO0OD0OOoDoOOobooooog
Number of rules Number of tuples Run-time for
access decision (ms)

100 100 18.2

100 200 18.2

100 1000 65.2

200 100 214

200 200 214

200 1000 68.4

300 100 27

300 200 27

300 1000 74

1000 100 37

1000 200 37

1000 1000 84

013 0000oooooooooooooooboooga

goboooooooooooboooooboooooooooo
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