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A Method for Verifiable and Anonymous Traceability Flow
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Abstract Traceability is the ability to trace the process history and the distribution channels of products and
their parts. We can trace the information about target suppliers and the relationship between them by using
traceability. Meanwhile, to increase verifiability of traceability flow means that target suppliers have to disclose
confidential business information and relation. Reversely, keeping all information private to give priority to protect
confidentiality, the verifiablilty is lost and traceability doesn’t work. We propose a method to satisfy the necessary
verifiability and suppliers’ anonymity for traceability. In this paper, we realize the method by group signature which
has properties that the receiver of the signature can verify that it is a valid signature of a group, but cannot discover
which member of the group made it.
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