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Secrecy Performance of Molecular Communication with an
Absorbing Eavesdropper and D-MoSK Modulation
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SUMMARY Secure information transmission of molecular communi-
cation (MC) systems is an important research aspect. This paper investigates
the maximum achievable secrecy rate in a diffusion-based molecular com-
munication system with the depleted molecule shift keying (D-MoSK), a
legitimate absorbing receiver and an eavesdropper. We first calculate the
mutual information of the legitimate link, and then obtain the maximum
achievable rates for the legitimate link and the information leakage by max-
imizing the mutual information. Based on the maximum achievable rate
and information leakage, we further derive themaximum achievable secrecy
rate. Finally, we evaluate and discuss the impacts of critical parameters on
the maximum achievable secrecy rate. The results in this paper are helpful
for the design of MC systems with high achievable secrecy rate.
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1. Introduction

With the development of nanotechnology, the Internet of
Bio-Nano Things (IoBNT) has been proposed to realize the
practical application of bio-embedded devices [1]. IoBNTs
have a wide range of potential applications, such as disease
treatment, health monitoring and drug delivery [2]. Gener-
ally, IoBNTs are used in microscale scenarios, such as living
organisms, which cannot be satisfied by conventional elec-
tromagnetic communication techniques. Since molecular
communication (MC) can use molecules to communicate at
the microscale, it is considered as one of the promising ways
to realize IoBNT.

In MC, molecular communication via diffusion
(MCvD) is the most widely way to exchange information
between nanomachines. In an MCvD system, a transmit-
ter first modulates the information based on the molecule
concentration (BCSK), molecule releasing time (TM) and
molecule type (D-MoSK) [3]. Then the molecules are re-
leased and diffuse randomly in the environment. A receiver
detects or absorbs molecules and decodes the information.
Since an absorbing receiver can reuse molecules to save lim-
ited resources, in this paper, we focus on an MCvD system
with an absorbing receiver.

Information security has always been an important is-
sue of communication systems, especially in an MC sys-
tem where health-related information is transmitted. In the
studies of secure transmission of MC system, the authors
in [4] obtained a closed expression of the secrecy capacity
from a thermodynamic point of view. Considering a tim-
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ing channel using OOK modulation, the authors in [5] gave
closed-form expressions for the eavesdropping capacity and
generalized security outage probability. Based on [5], the
generalized secrecy outage probability wasminimized in [6].
The above studies consider MC systems with monitoring re-
ceivers where the eavesdropper does not affect the legitimate
link. However, in practical scenarios, an MC system with
absorbing receivers is also considered. In such a system,
an eavesdropper absorbs the information molecules, result-
ing in fewer molecules absorbed by the legitimate receiver.
On the other hand, the secrecy rate is an important index
to reflect the information that can be securely transmitted.
Thus, in [7], considering an MCvD system with an absorb-
ing receiver and an absorbing eavesdropper, the secrecy rate
based on BCSK modulation was first studied. Compared
with BCSK, D-MoSK has lower complexity and higher data
rate, which has been studied in various MC systems [3][8].
Unfortunately, the research on the secrecy rate of the MCvD
system with D-MoSK modulation and absorbing receiver is
still an open issue, which poses a potential threat to the prac-
tical application of D-MoSK. Thus, in this paper, we study
the maximum achievable secrecy rate (MASR) of an MCvD
systemwith a legitimate absorbing receiver and an absorbing
eavesdropper where D-MoSK modulation is adopted.

To achieve the MASR of the MCvD system, we first
use poisson distribution to obtain the number of molecules
received by the legitimate receiver. After that, the maximum
achievable rate is formulated by maximizing the mutual in-
formation. Based on these, the information leakage and
maximum achievable secrecy rate are derived. Finally, the
impacts of system parameters on the MASR are evaluated.
Numerical results show that the locations of the eavesdrop-
per have obvious effects on theMASR.Our work can provide
guidelines to improve the maximum achievable secrecy rate.

The remainder of this paper is organized as follows: the
system model for the MCvD system is presented in Section
2. The MASR of this system with D-MoSK modulation is
presented in Section 3. Numerical results are presented in
Section 4. Finally, Section 5 gives the conclusions.

2. System model

In this section, an MCvD system is considered with a point
transmitter Alice, an absorbing legitimate receiver Bob with
radius of 01 and an absorbing eavesdropper Eve with radius
of 02. These nanomachines are fixed in an unbounded 3D
environment, as showed in Fig. 1. In this system, Alice is
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located at point G (0, 0, 0), denoted as origin of 3D coordi-
nate system. Bob and Eve are located at points G1 and G2,
respectively. The distances from Alice to Bob and Alice to
Eve are A1 and A2, respectively. Here, q is the angle between
vector −−→GG1 and −−→GG2.

Fig. 1 A 3D MCvD system with a point transmitter Alice, an absorbing
legitimate receiver Bob and an absorbing eavesdropper Eve.

Consider that the communication time is divided into
time slots with equal length )B . At the beginning of the 9Cℎ
)B , Alice releases molecules into the environment according
to the D-MoSK modulation. Here, Alice utilizes two types
of molecules (type � or type �) to represent first or second
bits of symbol (W (W ∈ {0, 1, 2, 3}). If the symbol (0 =
(0, 0) is transmitted, Alice does not release any molecule.
When Alice only releases the molecule � or molecule �, the
transmitted symbol is (1 = (1, 0) or (2 = (0, 1), respectively.
When Alice releases both type � and type � molecules, the
transmitted symbol is (3 = (1, 1).

We define ?(C, :3) as the probability that a molecule is
released from Alice and reaches to Bob in time C with the
presence of Eve. The approximate expression of ?(C, :3)
can be denoted as [9]

p(C, :3) =
∞∑
:=0

(
0102
'12'21

): [
01
A1
5 (Φ1 (:)) −

0102
A2'21

5 (Ψ1 (:))
]

(1)
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)
, where � is the diffu-

sion coefficient, erfc(·) is the complementary error function
and :3 denotes the degradation reaction constant.

For absorbing molecules and decoding the information
of Bob, the specific detection rule can be written as

. [ 9] =


00, if #�C [ 9] < [�, #�C [ 9] < [�,
10, if #�C [ 9] ≥ [�, #�C [ 9] < [�,
01, if #�C [ 9] < [�, #�C [ 9] ≥ [�,
11, if #�C [ 9] ≥ [�, #�C [ 9] ≥ [�,

(2)

where . [ 9] represents the detected symbol at Bob in time
slot 9 . #�C [ 9] and #�C [ 9] are the total number of type �
and type � molecules received in the 9Cℎ slot, respectively.
[� and [� are the decision thresholds of the 9Cℎ symbol.
When #`C [ 9] ≥ [` [ 9] (` ∈ {�, �}), the bit corresponding
to molecule ` in the 9Cℎ symbol will be decoded as “1”,
otherwise “0”.

3. Secrecy Rate Analysis

In this section, we firstly calculate the number of molecules
absorbed by Bob. Then the maximum achievable rate of
Bob and information leakage is derived. Finally, the max-
imum achievable secrecy rate is derived by calculating the
difference between the maximum achievable rate and the
information leakage.

3.1 Mutual Information and Maximum Achievable Rate

At the beginning of the 9Cℎ time slot, Alice releases type
� and type � molecules to transmit four kinds of symbols.
Then the number of type ` (` ∈ {�, �}) molecules absorbed
by Bob at 9Cℎ time slot #`C [ 9] can be expressed by

#
`
C [ 9] = #

`
2 [ 9] + #`? [ 9] + #`= [ 9], (3)

where#`2 [ 9] is the number of type � or �molecules released
at the beginning of the 9Cℎ slot and absorbed by the receiver
within the 9Cℎ slot. #`? [ 9] refers to the molecules released
in the previous slots but reaches to receiver at the 9Cℎ slot,
i.e., inter-symbol interference (ISI). #`= [ 9] is the number of
noisy molecules.

For a large number of molecules and small arrival prob-
ability, #`2 [ 9] can be approximated by poisson distribution
as [7]

#
`
2 [ 9] ∼ P (G` [ 9]"`?0) , (4)

where ?0 = ?()B , :3), G` [ 9] ∈ {0, 1} denotes the trans-
mitted bit corresponding to type � or type � molecules of
the 9Cℎ symbol, and "` represents the number of released
molecules when the input bit is “1”. Then ISI #`? [ 9] can be
given as

#
`
? [ 9] ∼

!∑
;=1
P

(
G` [ 9 − ;]"` ?;

)
, (5)

where ! stands for the length of ISI and ?; = ?((; +
1))B , :3)−?(;)B , :3) denotes the probability that amolecule
is emitted at the previous ; time slot but absorbed by the re-
ceiver in the 9Cℎ time slot.

According to the properties of poisson distribution, we
define _1 =

∑!
;=0 G

` [ 9 − ;]"`?; + _= and _0 =
∑!
;=1 G

` [ 9 −
;]"`?; + _= to represent the average number of molecules
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received when bit “1” and bit “0” are transmitted, respec-
tively. _= is the average number of noise molecules #`= [ 9]
[9]. Therefore, the transition probability of a bit in the 9Cℎ
symbol can be written as

Pr
(
~` [ 9] = 1 | G` [ 9] = 1

)
= 1 −

b[` c∑
8=1

4−_1 [ 9 ] · (_1 [ 9])8
8!

,

Pr
(
~` [ 9] = 0 | G` [ 9] = 1

)
=

b[` c∑
8=1

4−_1 [ 9 ] · (_1 [ 9])8
8!

,

Pr
(
~` [ 9] = 0 | G` [ 9] = 0

)
=

b[` c∑
8=1

4−_0 [ 9 ] · (_0 [ 9])8
8!

,

Pr
(
~` [ 9] = 1 | G` [ 9] = 0

)
= 1 −

b[` c∑
8=1

4−_0 [ 9 ] · (_0 [ 9])8
8!

,

(6)

where ~` [ 9] denotes the detected bit corresponding to type
� or type � molecules in the 9Cℎ time slot.

Based on the above equation, the transition probability
of a symbol (W (W ∈ {0, 1, 2, 3}) can be obtained as

% ((0 | (0) = Pr
(
~�[ 9] = 0 | G�[ 9] = 0

)
× Pr

(
~� [ 9] = 0 | G� [ 9] = 0

)
,

% ((1 | (0) = Pr
(
~�[ 9] = 1 | G�[ 9] = 0

)
× Pr

(
~� [ 9] = 0 | G� [ 9] = 0

)
,

% ((2 | (0) = Pr
(
~�[ 9] = 0 | G�[ 9] = 0

)
× Pr

(
~� [ 9] = 1 | G� [ 9] = 0

)
,

% ((3 | (0) = Pr
(
~�[ 9] = 1 | G�[ 9] = 0

)
× Pr

(
~� [ 9] = 1 | G� [ 9] = 0

)
.

(7)

The transition probability for (1, (2 and (3 can be obtained
in a similar way.

Assuming that all symbols are transmitted with equal
probability, we can get %((W) = 1

4 , W ∈ {0, 1, 2, 3}. Then
the mutual information of the 9Cℎ symbol can be given as

� (- [ 9];. [ 9])

=
∑

. [ 9 ] ∈{(W }

∑
- [ 9 ] ∈{(W }

%((W)%(. [ 9] |- [ 9])

× log2
%(. [ 9] |- [ 9])∑

- [ 9 ] ∈{(W }
%((W)%(. [ 9] |- [ 9])

bits/slot.

(8)

where - [ 9] and . [ 9] are the transmitted and decoded sym-
bol at Bob in 9Cℎ time slot.

We assume that the molecule � and � have the same
diffusion coefficient � and "� = "� = " . Then the [`
can be written as [1 as the threshold for Bob. Thus, the
maximum achievable rate is given by

�1 = max
[1
� (- [ 9];. [ 9]) bits/slot. (9)

3.2 Maximum Achievable Secrecy Rate

According to the mutual information of the legitimate chan-
nel, we can similarly obtain the information eavesdropped
by Eve. We treat the amount of information that Eve stole
as information leakage [4]. Let / [ 9] denotes the decoded
symbol at Eve in 9Cℎ time slot, the information leakage can
be written as

� (- [ 9]; / [ 9])

=
∑

/ [ 9 ] ∈{(W }

∑
- [ 9 ] ∈{(W }

%((W)%(/ [ 9] |- [ 9])

× log2
%(/ [ 9] |- [ 9])∑

- [ 9 ] ∈{(W }
%((W)%(/ [ 9] |- [ 9])

bits/slot.

(10)

The MASR can be derived as the maximum of the dif-
ference between the maximum achievable rate of the legit-
imate communication link and the information leakage [4],
expressed as

�B = max(� (- [ 9];. [ 9]) − � (- [ 9]; / [ 9]))
≥ max

[1
(� (- [ 9];. [ 9])) −max

[4
(� (- [ 9]; / [ 9]))

= �1 − �4 bits/slot,

(11)

where [4 is the threshold of Eve, �1 and �4 can be deter-
mined by changing [1 and [4, respectively [10]. Since the
secrecy rate cannot be negative, the MASR can be written as

�B ≥ {�1 − �4, 0} bits/slot. (12)

4. Numerical Results and Discussions

In this section, the maximum achievable secrecy rate
(MASR) for the MCvD system with an absorbing legiti-
mate receiver Bob and an absorbing eavesdropper Eve is
analyzed. The impacts of several important parameters such
as the distance between Alice and Eve, time slot duration and
diffusion coefficient on the MASR are investigated. Here,
we set 01 = 02 = 1 × 10−6m, :3 = 0.1/s, " = 103, _= = 20,
! = 10. Here, G1 = (20 × 10−6, 0, 0), G2 = (0, Γ × 10−6, 0)
(Γ ∈ {22, 24, 26}), thus, A1 = 20 × 10−6m, A2 = Γ × 10−6m,
and q = c

2 .
Firstly, the MASR is obtained for different time slot du-

ration )B , where A2 is considered as 22×10−6m, 24×10−6m,
26×10−6m, respectively. We assume that the diffusion coef-
ficient � is set as 10× 10−11 m2/s. From the results in Fig.2,
we find that MASR first increases and then decreases with
the increase of )B . This is because when )B increases, both
Bob and Eve absorb more information molecules, increasing
the maximum achievable rate and the information leakage.
Since A1 < A2 and the hit probability of a molecule ?(C, :3)
decreases with the increase of distance, Bob absorbs more
molecules than Eve. As a result, the increase of the maxi-
mum achievable rate of Bob is higher than the increase of in-
formation leakage, leading to theMASR increases. When)B
continues to increase (e,g., A2 = 22um, )B > 2s), the number
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Fig. 2 The MASR obtained for different time slot duration )B .

of molecules absorbed by Eve increases and the information
leakage increases, leading to the decrease of MASR. It can
be seen in Fig.2 that the MASR increases as A2 increases.
The reason is that a larger A2 indicates a lower probability of
absorbing molecules, leading to lower information leakage
and higher MASR.
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Fig. 3 The MASR obtained for different diffusion coefficient �.

The MASR is then shown for the different diffusion
coefficients of molecules � in Fig.3, where different dis-
tances A2 are considered, and )B is fixed as 5s. For the same
value of �, it can be seen that the MASR increases as A2
increases, which is similar to that in Fig.2. It can then be
observed that the MASR first increases and then decreases
as � increases. The result can be explained as follows. The
increase of � represents the increase of the diffusion speed
of the molecules. When � increases from small to large,
more information molecules can reach Bob within )B . Thus,
the maximum achievable rate of Bob increases faster than
information leakage and the MASR increases. Due to the
random movement of molecules, a larger diffusion coeffi-
cient � (e.g., A2 = 26D<, � > 0.6× 10−10) will increase the

uncertainty of molecular movement. Therefore, the number
of molecules absorbed by Bob decreases, and the MASR
decreases.

5. Conclusion

This paper investigated an MCvD system with a legitimate
absorbing receiver and an absorbing eavesdropper. We ap-
plied the D-MoSK modulation to this concerned system and
analyzed the secrecy performance. By jointly considering
the ISI effect and the noise, the maximum achievable rate,
information leakage and maximum achievable secrecy rate
(MASR) are derived. The numerical results show that the
MASR is highly related to the location of the eavesdropper.
The obtained results are expected to be helpful for the design
of MCvD systems with high secrecy rate requirement.
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