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Abstract: In this paper, we propose a watermarking method
that has robustness against geometrical slight distortions. The
method is based on the variances of two color components of
an image. We use YCbCr components. When an image is
geometrically distorted, Cb and Cr components on the same
position cause the same distortion, and the relation of vari-
ances of Cb and Cr components in a local domain does not
change easily. So we embed a watermark by changing the
variances of Cb and Cr components so that the watermark
may be robust against geometrical distortions. Moreover we
use discrete wavelet transform so as to be robust against JPEG
compression.

1. Introduction

Various digital watermarking methods that are robust
against JPEG compression and noise addition attacks have
been proposed. But the digital watermarking methods that
are robust against geometrical distortion have not been devel-
oped yet.

A watermark method that embeds a watermark in spe-
cific positions has to specify embedded positions when the
watermark is extracted. But the embedded positions attacked
by geometrical distortion may shift. Then, we cannot spec-
ify the embedded positions and cannot extract the watermark.
Alghoniemy et al. [1] proposed two watermarking methods
that are robust against geometrical distortions. One method
uses the invariant moments of an image that are robust against
geometrical distrotions, and another method uses the nor-
malization of an original image. There is a watermarking
method that is robust against geometrical ditortion using fea-
ture points of an original image [2]. But the methods in [1][2]
only detect whether a specific bit pattern is embedded or not.
Luo et al. [3] proposed a watermarking method based on in-
herent features of an image that are geometrically invariant.
The method can embed and extract a multibit watermark, but
the robustness against geometrical distortion is not enough
yet. Dong et al. [4] proposed two watermarking methods that
are robust against geometrical distortions. One method uses
the normalization of an original image, and another method
is based on mesh modeling. Both methods employ a direct-
spread code division multiple access (DS-CDMA) approach
to embed a multibit watermark in the discrete cosine trans-
form domain of an image and are robust against geometrical
distortion and JPEG compression. But the quality of the wa-
termarked images has not been estimated. A digital water-
marking method using two color components has been pro-
posed [5]. The method can embed and extract an arbitrary bit
pattern. But it is not robust against JPEG compression though
it is robust against geometrical distortion.

In this paper, we propose a digital watermarking method
that can embed and extract an arbitrary bit pattern and is ro-
bust against geometrical slight distortion and JPEG compres-
sion. The proposed method do not need the original image
when the emebedded watermark is extracted.

When an image is geometrically distorted, Cb and Cr com-
ponents on the same positon cause the same distortion. So,
the relation of variances of Cb and Cr components in a lo-
cal domain does not change easily. Using this behavior, we
embed a watermark by changing the variances of Cb and Cr
components. It also uses discrete wavelet transform (DWT)
S0 as to be robust against JPEG compression.

In this paper, Section 2 describes the proposed method.
In Section 3, we present experimental results. Section 4 de-
scribes discussion and Section 5 concludes the paper.

2. The Proposed Method
2.1 Embedding Method

We explain embedding process. Let a watermark be W =
{wijlw; € {0,1},0 < I < L}. Let I denote an origi-
nal color image with X x Y pixels. [ is transformed to
wavelet coefficients using two dimensional descrete wavelet
transform (DWT). The LL subband of the wavelet coeffi-
cients is expressed in YCbCr color spaces. Let C'b and Cr
denote Cb components and Cr components of L. subband.
We divide C'b and C'r into blocks Cb(; ;) and Cr(; ;) of size
NxN(@O<i< X/2N,0 < j < Y/2N). One bit
of a watermark is embedded by changing variances of K =
|[(X/2N xY/2N)/L] blocks selected at random without du-
plication. We save the information on embedded positions as
asecret key. Let 7' denote embedding strength, and let C'h(:F)
and Cr(b%) (0 < k < K) respectively denote K blocks
of Cb and Cr, where w; is embedded. Let CbF) (zy, )
and Cr(F) (z, y3) respectively denote the values of the co-
ordinate (z,y;) in Cb*) and Cr%) (0 < 2, < N,
0 <y < N). Let V(Cb*) and V (Cr(:F) respectively
denote the variances of Cb("*) and Cr(:¥), Embedding is
performed by changing Cb(*-%) and Cr(-%) to Cv'(bF) and
Cr'(Lk) using Eqgs.(1)-(4) according to w;.
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where Cb(:F) and Cr(Lk) denote the average values of C'b(1F)
and Cr(bF) . After embedding process, YCbCr color com-
ponents of blocks are changed to RGB color components.
Then we get the watermarked image I’ by inverse discrete
wavelet transform. But the pixel values of I’ may overflow
or underflow by embedding a watermark. As a result, the dif-
ference of V (Cb'""*)) and V(C7'("*)) may become smaller
than T. Then we culculate the least upper bounds (I.UB)
and the greatest lower bounds (GLB) of Cb'("*) (x4, 13) and
Cr'(F) (g4, y3) for the pixel values to enter in the range. But
the LUB and the GL.B of a color component cannot be culcu-
lated unless the value of another color component is decided.
So we first culculate the LUB and the GLB of the color com-
ponent that belongs to the block whose variance will be de-
creased, and change the values of the color component so as
to be within the bounds. Next we culculate the LUB and the
GLB of another color component and change the values of the
color component so as to be within the bounds. Thus we re-
peatedly performe embedding process until the difference of
V(CV') and V(Cr") become T or more. We omit the detalis
because of limited space.

2.2 Extraction Method

Extraction method is as follows. A watermarked image
I' is transformed to wavelet coefficients by DWT. We get
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Table 1. T and PSNR
Original Image | 7' | PSNR[dB]

Aerial 90 323
Airplane 60 32.1
Earth 70 322
Lena 80 324
Mandrill 90 323
Milkdrop 20 323
Pepper 20 32.3
Sailboat 70 32.0

CH®F) and Cr'(F) in the same way as embedding by using
the secret key. Then we get a watermark by Eq. (5)

{
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3. Experiment
3.1 Experimetal Condition

Original images are eight color images with 256 x 256
pixels and 256 brightness level for RGB color components,
which are “Aerial,” ”Airplane,” “Earth,” "Lena,” "Mandrill,”
“Milkdrop,” “Pepper” and “Sailboat”. The block size IV is
8. We used ten random bit sequences of 64 bits as ten wa-
termarks. Under the above conditions, K is equal to 4. We
attacked watermarked images using StirMark4.0 [6][7] and
investigated the robustness of the prposed method. “Remove-
lines,” “Rescale,” “Rotation” and “JPEG Compression” were
used in StirMark4.0. “Removelines” removes some rows and
colummns of an image and the parameter r means that | X /r|
columns and |Y/r] rows are removed. “Rescale” changes
an image size and the parameter means the percentage of the
changed size, where the original image size is 100. “Rota-
tion” rotates an image and the parameter means the angle
(degree) of left-rotation. For watermarked images attacked
by “Removelines” and “Rescale”, we resampled them to the
original images size using IrfanView32(ver3.99)! and then
extracted the watermark. For watermarked images attacked
by “Rotation”, we resized them to the original images size
by cutting away the margin and then extracted the watermark.
We used PSNR[dB] to evaluate the watermarked image qual-
ity. We adjusted embedding strength 7" so that PSNR may
be nearly equal to 32[dB]. Table 1 shows 7" and PSNR for
each image. We defined the correct extraction rate (CER) for
evaluating the robustness of the proposed method as follows:

the number of correctly extracted bits

CER =
the number of embedded bits

x 100[%].
(6)

Lhttp://www.irfanview.com/
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Figure 1. CER versus JPEG quality

3.2 Experimental Results

The CERs shown in Fig.1-4 are the average values of
those of ten watermarks. Figure 1 shows the experimen-
tal results for JPEG compression. For JPEG compression,
“Aerial”, “Earth” and “Lena” maintained the CERs of 100%
when JPEG quality was from 30 to 80. “Airplane”, “Man-
drill” and “Sailboat” maintained the CERs over 95% when
JPEG quality was from 20 to 80. But “Milkdrop” and “Pep-
per” did not maintain the CERs over 80 % for all JPEG qual-
ity.

Figure2—4 show the experimental results for “Remove-
lines”, “Rescale” and “Rotation” respectively. For “Remove-
lines”, “Aerial”, “Earth”, “Lena” and “Mandrill” maintained
the CERs of 100% for all parameters, and “Airplane” and
“Sailboat” maintained the CERs of over 99% for all pa-
rameters. But the CER of “Pepper” became less than 80%
when the parameter was 50, and the CER of “Milkdrop” did
not maintain over 90% for all parameters. For “Rescale”,
“Aerial”, “Earth” and “Lena” maintained the CERs of 100%
for all parameters, and “Airplane”, “Mandrill” and “Sailboat™
maintained the CERs over 94% for all parameters. But “Milk-
drop” and “Pepper” did not maintain the CERs of 70% when
the parameter was 90, 110, 150 and 200. For “Rotation”,
“Aerial”, “Earth” and “Lena” maintained the CERs of 100%
for all parameters, and “Airplane”, “Mandrill” and “Sailboat™
maintained the CERs over 95% for all parameters. But “Milk-
drop” and “Pepper” did not maintain the CERs of 80% for all
parameters.

For all attacks, the CERs of “Milkdrop” and “Pepper” were
lower than those of the other images.

4. Discussion

Watermarking methods in [1][2] are robust against gemet-
rical distortions, but these methods only specify whether the
watermark is embedded or not, and do not specify a bit pat-
tern of extracted watermark. On the other hand, the proposed
method can specify a bit pattern of extracted watermark. Wa-
termarking methods in [3][4][5] specify a bit pattern of ex-
tacted watermark. The method in [3] embeds a watermark by
using the inherent features of an image that are geometrically
invariant, but the robustness against geometrical distortion is
enough yet. Though the method in [4] is robust against geo-
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Figure 4. CER for “Rotation”

metrical distortions and JPEG compression, it embedds only
50 bits and the quality of watermarked images is unknown.
The method in [5] embeds a watermark by using the covari-
ance of two color components. The method is robust against
geometrical distortion for only two images, and cannot keep
the CER over 90% for JPEG compression of quality 75. The
proposed method keeps the CER over 90% for “JPEG com-
pression” of quality from 30 to 80 for six images among eight
images.

In the proposed method, for images where the difference of
the variances of Cb and Cr components is large, like “Mikl-
drop” and “Pepper”, the change of the pixel values by em-
bedding a watermark is apt to become large. So we could



not make the embedding strength high to maintain PSNR at
nearly 32[dB], and so the robustness of the watermarked im-
ages became low. The proposed method embeds a watermark
by multiplying the values of Cb and Cr components in each
block by each magnification ratio. The larger the absolute
value of a component is, the larger the amount of change be-
comes. When the large absolute value of the components in
a block is shifted by geometrical distortion, the variance of
the block changes largely. Then the watermark cannot be ex-
tracted correctly from the block. So the robustness of each
block against attacks differs, and it depends on not only em-
bedding strength 7" but the values of Cb and Cr components in
the block. The degradation of watermarked images that con-
sist of the complicated domains is hard to perceive, but the
degradation of the flat domains is easy to perceive. The pro-
posed method is effective in a color image with many compli-
cated domains. Though we evaluated the robustness against
“JPEG compression”, “Removelines”, “Rescale” and “Rota-
tion”, we need to evaluate the robustness against other attacks.

5. Conclusion

In this paper, we proposed a digital watermarking method
that is robust against geometrical distortion. The proposed
method embeds a watermark by changing the variances of Cb
and Cr components of a color image. The method also has
robustness against JPEG compression by using DWT. The
method do not need an original image when an embedded
watermark is extracted. Most of the methods that are robust
against geometrical distortion specify whether a watermark is
embedded or not, while the proposed method can embed and
extract an arbitrary bit pattern. The proposed method is more
effective in a color image with many complicated domains.
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