
Secrecy Outage Probability of Reconfigurable
Intelligent Surface-Aided Cooperative Underlay

Cognitive Radio Network Communications
Nhan Duc Nguyen1, Anh-Tu Le2 and Munyaradzi Munochiveyi3
1Innovation Center, Van Lang University, Ho Chi Minh City, Viet Nam

2International Cooperation and Scientific Research Department, Van Lang University, Ho Chi Minh City, Viet Nam
3Department of Computer Science and Information Engineering, College of Information and Electrical Engineering,

Asia University, Taichung 41354, Taiwan
Email: nhan.nd@vlu.edu.vn, tule.iuh@gmail.com and mmunochiveyi@gmail.com

Abstract—With the introduction of wireless communications in
a diverse range of security-sensitive scenarios such as healthcare,
Smart Cities, internet-of-things (IoT) infrastructure, nuclear
power plants, so forth, it has become necessary to protect the
wireless network against malicious eavesdroppers via physical
layer security (PLS). We analyze and study the impact of
an eavesdropper located in an underlay cooperative cognitive
radio network (CRN). A reconfigurable intelligent surface is
used to improve the secrecy outage probability of the proposed
system. CRs resolve spectrum scarcity by enabling spectrum
sharing. On the other hand, RIS is a planar surface device
equipped with signal enhancing reflecting elements that enhance
signals at desired users and suppress signal power at undesired
eavesdroppers in PLS networks. Therefore, the integration of
RIS in cooperative underlay CR networks can enable secure
wireless communications. To this end, we derive closed-form
secrecy outage probability (SOP) expressions for a network that
consists of a primary destination, secondary source, secondary
user and a passive eavesdropper. The obtained equations are
verified via simulation.

Index Terms—Secrecy outage probability (SOP), Cognitive
radio (CR).

I. INTRODUCTION

Recent news headlines of cyberattacks that have hit key in-
frastructure have shifted research interest into technology that
can enhance physical layer security (PLS) of these security-
sensitive networks against eavesdroppers [1]. The key idea be-
hind PLS is to take advantage of the wireless channel to ensure
the intended user achieves decoding success, while disabling
eavesdroppers [1]. Resulting in the secrecy of communication.
In the literature, there are different performance metrics such
as secrecy channel capacity, secrecy outage probability (SOP),
and secrecy throughput, just to name a few [1]. In this work,
we utilize secrecy outage probability (SOP) as our secrecy
performance metric in order to evaluate and measure the
resulting secrecy in Rayleigh fading conditions [1].

RISs have recently emerged as integral to the manifestation
of beyond 5G networks [2]. Reconfigurable intelligent surface
(RIS) are man-made intelligent planar surfaces composed of
many low-cost passive reflecting elements linked to a smart
controller, e.g. field-programmable gate array (FPGA) [3].

This enables the passive elements to smartly control the
shape and amplitude and phase shift of impinging signals [3].
Since RISs are composed of passive elements, they can be
manufactured into a lightweight, low profile and conformable
devices that can easily be deployed on various objects such as
buildings, billboards, lampposts, etc [3], [4]. In the literature,
RIS is associated with other benefits such as wireless security
enhancement, interference suppression, energy and spectral
efficiency improvement, and multi-user enhancement [5].

On the other hand research into Cognitive radios (CRs) is
influenced by the need to resolve spectrum scarcity caused
by the exponential growth of internet-of-things (IoT) which
rely on wireless connectivity. Consequently, the radio spectrum
has become a scarce resource. CR is a promising technology
designed to solve this issue, as it promises to improve spectrum
efficiency via its ability to function in any bands [6]. A CR
network (CRN) is comprised of three modes of operation,
namely, underlay, overlay, and interweave, where all users co-
exist within a cooperating shared network regardless of their
licenses [6], [7]. In this paper, we focus on the underlay mode,
where SUs in a secondary network are allowed to operate
within a strict interference temperature constraint (ITC) [7].
The ITC keeps the transmit power of SUs within a tolerable
interference limit of the PUs in the primary network.

However, CRNs suffer from security threats, such as jam-
ming and eavesdropping at the physical layer. In this regard,
it is beneficial to integrate RIS into CRNs to enhance wireless
security. [8] is the only work to study RIS-assisted secure
CR communication. Where the authors design an alternating
optimization (AO) algorithm to optimize the secrecy channel
capacity. However, the system model in [8] is based on a
non-cooperating CRN and the authors do not consider SOP.
Motivated by these research gaps, our contributions are:
• Analysis of CR communications secrecy when RIS is

used in a cooperative underlay CRN.
• Derivation of exact SOP equations.

All expressions are validated by simulations.
The following sections are as follows. Section II, description

of the system parameters. Section III, formulation of closed-
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form SOP. Section IV, results and discussions presentation,
followed by a summary of our findings in Section V.

II. DESIGN OF RIS-AIDED COOPERATIVE UNDERLAY
NETWORK

Fig. 1. Layout of RIS-CR network

We consider a cooperative underlay RIS-aided CR network
which consists of a primary destination (PD), a secondary
source (S), a RIS with N elements and a destination user as
well as a passive eavesdropper as shown in Fig. 1. The channel
gains are written as hi ,∀i ∈ [SP ;S, n;U, n;E,n], where hSP
denotes the channel between S and the PD, hS ,n the channel
between S and RIS, hU ,n and hE ,n are the channel between
the S and User and S and eavesdropper, respectively, and we
assume all channel follow Rayleigh distribution. Moreover, the
distances between the nodes are given as dSP , dSR, dU and
dE . We assume S can interfere with PD. Further, we assume
that communication from the secondary network (SN) is only
allowed if there is no harmful interference transmitted to the
PD by the SN. Hence, the source transmitter is restricted as
[9]

PS ≤ min

(
PDd

τ
SP

|hSP |2
, P̄S

)
(1)

where P̄S refers to the non-interfering transmitter power, while
PD denotes the interference at the PD. The received signal at
the destination and eavesdropper are respectively written as

rU =

√
PS

dτSRd
τ
U

β
N∑
n=1

hS,nhU,ne
jφnx+ nU (2)

and

rE =

√
PS

dτSRd
τ
E

β
N∑
n=1

hS,nhE,ne
jφnx+ nE (3)

where x is the information of the destination user, τ is the path-
loss exponent, β is the amplitude reflection coefficient and
β = 1 is the lossless reflection, φn is the nth reflecting element
phase of RIS and nU , nE are the AWGN variables with zero
mean and variance N0. As in [10], the channel phases of h
and g are perfect. Therefore, the signal-to-noise ratio (SNR)
of the destination user is given by

γD =

PS

∣∣∣∣β N∑
n=1

hS,nhU,ne
jϕn

∣∣∣∣2
(dSRdU )

τ
N0

=
ρSA

2
1

(dSRdU )
τ

(4)

where ρS = PS
N0

and A1 =
N∑
n=1

hS,nhU,n. In addition, (4)

maximizes the SNR at the destination when the phase shifts are
optimized as in [13] as φp∗1 , ..., φp∗N in which (φp∗1 , ..., φp∗N ) =
(arg[[hS,1][hU,1]]...arg[[hS,N ][hU,N ]]). Next, the eavesdropper
SNR is

γE =

PS

∣∣∣∣β N∑
n=1

hS,nhE,ne
jϕn

∣∣∣∣2
(dSRdE)

τ
N0

=
ρSA

2
2

(dSRdE)
τ

(5)

where A2 =

∣∣∣∣ N∑
n=1

hS,nhE,n

∣∣∣∣. Similar to [11], the pdf of A2
2

is an exponential random variable with parameter λE = N
written as

fA2
2
(x) =

1

λ̄E
e
− x
λ̄E . (6)

Next, |hSP |2 is defined as

f|hSP |2(x) =
1

λSP
e
− x
λSP . (7)

In addition, according to the central limit theorem (CLT),
A1 follows Gaussian random distribution with Nπ

4 denoting
mean and N

(
1− π2

16

)
based on [10], thus, the pdf of A2

1 is
given by [12]

fA2
1

(γ) =
1

2σ2

(γ
λ

)−1
4

e−
γ+λ

2σ2 I− 1
2

(√
γλ

σ2

)
(8)

where λ =
(
Nπ
4

)2
,σ2 = N

(
1− π2

16

)
. With the help of [18,

Eq. 8.445], we rewrite (8) as

fA2
1

(x) =

∞∑
k=0

e−
λ

2σ2
(
λ/2σ2

)k
(2σ2)

k+ 1
2 k!Γ

(
k + 1

2

)xk− 1
2 e−

x
2σ2 . (9)

Based on [18, Eq. 3.351.1], the CDF of A2
1 is obtained by

FA2
1

(x) =
∞∑
k=0

e−
λ

2σ2
(
λ/2σ2

)k
k!Γ

(
k + 1

2

) γ

(
k +

1

2
,
x

2σ2

)
. (10)

where γ(., .) is the lower incomplete gamma function [18].
Therefore, the secrecy rate is [15]

CS = max (log2 (1 + γD)− log2 (1 + γE) , 0) (11)

III. SECRECY OUTAGE PROBABILITY ANALYSIS

Here we derive the SOP for the system. The authors in [6],
define secrecy outage event as CS falling below RS , the target
secrecy rate. Therefore, the SOP is defined as [16], [17]

PSECOUT = Pr (Cs < Rth)

= Pr

(
log2

1 + γD
1 + γE

< RS

)
(12)

Proposition 1: The exact closed-form SOP is given by

PSECOUT = ψ1 + ψ2 (13)
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ψ1 =

∞∑
k=0

∞∑
n=0

(−1)n e
− λ

2σ2 e
ϑS$E
ρ̄SγSλ̄E

(
1 − e

−
ρDd

τ
SP

ρ̄SλSP

)
n!k!Γ

(
k + 1

2

) (
k + n+ 1

2

) (
λ

2σ2

)k ($U λ̄EγS
$E2σ2

)k+n+ 1
2

Γ

(
k + n+

3

2
,
ϑS$E

ρ̄SγS λ̄E

)
(14)

ψ2 =
∞∑
k=0

∞∑
n=0

(−1)n e
− λ

2σ2

n!k!Γ
(
k + 1

2

) (
k + n+ 1

2

)
λSP

(
λ

2σ2

)k ($UγS λ̄E
2σ2$E

)k+n+ 1
2

×

Γ

(
k + n+

3

2

)
($ρDd

τ
SP ) e

− 1
$ρ̄S −

∞∑
c=0

(−1)c Γ
(
k + n+ c+ 5

2
, 1
ρ̄S$

) (
ρDd

τ
SP

)
c!
(
k + n+ c+ 3

2

)
$k+n+c+ 5

2

(
ϑS$E

γS λ̄E

)k+n+c+ 3
2

 (15)

where ψ1 and ψ2 are given as (14) and (15), and can be seen
in the top page.

Proof: With help from (1), (4) and (5), we can rewrite (12)
as

P secout = Pr

1 +
ρ̄SA

2
1

(dSRdU )τ

1 +
ρ̄SA2

2

(dSRdE)τ

< 2RS , ρ̄S <
ρDd

τ
SP

|hSP |2


︸ ︷︷ ︸

ψ1

+ Pr

1 +

ρDd
τ
SP

|hSP |2
A2

1

(dSRdU )τ

1 +

ρDd
τ
SP

|hSP |2
A2

2

(dSRdE)τ

< 2RS , ρ̄S >
ρDd

τ
SP

|hSP |2


︸ ︷︷ ︸

ψ2

.

(16)

The A1 term in (16) term can be rewritten as

ψ1 = Pr

(
A2

1 <
ϑs$U

ρ̄S
+
A2

2γs$U

$E
, |hSP |2 <

ρDd
τ
SP

ρ̄S

)
(17)

where γS = 2RS , ϑS = γS − 1, $U = (dSRdU )−τ , $E =
(dSRdE)τ . A2

1 and |hSP |2 in (17) are independent from each
other. Hence, ψ1 can be further denoted as

ψ1 = Pr

(
A2

1 <
ϑs$U

ρ̄S
+
$UA

2
2γs

$E

)
︸ ︷︷ ︸

ψ1,1

×Pr

(
|hSP |2 <

ρDd
τ
SP

ρ̄S

)
︸ ︷︷ ︸

ψ1,2

.

(18)

With the help of (6) and (10), ψ1,1 can be calculated by

ψ1,1 = Pr

(
A2

1 <
ϑS$U

ρ̄S
+
$UA

2
2γS

$E

)

=

0∫
0

fA2
2

(x)FA2
1

(
ϑS$U

ρ̄S
+
$UA

2
2γS

$E

)
dx

=
∞∑
k=0

e−
λ

2σ2

k!λ̄EΓ
(
k + 1

2

) ( λ

2σ2

)k

×
∞∫

0

γ

(
k +

1

2
,
$U

2σ2

(
ϑS
ρ̄S

+
γS
$E

x

))
e
− x
λ̄E dx.

(19)

Based on [18, Eq. (8.354.1)] and [18, Eq. (3.382.4)] ψ1,1

becomes

ψ1,1 =
∞∑
k=0

∞∑
n=0

e−
λ

2σ2 (−1)
n ( λ

2σ2

)k
n!k!λ̄EΓ

(
k + 1

2

) (
k + n+ 1

2

)
×
($U

2σ2

)k+n+ 1
2

∞∫
0

(
ϑS
ρ̄S

+
γS
$E

x

)k+n+ 1
2

e
− x
λ̄E dx

=
∞∑
k=0

∞∑
n=0

(−1)
n
e−

λ
2σ2 e

ϑS$E
ρ̄SγSλ̄E

(
λ

2σ2

)k
n!k!Γ

(
k + 1

2

) (
k + n+ 1

2

)
×
(
$U λ̄EγS
$E2σ2

)k+n+ 1
2

Γ

(
k + n+

3

2
,
ϑS$E

ρ̄SγS λ̄E

)
(20)

where Γ(., .) is the upper incomplete gamma function [18].
Then, the term ψ1,2 is calculated as

A1,2 =

ρDd
τ
SP

ρ̄S∫
0

f|hSP |2 (x)dx = 1− e−
ρDd

τ
SP

ρ̄SλSP . (21)

Next, we rewrite ψ2 in (12) as follows

A2 = Pr
(
A2

1 <
ϑs|hSD|2$U
ρDdτSP

+
γsA

2
2$U
$E

, |hSP |2 > ρDd
τ
SP

ρ̄S

)
=

∞∫
ρDd

τ
SP

ρ̄S

f|hSP |2 (x)
∞∫
0

fA2
2

(y)FA2
1

((
ϑSx$U
ρDdτSP

+ γSy$U
$E

))
dydx.

(22)
Similarly, ψ2 is calculated by

ψ2 =
∞∑
k=0

e−
λ

2σ2
(
λ

2σ2

)k
k!Γ

(
k + 1

2

)
ΩSP λ̄E

∞∫
ρDd

τ
SP

ρ̄S

e
− x
λSP dx

∞∫
0

e
− y
λ̄E γ

(
k +

1

2
,
$U

2σ2

(
ϑSx

ρDdτSP
+
γSy

$E

))
dy

=
∞∑
k=0

∞∑
n=0

(−1)
n
e−

λ
2σ2
(
λ

2σ2

)k ($UγS λ̄E
2σ2$E

)k+n+ 1
2

n!k!Γ
(
k + 1

2

)
λSP

(
k + n+ 1

2

)
∞∫

ρDd
τ
SP

ρ̄S

e
− x
λSP

+
ϑS$E

ρDd
τ
SP

γSλ̄E
x
Γ

(
k + n+

3

2
,

ϑS$E

ρDdτSP γS λ̄E
x

)
dx.

(23)
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We denote the integral of (23) as B1. Then, B1 can be
calculated as follows

B1 = Γ

(
k + n+

3

2

) ∞∫
ρDd

τ
SP

ρ̄S

e
−
(

1
λSP

+
ϑS$E

ρDd
τ
SP

γSλ̄E

)
x

−
∞∑
c=0

(−1)
c
(

ϑS$E
ρDdτSP γS λ̄E

)k+n+c+ 3
2

c!
(
k + n+ c+ 3

2

)
∞∫

ρDd
τ
SP

ρ̄S

xk+n+c+ 3
2 e
− x
λSP
− ϑS$E
ρDd

τ
SP

γSλ̄E
x
dx.

(24)

Based on [18, Eq. 3.351.2 Eq. 3.351.3], we can obtain B1

by

B1 = Γ

(
k + n+

3

2

)
($ρDd

τ
SP ) e

− 1
$ρ̄S

−
∞∑
c=0

(−1)
c

(ρDd
τ
SP )

(
ϑS$E
γS λ̄E

)k+n+c+ 3
2

c!
(
k + n+ c+ 3

2

)
$k+n+c+ 5

2

×Γ

(
k + n+ c+

5

2
,

1

ρ̄S$

)
(25)

where $ = λSP γS λ̄E
ρDdτSP γS λ̄E+λSPϑS$E

. Finally, putting (25) into
(23), (14) and (15) are obtained.

IV. NUMERICAL RESULTS

In this section, we set N = 5, λSP = 1, dSR = 10m,
dU = 5m, dE = 5m, dSP = 5, τ = 2, ρD = 10dB, RS = 0.1
and simulate secrecy outage probability based on the derived
exact closed-form expressions and use Monte-Carlo simulation
to validate the results. We assume Rayleigh fading conditions.

0 10 20 30 40 50
10

-3

10
-2

10
-1

10
0

N = 15, 10, 5

Fig. 2. Secrecy Outage probability versus ρ̄S in dB varying N .

In Fig. 2, the secondary source SOP is studied when a RIS
device relays signals to a user located in the vicinity of an
eavesdropper. By comparing the plot of SOP versus the source
SNR, with N reflecting elements increased from 5 to 15. We
note the improvement of the SOP at the source. The rationale
being that the more reflecting elements RIS has, the better it

is at controlling the channel. However, due to the availability
of an eavesdropper, the SOP always approaches a floor value.
In Fig. 3, we plot a similar curve for the destination SOP
versus SNR, and the results demonstrate that increasing N
also contributes to better SOP at the destination despite the
presence of the eavesdropper.

Finally, in Fig. 4, we see the effects of varying the target
secrecy rate RS on SOP, and the results show our proposed
system can exhibit better SOP performance at high transmit
SNR at the source. However, other parameters such as target
secrecy rate RS limit such performance. Therefore, we can
see saturated lines of SOP when transmit SNR at the source
is greater than 20 dB.

In all the curves, Fig. 2 - Fig. 4, the results obtained by
proposition 1 in (13) match the simulation results.

-20 -10 0 10 20 30
10
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10
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10
-1

10
0

N = 15, 10, 5

Fig. 3. Secrecy Outage probability versus ρD in dB varying N .

0 10 20 30 40 50
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10
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10
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R
S
 = 0.3, 0.1, 0.01

Fig. 4. Secrecy Outage probability versus ρ̄S in dB varying RS with N =
10.

V. CONCLUSION

In this work, we determine the impact on SOP when an
eavesdropper is introduced into the RIS-aided cooperative
underlay cognitive radio network (CRN). We derive exact
SOP expressions and verify the results by using Monte Carlo
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simulations. The obtained numerical results demonstrate that
deploying RIS into a CRN can improve the secrecy perfor-
mance of such networks despite the presence of eavesdroppers.
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