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Abstract: Conventional person authentication methods
using the brain wave: electroencephalogram (EEG) have a
problem that they require heavy computational road. In this
paper, we propose a new feature vector with light
computational load, which consists of maximum spectral
powers, their frequency values, and accumulated spectral
powers which are greater than a threshold. The verification
performance is examined in authentication experiments
using 23 subjects and as a result the verification
performance of 72% is obtained.

1.  Introduction 
Recently, as the information-oriented society progresses,
more effective authentication method is needed in order to
prevent incidents of information leaks or spoofing. The
biometrics is to authenticate human beings by biometric
features: fingerprint, iris, signature, voice and so on [1].
However, almost of them require a user to indicate physical
or behavioral features consciously, so that they are not
suitable for continuous authentication. Additionally, they
have vulnerability that biometric features can be mimicked
by imposters since they are exposed on the body or given
out from the body. Moreover, the absence of physical body
parts which include biometric features causes the problem
of accessibility. 
In order to cope with such problems, we consider that the

brain wave: Electroencephalogram (EEG) is feasible for the
biometrics. The EEG can be detected unconsciously;
therefore, it makes continuous authentication possible. In 
addition, the EEG is not exposed on the body, so that it is 
difficult to make its mimic. Several methods for the
authentication using the EEG have been proposed [2-7].
The authentication methods using the EEG are divided

into two approaches. One is to use the alpha rhythm which 
is detected when a subject closes eyes and is relaxed [2][3]
and the other is to utilize some response when some mental
tasks and/or stimuli are given to the subject  [4][5]. In this
paper, we utilize the alpha rhythm, too.
However, in the conventional methods using the alpha

rhythm, it has not been considered to use them in practical
applications. In [3], a lot of channels (electrodes) were
required for extracting features from the EEG but they are 
inconvenience for users. Additionally, the data from a lot of
channels make computational road heavy. The AR
modeling for extracting features [3][6][7] and the neural
networks for identification [2][6][7] were introduced but
these also require heavy computational road.
We consider that the following terms should be realized in

order to make the authentication using the EEG more
practical.

Measuring with one channel
Feature extraction and verification with light computa-
tional road

Figure 1. the Brain Builder Unit.

Measuring in short time
Measuring with opened eyes

In this paper, we focus on the realization of the former two
terms.  Especially, we propose a new method for
extracting features of the alpha rhythm. The proposed
method is examined in experiments using 23 subjects.

2.  Extracting Brain Wave 
In the measuring system of the EEG, we use one electrode
in a head band in order to realize the measuring with one
channel. Figure 1 shows a photo of our used measuring
system: the Brain Builder Unit produced by Brain Function
Research Center in Japan. Table 1 shows The specifications
of this system.

Table 1. Specifications.
Frequency Range 1~24Hz
Minimum Voltage 5µVpp
Maximum Voltage 80µVpp

Sampling Frequency 128Hz

This product is for nonmedical purpose; therefore, the
detection accuracy of the EEG is not all that high. In this
system, the electrode is placed on forehead, that is, Fp1 or 
Fp2 defined by the 10-20 system. To set the electrode on
forehead is not disturbed by hair. This is also important to
make the authentication using the EEG practical.
Subjects are seated at rest with closed eyes in a silent 

room. These conditions make it easier to yield the alpha
rhythm (7.8-13.3Hz). In addition, the reason why the
subjects are requested to close their eyes is that eye blink 
artifacts contaminate the EEG signals. On each subject, the 
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(a) Subject A

(b) Subject B
Figure 2. Examples of EEG.

EEG data are recorded during three minutes. Figure 2 (a)
and (b) show EEGs of two subjects. There may be some
difference between two signals. However, it is difficult to
discriminate the EEGs in time domain. It is needed to
introduce some transformation for extracting individual
features from the EEG.

3. EEG in Frequency Domain 
In order to extract individual features from the EEG, we
introduce the spectral analysis using fast Fourier transform
(FFT). Figure 3 shows examples of the EEG power
spectrum of two subjects. The spectral analysis has long 
been introduced into automated analysis of the EEG [8][9]
and also utilized in personal identification using the EEG 
[3][4].
In our previous work [10], we found that the verification

rate using a feature vector which was consist of the
maximum spectrum and its frequency value was superior
than that based on spectral matching where each spectrum
was compared with stored one as a template.The reason is
that too much features cause the increase of the intra-class
variation.This is common to the fact that the AR modeling
with less 20 order is adopted in several methods [2][6][11],
though it requires heavy computational load.

4. Authentication System 
The authentication system consists of two phases. One is 

the enrollment phase and the other is the verification one. In
advance of the verification phase, the enrollment phase is
achieved for obtaining the template. Concretely, EEG
spectral data of a user are averaged at the same spectral bin
and then all spectral data stored as a template for the user.
In the verification phase, a user claims a unique identifier

Figure3. Examples of EEG power spectrum

and then the input feature vector based on the spectrum of
the user is compared with that of the template
corresponding to the identifier. If the difference between
the input and the template feature vectors is smaller than a
threshold, the user is recognized as genuine.

5. Verification Experiments 
The number of subjects was 23. All were healthy male
arownd twenty. 10 EEG signals were recorded from each 
subject on the same day. We confirm that the EEG
spectrum does not vary even after one year. Moreover, in 
each EEG signal for continuous three minutes, the data for
the last one minute were used in this experiment, which
corresponds to 7680 samples. Among of 10 EEG data, five
data were used for obtaining the template and the rest five 
data were used in verification. As a result, total number of
EEG data for verification were 115: 5 were genuine data
and 110 were imposter data for each user. In this
experiment, we used the spectra corresponding to the alpha
rhythm band (8.4-11.8Hz). Therefore, the number of
spectral bins was 203.
First, we examined the verification performance by using

the feature vector in our previous work [10], which
consisted of the maximum spectrum and its frequency value.
The dimension of the feature vector was two. The
verification score VS  is defined as

)()( 21 ttconv ffxssxVS       (1)

where s  and are the maximum spectrum power and its 
frequency value and ts  and t are their template data,
respectively. 1  and 2 are the coefficients for connecting
two features. In [10], it was found that 1

f
f

x x
2.0x  and 

2 8.0x was the best matching. When the convVS  is 
smaller than a threshold, the user is regarded as genuine.
Using conventional feature vector, we obtained the

verification rate of 64%. Comparing with the verification
rate: 85% in our previous work[10], the verification
perfomance was degraded. The reason was that the number
of subjects was increased. Our conventional feature vector
was not robust enough to discriminate many subjects.

6. New Feature Vector
In order to cope with the increase of the number of 

subjects, we propose to increase the number of maximum
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spectra for obtaining the feature vector. The verification
score is defined by
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where  (i=1,2,…,N) is maximum spectrum and
(i=1,2,…,N) is its frequency value. N is the number of 
maximum spectra. Each maximum spectrum power and its
freguency are compared with those of the template
individually and then the differences at N maximum spectra
are averaged. 1  and 2 are the coefficients for connecting
two features: the maximum spectral power and the 
freguency value and they are set to 0.2 and 0.8, respectively.

is thi if

x x

Table 2 shows the variation of the verification rate as the
number of maximum spectra is increased. These results
show that the verification rate was 70% and the best when
the number of maximum spectra was three. 

Table 2. Verification rate using  number of maximum
spectra.

maxVS

N Verification Rate(%)
1 65.0
2 66.0
3 70.0
4 67.0
5 66.5

On the other hand, it was also confirmed that there is
limitation in prformance improvement even if the number
of maximum spectra was increased. In order to improve the
verification rate further, we need another features. In this
paper, we propose to utilize frequency values over a
threshold. Such frequency values are accumulated and then
used a feature. This feature indicates where dominant
spectra are. The verification score is defined as
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Where is the frequency value over the threshold and
tf

is that of the template. The number of in an input EEG 
is not always equel to that of

tf ; therefore, they are 
defined as M and L, respectively. The threshold value is
determined proportionally to the average of all spectral
powers.

jf j
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j

For reference, we examined the verification performance
based on only accVS . Verification rates at several threshold
values are summarized in Table 3. From these results, we
confirmed that the best verification rate of 69 % was
obtained when the threshold was set to 1.5 times average of
spectral power.

Table 3. Variation of verification rate using . the 
threshold

accVS

Threshold Verification
Rate(%)

Average of all spectral power 68.0
1.5 times average of all spectral power 69.0

Twice average of all spectral power 66.0

1 5 10 50 1001

5

10

50

100

False Rejection Rate (FRR) [%]

Fa
ls

e
A

cc
ep

ta
nc

e 
R

at
e 

(F
A

R
)[

%
]

Figure 4. ROC curve.

Next, we fuse the previous features as a new feature vector.
The new feature vector consists of three features; the
maximum spectra, their frequency values and the
accumulated spectral power. The dimension of the feature
vector is increased to three. Verification score is defined as

accVSzVSzVS 2max1        (4)

where
1Z  and are coefficients for connecting the

with VS .
2Z

maxVS acc
Table 4 shows the verification rates in several combinations
of the coefficients. From these results, we obtained the 
verification rate of 72% at 3.01z  and 7.02z . Comparing
with the result in Sect. 5, the verification rate was improved
by 7%. Figure 4 shows the verification performance at 

3.01z  and 7.02z . The proposed method is mainly based
on comparison operation; therefore, it does not require
much computational road comparing with the methods
based on the AR modeling and/or the machine learning.

Table 4. Verification rates of the proposed method VS .
combination of coefficients . 

21 : zz Verification Rate(%) 
0.1 : 0.9 70.0
0.2 : 0.8 71.0
0.3 : 0.7 72.0
0.4 : 0.6 71.0
0.5 : 0.5 70.0
0.6 : 0.4 69.0

In addition, it was confirmed that the verification
performance was improved as the number of features
increased. By adding the statistical characteristics, for
example, the mean value, the variance and so on to the
feature vector, more improvement of the verification
performance is expected. This is our next work.

7. Conclusions 
In this paper, in order to make the person authentication
using the EEG signal practical, we proposed a new feature
vector with light computational load, which consists of
maximum spectral powers, their frequency values, and
accumulated spectral powers over a threshold. As a result,
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verification rate of 72% was achieved based on the 
measurement of the EEG with one channel and 23 subjects. 
In addition, it was confirmed that the verification 
performance was improved as the number of feature vector 
elements was increased. We are now trying to add some 
statistical values to the feature vector. To make the 
authentication using the EEG more practical, we must 
examine the verification performance with measuring in 
shorter recording time and with opened eyes. 

References 
[1]A. Jain, R. Bolle and S. Pankanti, BIOMETRICS 

Personal Identification in Networked Society, Kluwer 
Academic Publishers, Massachusetts, 1999. 

[2]M. Poulos, M. Rangoussi, and N. Alexandris, “Neural 
Networks Based Person Identification Using EEG 
Features” Proc. of ICASSP’99, pp. 1117-1120, 1999. 

[3]R. B. Paranjape, J. Mahovsky, L. Benedicent, and Z. 
Koles, “The Electroencephalogram as a Biometric,” 
Proc. of 2001 Canadian Conf. on Electrical and 
Computer Engineering, vol. 2, pp.1363-1366, 2001. 

[4]K. V. R. Ravi and R. Palaniappan, “Recognition 
Individuals Using Their Brain Patterns” Proc. Of the 
3rd Int. Conf. on Information Technology and 
Applications, 2005. 

[5]G. K. Singhal and P. RamKumar, “Person Identification 
Using Evoked Potentials and Peak Matching” Proc. of  
2007 Biometric Symposium, Sep. 2007 

[6]M. Poulos, M. Rangoussi, V. Chrissikopoulos, A. 
Evangelou, “Person Identification Based on Parametric 
Processing of the EEG” Proc. of the 6th IEEE Int. Conf. 
on Electronics, Circuits and Systems, vol.1, pp.283-286, 
1999. 

[7]G. Mohammadi, P. Shoushtari, B. M. Ardekani, M. B. 
Shamsollahi, “Person Identification by Using AR 
Model for EEG Signals,” Proc. Of World Academy of 
Sic, Eng. And Tech., vol. 11, no. 2, pp. 281-285, Feb. 
2006 

[8]A. S. Gevins, C. L. Yeager, S. L. Diamond, J. Spire, G. 
M. Zeitlin, A. H. Gevins, “Automated Analysis of the 
Electrical Activety of the Human Brain (EEG): A 
Progress Report,” Proceedings of IEEE, vol. 63, no. 10, 
Oct. 1975. 

[9]P. S. Bowling and J. R. Bourne, “Discriminat Analysis 
of Electroencephalograms Recorded from Renal 
Patinents” IEEE Trans. on Biomedical Engineering, vol. 
25, no. 1, Jan. 1978 

[10]C. Miyamoto, H. Hara, I. Nakanishi, Y. Itoh, Y. Fukui, 
“Biometrics Authentication Based on Spectrum 
Features of Electroencephalogram (EEG)” International 
Technical Conference on Circuits/Systems, Computers 
and Communications, pp.141-142 , Jul. 2007. 

[11]M. Poulos, M. Rangoussi, V. Chrissikopoulos, and A. 
Evangelou, “Parametric Person Identification from the 
EEG Using Computational Geometry,” Proc. of the 6th 
IEEE International Conference on Electronics, Circuits 
and Systems, pp. 1005-1008, 1999. 

676



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /JPN <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


