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In this case, the pipelining request in the TCP connection 
may cause a problem. If one TCP segment is dropped or 
lost, HOL blocking may cause delays in all segments in the 
sender’s TCP buffer, until the dropped segment is 
recovered. SCTP adopts a multi-stream feature to alleviate 
this kind of problem. SCTP is allowed to open a number of 
independent connections via logical streams. Because 
connections in different streams are independent, segments 
in different streams don’t affect each another. Hence, HOL 
blocking is a problem within a stream, not across streams. 
By applying SCTP to the Diameter protocol, a single 
persistent connection is maintained between NAS and the 
AAA server. A number of authentication requests from 
different users are delivered via multiple streams, in which 
one authentication request corresponds to one stream. A 
pipelining request is not necessary, because streams are 
independent.  
 
3. 2 Silly Window Syndrome 

In environments in which the sender application generates 
messages slowly or the receiver application uses them 
slowly, or both cases occur simultaneously, SWS can arise. 
For example, if TCP sends segments containing only one 
byte of data, this is one byte of user data in a 41-byte 
datagram. The overhead, however, is 40 bytes, which 
indicates that the operation is quite inefficient. A number of 

mechanisms to avoid SWS were proposed. The two 
mechanisms of particular interested in this paper are 
Nagle’s algorithm and Delayed Acknowledgment. Nagle’s 
algorithm works with the sender TCP. This algorithm 
constrains the sender TCP to delay until either the 
acknowledgments return or sufficient data has accumulated 
to fill a maximum-size segment (MSS). Nagle’s algorithm 
is not used in SCTP. Delayed Acknowledgment (Delayed 
ACK) is proposed for a slow receiver application. The 
receiver TCP with Delayed ACK does not immediately 
send an acknowledgment. The receiver TCP delays until 
there is a reasonable amount of memory available in its 
receiver buffer. In Delayed ACK, the acknowledgment 
should not be delayed more than 500 ms. 
 

4.  Simulation 
We utilize the NS-2 [9] simulator for the simulation. In 
particular, we selected IEEE 802.16 [10] for the access 
network in the model. The IEEE 802.16 network uses PKM 
for authentication. PKMv2 can now support Extended 
Authentication Protocol (EAP) [11] for authentication. We 
used the ns-2 simulation module for WiMAX developed by 
NIST [12]. In the model, a hundred Mobile Stations (MSs) 
are connected to the Base station (BS) via the IEEE 802.16 
access network. Mobile Stations act as peers, and BS acts 
as an authenticator (AUTH). A peer generates a request for 
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Figure 2. Delay difference TCP and SCTP 
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Figure 3. The comparison with and without the Nagle’s 
algorithm 

5 10 15 20 25 30
0.46

0.48

0.50

0.52

0.54

0.56

0.58

Au
th

en
tic

at
io

n 
de

la
y(

s)

Number of node

 without Delayed ACK
 with Delayed ACK

10 15 20 25 30 35

14

16

18

20

22

N
um

be
r o

f p
ac

ke
t

Number of node

 Delayed ACK
 Nagle Alogorithm
 No SWS avoidance

 
 

Figure 4. The comparison with and without the Delayed ACK Figure 5. Network traffic load for SWS avoidance solutions 

1582



authentication at a rate given as a parameter in the 
simulation. AS is two hops from AUTH via the public 
Internet. Diameter and TCP were selected as the AAA 
protocol and the transport protocol, respectively. The 
connection between AUTH and the AAA sever was set to 
1.5 Mbps with a 10 millisecond delay. 
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We examine the effectiveness of the multi-stream in SCTP 
in the simulation. As shown in Figure 2, we compare the 
authentication delay with respect to the error rate in the 
connection between NAS and the AAA server. Figure 2 
compares the three different combinations of the AAA 
protocol; Diameter/SCTP, Diameter/TCP and 
RADIUS/UDP. The operation of Diameter and RADIUS is 
quite similar in EAP. These two protocols handle the same 
number of EAP messages. The differences are in the 
transport protocol and in the size of the overhead incurred 
in the EAP message. 
As the error rate increases, the delay difference between 
TCP and SCTP increases. With SCTP, authentication delay 
is reduced by a maximum of 37.5%. If the error rate is 5%, 
the difference in the authentication delay between TCP and 
SCTP is about 0.5 seconds. The error rate increases to 19%, 
and, the difference increases by about 1.25 seconds. The 
reason is that SCTP’s multi-stream prevents HOL blocking, 
because the effect of packet loss in one stream is isolated 
within that stream. In Figure 2 we also compare the 
authentication delay between UDP and TCP/SCTP. UDP is 
free of HOL blocking. Therefore, the authentication delay 
is less than both TCP and SCTP at a lower error rate. 
However, as the error rate increases, the authentication  
delay in UDP increases exponentially, because of 
retransmission in RADIUS, to recover from a UDP segment 
error.  
Figure 3 shows the comparison of two parameters with and 
without Nagle’s algorithm: The parameters are the 
authentication delay and the number of TCP segments 
transmitted. As shown in Figure 3, Nagle’s algorithm 
increases the authentication delay as the number of nodes 
increases. This is because of the size of messages generated 
by Diameter. In general, Diameter messages are smaller 
than those in MSS. Hence, a message can be delayed until 
either the size of data scheduled for transmission is greater 
than MSS or until the acknowledgments return. This extra 
delay increases the overall authentication delay. However, a 
comparison with respect to the number of TCP segments is 
contrary to this result. Here, we calculate the average 
number of TCP segments, to authenticate a single peer. The 
basic idea of Nagle’s algorithm is to combine small 
segments into a single large segment. That is why the 
average number of TCP segments with Nagle’s algorithm is 
smaller than without Nagle’s algorithm. Nagle’s solution 
increases the efficiency by 38%.  
Figure 4 shows a comparison with and without delayed 
ACK. Figure 4 indicates that Delayed ACK does not 
influence the authentication delay, in contrast to Nagle’s 
algorithm. Because most receivers participating in the 
authentication protocol respond to a message immediately, 
Delayed ACK doesn’t occur. 
Figure 5 illustrates how Nagle’s algorithm and Delayed 
ACK can reduce the network traffic load. With Delayed 

ACK, the number of packets in the network is 70% less 
than the case where there is no SWS avoidance mechanism, 
because of a reduction in the number of ACK messages. 
With Nagle’s algorithm, the number of packets in the 
network is not much greater than the case where there are 
no SWS avoidance solutions. If there are 9 nodes in the 
network, the number of packets is 21. The number of nodes 
increases to 37 and the number of packets is reduced to 13. 
The number of packets in Nagle’s algorithm and Delayed 
ACK increase by 38% and 23%, respectively. 
A reduction in the total number of packets is obvious for 
traffic congestion. Traffic congestion arises from multiple 
connections between NAS and the AAA server. More 
rarely, problems of power supply cause traffic overflow. If 
the AAA server is disabled, all messages are blocked. Then, 
restoration of the AAA server results in its flooding with 
numerous messages and authentication requests. SWS 
avoidance mechanisms deal with network congestion via a 
decrease in the number of packets.  
Figure 6 shows the comparison of performances with and 
without Delayed ACK for traffic congestion. The left-hand 
and right-hand axes in Figure 6 show a comparison of the 
authentication delay and the average number of TCP 
segments, respectively. The average number of TCP 
segments is constant with respect to the number of nodes, 
but only if the difference is constant. This is because the 
number of segments required to authenticate a peer is 
constant. Authentication delays with and without Delayed 
ACK are quite similar up to 17 nodes. The reason is that 
segments from the 17 peers do not incur congestion in the 
network. As the number of peers exceeds 17, TCP with 
Delayed ACK outperforms TCP without Delayed ACK. 
Fewer segments decrease the queuing delay, which 
decreases the overall authentication delay. We observe that 
the solution with Delayed ACK is an average of 23% better 
than without Delayed ACK, in terms of the number of 
packets. 
 

5.  Conclusion 
The expansion of the Internet and the coexistence of 
various network services is at the heart of information 
flooding. AAA handles important information associated 
with the user and the service provider. Note that the 
efficiency of the AAA system influences the overall 

 without Delayed ACK(delay)
 with Delayed ACK(delay)
 without Delayed ACK(# of segments)
 with Delayed ACK(# of segments)

Number of peers

A
ut

he
nt

ic
at

io
n 

de
la

y(
s)

14

16

18

20

22

24

26

Average num
ber of TC

P segm
ents

 

Figure 6. Comparison with and without Delayed ACK 
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network performance. Despite the fact that the problems 
and solutions for AAA performance are known, very few 
attempts were made to verify their effectiveness. We 
concentrated on two AAA issues: HOL and SWS. We 
analyzed these problems and verified existing solutions. As 
a result of the simulation using NS-2, we conclude that well 
known solutions to HOL and SWS problems increase the 
performance of AAA by an average improvement of 33%.  
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