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SUMMARY Radio access networks (RANs) based on the
New Radio (NR) standard in the 3rd generation partnership
project (3GPP) achieve a higher system capacity, higher spec-
tral efficiency, higher peak data rate, and lower latency than
that for the Long Term Evolution (LTE) standard. Similar to
LTE based RANs, NR based RANs are used for broadcasting
emergency and public safety information due to its advantageous
features. Because of their important nature, the security of these
RANs is vital and assessing the robustness of the physical chan-
nels against a jamming signal is necessary. This paper investi-
gates the correct detection probability (CDP) of a demodulation
reference signal (DMRS) sequence for the NR physical broadcast
channel (PBCH), which a jammer can effectively use to imple-
ment a denial of service (DoS) attack on the NR RAN to disrupt
the public safety feature in the network. To the best knowledge
of the authors, the quantitative effect of the DMRS sequence in
the PBCH when affected by a jamming signal has not yet been
reported. Computer simulation results show that the impact on
the CDP of the PBCH DMRS sequence by a jamming signal is
small when the received jamming-to-DMRS power level is lower
than approximately 10 dB.
key words: DMRS sequence, PBCH, jamming, detection prob-
ability, denial of service

1. Introduction

The 5G cellular systems based on the New Radio (NR)
standard in the 3rd generation partnership project
(3GPP) support three major deployment scenarios: en-
hanced mobile broadband (eMBB), massive machine
type communications (mMTC), and ultra-reliable low
latency communications (URLLC) [1]. The waveform
and numerologies of the 5G NR radio interface are
based on those of the Long Term Evolution (LTE) radio
interface [2]. The LTE radio interface is employed for
broadband emergency information, announcing natural
disasters, and other crises in addition to cellular net-
work services [3]. It has also been adopted for mission-
critical applications such as public safety. Because of its
superior performance to LTE -Advanced [1], the 5G NR
radio interface will be used for mission-critical services
including public safety in the next decade. Hence, the
5G NR radio access network (RAN) should be secure
and robust against deliberate radio frequency (RF) in-
terference and jamming. The vulnerability of the NR
physical channels to jamming and RF spoofing was in-
vestigated in [4]. Attacks on the radio interface are
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roughly categorized into denial of service (DoS) and in-
formation extraction [3]. Between these, information
extraction is almost impossible due to strict authen-
tication, encryption, and integrity in the higher layer.
However, jamming attacks are used to disrupt avail-
able reliable service or for DoS. For initial access in the
NR downlink, the synchronization signal block (SSB)
is specified for a set of user equipment (UE) to search a
physical-layer cell identity (PCID) of the best cell site
that provides the maximum received signal power level.
The SSB comprises the primary synchronization sig-
nal (PSS), secondary synchronization signal (SSS), and
physical broadcast channel (PBCH). Figure 1 shows
the flow of the NR downlink initial access using the
SSB. A UE first detects the received timing and the
sequence of the PSS in the SSB. Because the relative
interval between the PSS and SSS is known to a UE,
the UE detects the SSS sequence based on the received
timing of the PSS. The UE detects the PCID of the
best cell among 1,008 candidates from the combination
of the PSS and SSS sequences. From the estimated
PCID, the UE detects the demodulation reference sig-
nal (DMRS) sequence in the PBCH. The PBCH pay-
load is coherently demodulated based on the channel
response at each subcarrier position using the DMRS in
a frequency-selective fading channel. The PBCH car-
ries the master information block (MIB), which con-
tains control information essential for initial access in a
cell including the downlink system bandwidth, a part of
the SSB index, and other control information. There-
fore, a UE cannot access the desired cell site as long
as the MIB bits in the PBCH are not demodulated
and decoded correctly. Hence, one of the most effec-
tive NR physical channels for a jammer to implement
a DoS is the PBCH. In the resource elements (REs)
in the PBCH, the DMRS is multiplexed into one RE
among every four REs where the payload of the PBCH
is multiplexed. Therefore, it is more effective for a jam-
mer to transmit a jamming signal to the DMRS that
is multiplexed sparsely in the PBCH than directly to
the payload of the PBCH. When the detection of the
DMRS sequence fails, the decoding of the PBCH pay-
load will fail. To the best knowledge of the authors,
however, the quantitative effect of the DMRS sequence
in the PBCH when affected by a jamming signal has
not yet been reported.

This paper investigates the correct detection prob-
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Fig. 1 Initial access procedure for NR radio interface.

ability (CDP) of the DMRS sequence in the PBCH for
the NR radio interface considering the intended jam-
ming signal. In this paper, we investigate the effect of
the jamming signal on the CDP of the PBCH DMRS
sequence using the ratio of the received jamming signal
power to the DMRS power, J/S, as a parameter. The
rest of the paper is organized as follows. In Section 2,
we describe the SSB structure and the PBCH DMRS se-
quence. Section 3 describes the PBCH DMRS sequence
detection method. Section 4 presents computer simu-
lation results, followed by our concluding statements in
Section 5.

2. PBCH DMRS in SSB

2.1 SSB Structure

Figure 2 shows the SSB structure [2]. The SSB com-
prises four orthogonal frequency division multiplexed
(OFDM) symbols that contain the PSS, SSS, and
PBCH associated with the DMRS. The PSS and SSS
are multiplexed in OFDM symbol indices #0 and #2
within the SSB, respectively. Three PSS sequences
are specified that are M-sequences with different cyclic
shifts. The PSS sequence represents a PCID index
within the same PCID group. Meanwhile, 336 SSS se-
quences are specified based on the Gold sequence. The
SSS sequence represents the PCID group index. In the
frequency domain, the total number of subcarriers in
the SSB is 240, i.e., 20 physical resource blocks. The
PSS and SSS are multiplexed in the central part with
127 subcarriers in the SSB. We let k be the subcarrier
index within the SSB with a 240-subcarrier bandwidth
(0 ≤ k ≤ 239). The PSS and SSS are multiplexed in
the 127 subcarriers from the subcarrier index of k =
56 to k = 182. The PBCH associated with the DMRS
is multiplexed in the 240 subcarriers at OFDM symbol
indices #1 and #3. Moreover, the PBCH associated
with the DMRS is multiplexed from subcarrier index k
= 0 to 47 and from k = 192 to 239 at OFDM symbol
index #2. Because the DMRS sequence length is 144,
the DMRS is multiplexed every four REs along subcar-
riers from OFDM symbol #1 in the PBCH. A different
RE that is shifted by one RE is assigned to the DMRS
according to the integer value of ν = N cell

ID mod 4 (ν
= 0, 1, 2, and 3). At OFDM symbol index #1, the
DMRS with the index of 0 ≤ u < 60 is multiplexed at
subcarrier k in the region of 0 ≤ k < 240 where k is
represented as k = ν + 4u. Similarly, at OFDM sym-
bol #2, the DMRS with the index of 60 ≤ u < 72 and
that of 72 ≤ u < 84 are multiplexed at subcarrier index
k = ν + 4(u − 60) and k = 192 + ν + 4(u − 60), respec-
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Fig. 2 PBCH DMRS multiplexing in SSB.

tively. At OFDM symbol index #3, the DMRS with
the index of 84 ≤ u < 144 is multiplexed at subcarrier
k in the region of 0 ≤ k < 240 with k = ν + 4(u − 84).

2.2 PBCH DMRS Sequence

The DMRS sequence in the PBCH is generated using
a Gold sequence as shown below [2].

r(m) = 1√
2

(1 − 2 · c(2m)) + j
1√
2

(1 − 2 · c(2m + 1)), (1)

where c(n) is a Gold sequence that is specified as

c(n) = (x1(n + Nc) + x2(n + Nc)) mod 2. (2)

In (2), Nc = 1600 and the generator polynomials of the
two M-sequences are given as x1(i + 31) = [x1(i + 3) + x1(i)] mod 2

x2(i + 31) = [x2(i + 3) + x2(i + 2) + x2(i + 1)
+x2(i)] mod 2.

(3)

For frequency spectra above 3 GHz to 6 GHz, the
number of SSBs in the 20-ms SSB multiplexing in-
terval is NSSB = 8. The DMRS sequence is initial-
ized using a combination of the PCID and the three
least significant bits of the SSB index from 0 to 7.
The initial value of x1(n) is given as x1(0) = 1 and
x1(n) = 0, n = 1, 2, , ..., 30. The initial value of x2(n)
is given by cinit =

∑30
i=0 x2(i) · 2i, which is represented

in the equation below.

cinit = 211(̄iSSB + 1)(⌊N cell
ID /4⌋ + 1) + 26(̄iSSB + 1)

+ (N cell
ID mod 4) (4)

In (4), īSSB indicates the SSB index with values from
0 to 7. From (4), we see that the detection probability
of the DMRS sequence is subject to that of the PCID,
N cell

ID .

3. PBCH DMRS Sequence Detection Method

At a UE receiver, we employ two-antenna receiver di-
versity (h = 0,1). In this paper, we assume that a legit-
imate UE detects the PSS and SSS of the target cell site
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ideally. Hence, we assume the ideal estimation of the
PCID in (4). We also assume that a jammer sniffs and
detects the PSS and SSS of the target cell site ideally
and transmits a jamming signal targeting the PBCH
DMRS resource to implement a DoS attack on a legiti-
mate UE. As shown in Fig. 2, the DMRSs are divided
into two parts according to the bandwidth in which the
DMRSs are multiplexed: those that are multiplexed in
the same bandwidth as the PSS and SSS, and those that
are multiplexed outside the bandwidth of the PSS and
SSS. We should estimate the channel response of the
REs for the central parts of the DMRS in OFDM sym-
bols #1 and #3 using the PSS and SSS in the same
bandwidth in a multipath fading channel. Hence, we
employ the individual computation processes for a par-
tial PBCH DMRS sequence [5]. The DMRS index is
represented as 14 ≤ u < 46 and 98 ≤ u < 130 for the
DMRSs that are multiplexed in the same bandwidth as
the PSS and SSS at OFDM symbols #1 and #3, re-
spectively (we denote the two blocks of the DMRSs at
OFDM symbols #1 and #3 as IB#1 and IB#2, respec-
tively). For these DMRSs, the correlation of the DMRS
is computed after the channel response of the received
DMRS is compensated. We estimate the channel re-
sponse of the REs where the DMRSs are multiplexed
using the PSS and SSS. For the DMRSs of 14 ≤ u < 46
at OFDM symbol #1, the channel response at sub-
carrier position k is computed using the detected PSS
and SSS with the relation of k = ν + 4u with ν =
N cell

ID mod 4. The channel response using the PSS and
SSS is given as H̄

(h)
IB#1(k) = {R̂

(h)
P SS(k) × dP SS(k)∗ +

R̂
(h)
SSS(k) × dSSS(k)∗}/2. Here, R̂

(h)
P SS/SSS(k) denotes

a channel response estimate at subcarrier k using the
PSS or SSS, and ∗ denotes complex conjugate. For the
DMRS of 98 ≤ u < 130 in OFDM symbol #3, the
channel response at subcarrier position k is computed
using only the SSS as H̄

(h)
IB#2(k) = R̂

(h)
SSS(k)×dSSS(k)∗

using the relation of k = ν + 4(u − 84). The chan-
nel response at subcarrier position k is further av-
eraged coherently in the frequency domain to reduce
the additive white Gaussian noise as H̃

(h)
IB#1/#2(k) =

1
2NDMRS

CE
+1

∑NDMRS
CE

η=−NDMRS
CE

H̄
(h)
IB#1/#2(k+η), where NDMRS

CE

denotes the number of subcarriers on one side for av-
eraging the channel response. Hence, by using the re-
lation of u = ū + (k − ν)/4 (ū = 0, 60, 84 for OFDM
symbol index #1, #2, and #3, respectively), the partial
DMRS correlation is computed for the DMRS indexes
of 14 ≤ u < 46 and 98 ≤ u < 130 as

R̄
(h)
IB#1/#2 = 1

32

u0+31∑
u=u0

R(h)(u) × H̃
(h)
IB#1/#2(u)∗

×CDMRS(u)∗. (5)

Here, CDMRS(u) denotes the DMRS sequence, and u0
denotes the starting DMRS sequence index for comput-
ing the partial DMRS sequence that is given as u0 = 4u

and u0 = 98+4u for DMRS block IB#1 at OFDM sym-
bol #1 and DMRS block IB#2 at OFDM symbol #3,
respectively.

We compute the correlation of the partial DMRS
sequence that is multiplexed in the bandwidth outside
the PSS and SSS without channel estimation. As shown
in Fig. 2, we divide the partial DMRS sequence that is
multiplexed in the subcarriers outside of the PSS or SSS
into six DMRS blocks (we denote the six DMRS blocks
as OB#1 - #6): DMRS sequence index of 0 ≤ u ≤
13 (subcarrier index of 0 ≤ k ≤ 55) for block OB#1;
46 ≤ u ≤ 59 (subcarrier index of 184 ≤ k ≤ 239)
for block OB#2; 60 ≤ u ≤ 71 (subcarrier index of
0 ≤ k ≤ 47) for block OB#3; 72 ≤ u ≤ 83 (subcarrier
index of 192 ≤ k ≤ 239) for block OB#4; 84 ≤ u ≤
97 (subcarrier index of 0 ≤ k ≤ 55) for block OB#5;
and 130 ≤ u ≤ 143 (subcarrier index of 184 ≤ k ≤
239) for block OB#6. Each of the six DMRS blocks is
further divided into sub-blocks in which the correlation
of the partial DMRS sequences is computed coherently.
The computed correlation of each sub-block is averaged
between the sub-blocks in each block in squared form.
The number of sub-blocks is set to Nsb = 1 [5]. The
resultant correlation of the partial DMRS sequence is
computed as

R̄
(h)
OB#β = 1

Nsb

Nsb−1∑
b=0

∣∣∣ 1
M

(M+u0)∑
u=u0

R(h)(u + bM)

× CDMRS(u + bM)∗
∣∣∣2

. (6)

Here, M = NDMRS
OB#β /Nsb and β represent a DMRS

block index in the bandwidth outside of the PSS and
SSS (β ∈ {1, ..., 6}). Term NDMRS

OB#β denotes the number
of chips for the partial DMRS sequence of DMRS block
OB#β; NDMRS

OB#β = 14 for OBβ = 1, 2, 5, and 6, and
12 for OBβ = 3 and 4. The u0 is 0, 46, 60, 72, 84, and
130 for DMRS blocks OB#1, OB#2, OB#3, OB#4,
OB#5, and OB#6, respectively. We detect the PBCH
DMRS sequence that provides the maximum correla-
tion power as shown in the equation below.

îSSB = arg max
īSSB

1∑
h=0

{(∑2
α=1 R̄

(h)
IB#α

2

)2

+1
6

6∑
β=1

R̄
(h)
OB#β

}
(7)

In (7), α is a DMRS block index in the same bandwidth
as the PSS and SSS (α ∈ {1, 2}).

4. Computer Simulation Results

We investigate the CDP of the PBCH DMRS sequence
of the legitimate UE considering jamming in multipath
Rayleigh fading channels. In the simulation, we assume
the carrier frequency of fc = 4 GHz and the subcarrier
spacing of 30 kHz. We assume the 3GPP Tapped Delay
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Line (TDL)-C channel model with the root mean square
delay spread of τrms = 100 ns [6]. Because we assume
the moving speed of a UE of 3 km/h, the maximum
Doppler frequency becomes fD = 11.1 Hz.

Figure 3 shows the CDP of the PBCH DMRS se-
quence as a function of the average received signal-to-
noise ratio (SNR) per receiver antenna with J/S as a
parameter. We do not consider the carrier frequency
offset (CFO) in Fig. 3. We plot the CDP without the
jamming signal as a dotted line. The figure shows that
according to the increase in the J/S value, the CDP
of the PBCH DMRS sequence is degraded due to the
increasing jamming interference. When J/S = 5 dB
and 10 dB, the CDP of the PBCH DMRS sequence
is degraded by approximately 4% and 27% compared
to that without the jamming signal. Hence, we see
that the PBCH DMRS sequence is tolerant to the jam-
ming signal with a received power level of lower than
approximately J/S = 10 dB. However, when the J/S
increases higher than approximately 13 dB, the CDP
of the PBCH DMRS sequence becomes less than 50%.

Figure 4 shows the CDP of the PBCH DMRS se-
quence with J/S as a parameter taking into account the
CFO due to the high frequency stability of a UE local
oscillator. In the simulation, we set the frequency sta-
bility of a UE local oscillator to ε = 3 ppm, which cor-
responds to the maximum CFO of 12 kHz. We used the
fractional frequency offset (FFO) estimation method
based on the partial correlation of the PSS and the
joint estimation of the integer frequency offset (IFO)
associated with the SSS sequence [7]. Then, we added
the residual CFO to the PBCH after compensating the
estimated FFO and IFO. Figure 4 shows that the CDP
of the DMRS sequence with the residual CFO is slightly
degraded compared to that without the CFO in Fig. 3.
However, we find the same tendency for the effect of
J/S as that in Fig. 3. We see that the CDP of the
PBCH DMRS sequence becomes less than 50% when
J/S increases higher than 13 dB.

We briefly describe mitigation techniques for the
intended jamming. PSS spoofing can be mitigated by
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creating a timer for receiving the SSS. If the timer ex-
pires, a UE should blacklist the PSS and choose the
cell with the second highest power within the same fre-
quency band [3]. Another method is to have the UE
search for the PSS and SSS of the SSB located on a dif-
ferent synchronization raster by changing the frequency
so that it detects the PBCH DMRS sequence and de-
codes the PBCH payload correctly.

5. Conclusion

In this paper, we investigated the CDP of the PBCH
DMRS sequence with which a jammer can effectively
cause a DoS in NR RANs. Computer simulation re-
sults showed that the PBCH DMRS sequence is robust
against a jamming signal as long as the received jam-
ming power level is lower than approximately J/S = 10
dB. Meanwhile, when the J/S value exceeds approxi-
mately 13 dB, the CDP of the PBCH DMRS sequence
becomes less than 50%.
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