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SUMMARY Information Centric Networking (ICN) is a promising
Internet architecture wherein destinations are specified by data names.
Despite usefulness of such name-based communications, there is a risk such
that privacy of consumers is leaked from data names. Even if data names
are encrypted, attackers reveal data names using frequency attacks under
the condition that popularities of data are public. The vulnerability comes
from the fact that the single encryption key is used for encrypting all the
data names. The paper addresses the vulnerability under the condition that
multiple encryption keys are used and considers a mitigation method
against frequency attacks.
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1. Introduction

Information Centric Networking (ICN) ! provides name-
based communications to support multicasting, caching,
mobility and so on at the network level. Despite the
advantages, name-based communications incur a risk that
privacy of consumers is leaked from names of requested data
(231 That is, a human-readable name of Named Data
Networking (NDN) ™, an ICN protocol, leaks much
information of a consumer, i.e., a user.

Obfuscating/encrypting data names using encryption is a
candidate solution to prevent attackers from knowing data
names in plain text. However, Ghali et al. reveal that such
encryption is not resilient against frequency attacks if
attackers know popularities of the original data and if the
single encryption key is used’®. They show vulnerability in
the case that a single data piece consists of a single data
packet, and Enatsu et al. extend their work to the case that a
single data consists of multiple data packets [°].

The vulnerability comes from the fact that the same
encryption key is used for encrypting all the packet names
of the same data. This scheme makes a frequency
distribution of intercepted encrypted packet names and a
request frequency distribution of data names similar,
whereas this enables it for request packets to hit data packets
in caches. Due to the similarity, an attacker of a frequency
attack maps encrypted packet names to a data name in plain
text.

In this paper, we design a mitigation method against
frequency attacks by using multiple encryption keys. A
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provider uses different encryption keys for individual
consumers so that the frequency distributions of encrypted
data packets differ from that of the plain text ones. In this
paper, we design the mitigation method and preliminarily
evaluate it with simulation.

The paper is organized as follows: Section 2 defines the
system model and the frequency attack. Section 3 proposes
the mitigation method and Section 4 evaluates it with
simulation. Section 5 summarizes the related work and
Section 6 concludes the paper.

2. System Model and Frequency Attack
2.1 NDN and Name Encryption

In NDN, a data piece consists of multiple data packets. A
consumer requests the data packets by sending request
packets with names and the producer sends back the dada
packets. We call a name of request/data packet and that of a
data piece as a packet name and a data name, respectively.

A producer encrypts packet names and payloads. We call a
sequence of such (encrypted) packets and that of their
(encrypted) names as a (an encrypted) packet sequence and
a (an encrypted) packet name sequence, respectively. Please
note that the producer uses different (multiple) encryption
keys to encrypt the packet sequence of the same data piece
when different consumers request it.

2.2 System Model

The producer provides N data pieces in set D and each
data piece d; consists of c; packets. When a consumer
requests data piece d;, the producer chooses encryption key
k;; among key set XK. Then it encrypts packet sequence
P; using the encryption key to encrypted packet sequence
C;; and sends the packets in sequence at constant interval
t.

The terminology is defined as follows:
N: The set of natural numbers.
R™*:The set of real numbers greater than 0.
N:The number of data names.
D ={d;, ..., dy}:The set of data names. d; is the i-th data
piece. The data name is ordered in descending order of
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popularity. Hereafter, we use interchangeably words: data
name and data piece.

s; € N:The number of packets of data piece d;.

P; = {pi1, ., d; s;}:The packets sequence of data piece d;.
A; € R*:The expected rate of requests for data piece d;
(the request number per second).

e; € N:The number of encryption keys for encrypting packet
sequence P;.

Ki = {ki1, -, kie;}:The set of encryption keys for packet
sequence P;.

7;j(€ N):The ratio that j-th key k; ; is used for encrypting
packet sequence P;. Here, Zf.l:lri, =1

Cij = {¢ij1 - Cijs; 3 The packet sequence to which packet
sequence P; is encrypted using encryption key k; ;.

t:The interval at which data packets are sent by the producer.
T:The duration during which the attacker intercepts packets.

2. 2 Attack Model

The attacker knows all the data names in set D, each packet
number s; of each data piece d; and the fact that packets
of the same request are encrypted with different encryption
keys. She/he also knows popularities of data pieces. The
popularity is the probability that a data piece is requested by
consumers. However, she/he does not know the ratios that
individual encryption keys are chosen. In the evaluations, it
is assumed that data piece d; is requested according to the

exponential distribution with average Ai.
i

The attacker is assumed global and semi-honest. It
intercepts encrypted packets at all the links for duration T
and infers the data name of in plaint text from the encrypted
packet name sequence of the data piece.

2. 3 Frequency Attack

Frequency attacks leverage public information about data
name popularities’®®). The idea behind them is that the
frequency distribution of encrypted data names is similar to
that of data name popularities. Assuming the single
encryption key, a basic frequency attack lists encrypted data
names in descending order of intercepting frequency and
maps them to data names in descending order of
popularity™®l. For example, the most frequently intercepted
encrypted name is inferred as the most popular data name.

We extend the simple frequency attack to the case that data
pieces consist of multiple data packets and that the same data
may be encrypted by different encryption keys. The attacker
infers a data name of an encrypted packet name sequence in
the two steps. First, it extracts an encrypted packet sequence
of the same request. This is achieved by intercept
consecutive packets at access links to consumers.

Second, the attacker infers a data dame of a set of encrypted
packet sequences encrypted from the same data piece. It
divides the encrypted packet sequences to sets of which

packet numbers are the same. Here, EC; is the set of the
encrypted sequences of which packet number is s. The
attacker infers data names independently for individual sets.
Hereafter, the frequency attack for £C; is explained. d; is
i-th data piece in the set and the following procedure is
iterated from the highest d; to the lowest.

(1)The attacker calculates the expected intercepted
frequency of encrypted packets of data piece d; as T * A;.
(2)Since the attacker does not know the ratios of used
encryption keys 7;;, it extracts all the combinations of
encrypted packet sequences in EC;; and calculates their
intercepted frequencies. Then it chooses the combination of
which aggregated intercepted frequency is the nearestto T *
A; as the data name of d;. Then it removes the encrypted
packet sequences in the combination from ECs; and goes
back to (1) to infer the encrypted packet sequences of the
next popular data piece d; .

3. Mitigation Method using Multiple Encryption Names
3.1 Overview

The vulnerability against frequency attacks comes from the
fact that frequencies of encrypted packet sequences are
different for data pieces. If all the frequencies were equal,
the attacker could not differentiate them. However, this
requires that a different encryption key is used at each
request of the same data piece and obviously it makes
impossible for requests to hit data packets in caches. To
balance the two extreme cases, this paper designs an
anonymity set generation algorithm. It generates anonymity
sets in which encrypted packet sequences have the same
frequency. Please note that original packet sequences are
divided to groups encrypted by different encryption keys.

3.2 (k,€) — Anonymity

The property of anonymity set is defined as (k,&) —
anonymitiy. The following terms are used to define it and
the anonymity set generation algorithm.
C={C;l1<i<N,1<j<s;} :The set of encrypted
packet sequences.
[ = {Ci‘j||Ci_j| = s}(c C) :The set of encrypted packet
sequences of which packet numbers are s.
A; j(€ N):The rate of encrypted packet sequence C;j. 4; ;
is equal to A; *1; ;. That is, it is determined by the expected
rate of d; and the ratio of the encryption’s being used ; ;.
k(€ N*):The natural number constant.
€(€ R*):The real number constant.
The anonymity set generation algorithm generates C with

satisfying (k, €) — anonymitiy.

C is defined to satisfy (k,€) —anonymitiy when the
following condition is satisfied:

All Ty c C satisfies (k, €) — anonymitiy.
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Here, (k,&) — anonymitiy is defined as follows:

For arbitrary C,,, €T, at least k-1 set of encrypted
sequence C, , € [ exists:

(l)llw,x - Aw,zl <€

Qw =y

This means that at least k-1 encrypted packet sequences for

every encrypted packet sequence of interest in the set satisfy
the following condition: The rate differences are less than
equal to &. The attacker cannot differentiate such k
encrypted packet sequences.

3.3 Anonymity Set Generation Algorithm

The subsection describes a greedy anonymity set generation
algorithm. It works for data pieces of which packet numbers
are s. Hereafter, data piece d; consists of s packets. The
input is the set of expected packet rates A; X s and the
output is the set of encrypted packet rates each of which
belongs to one anonymity set. Here, the encrypted packet
rate is the rate of packets of d; encrypted by encryption
key k; ;. The algorithm uses the following variables:

R ={rsy, .., TS|z, }: The list of the rates of encrypted
packet sequences sorted in descending order. The list
initially holds the input of the algorithm.

|Rs|:The number of rates in Ry.

A basic idea behind the algorithm is dividing the largest
rate to the two rates which are equal to some other rates. The
iteration eventually generates sets of k equal rates. The
algorithm is repetition of such division and it uses variable
index for controlling repetition and G which holds rates
temporally. Their initial values are 0 an empty and G
finally holds the output. The algorithm is described below:
(1) Termination

-If index = |R;| + 1, then the algorithm terminates. That
is, there is no rate which should be divided.

-If index < |R¢| + 1 — Kk, then it goes to (2). That is,
more than k rates remain to be divided.

-Otherwise (|Rg| + 2 —k < index < |R4|) it goes to (3).
That is, the number of remaining rates is less than k
(2)Sort of rates in R

It sorts rates of which order is larger than index in R; and
then extracts rates rs;(j = index) satisfying the
condition: rs; > TSipgexsk—1 T €
-For each rs;, it divides rs; to the two rates: rs; —
TSingex+k-1 and T'Sindex+k—1- It replaces original 7s; with
TSingex+k-1 and adds 7S; — 7Singexyk—1 t0 Rg. It then
goes to (1).

-Otherwise there are more than k — 1 rates of which
differences are less than €. It adds the rates from rsjpqex tO
the minimum rate satisfying the above condition to set G.
(3)Re-division

Since k equal rates are not generated from the remaining
rates of which orders are larger than 7S;,4.y- It re-divides
some of rates in set G. It extracts the minimum rate g,,;n
in set G and divides gmin 1O Gmin — TSindex and

TSindex- 1t Teplaces rSingex With gmi, and adds g,in —
TSingex 10 Rg and then goes to (1).

The producer uses the rates in set G as the ratios of
encrypting by individual keys 7; ;.

3.4 Evaluation

The anonymity set generation algorithm is applied to the
following data. The rates of date pieces are generated with
N =30, A ==
The number of packets of data; is randomly chosen from
1 to 5. Figure 1shows the top 20 rates. The X axis shows the
data pieces arranged in descending order of rate and the y
axis shows the rates. Figure 2 shows the 10 generated rates
in the anonymity sets when (k,&) is (3,0.01). In The
algorithm successfully generates the anonymity sets. For
example, the top rate in Fig.1 is divided to 17 rates in Fig.2.

and s; =1,..,5 as illustrated in Fig. 1.
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4. Evaluation

This section evaluates attack success rates and cache hit
rates for encrypted packets generated under the condition:

N =100, A;=> and s;=1,..,5,t = 0.1,T =
10,000,& = 0.001. k is changed from 1 to 6.
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4.1 Attack Success Rate

The encrypted packets are generated 1,000 times according
to the anonymity set generation algorithm and the frequency
attack described in Section 2.3 is applied to the packets.
Figure 3 shows the average attack success rates of data
pieces in descending order of popularity of data piece.

Attack Success Rate

1 11 21 31 41 51 61 71 a1 g1

Popularity

Fig. 3 Attack Success Rates

When k = 1, that is, when the single encryption key is
used!®l, the attack success rates are higher than the other k
values. The larger becomes k, the lower the attack success
rates become. Obviously, anonymization according to
(k, €) — anonymitiy is useful to decrease attack success
rates against frequency attacks.

4.2 Cache Hit Rate

(k, €) — anonymitiy has a negative effect on cache hit
rates whereas it increases resiliency against frequency
attacks. Expected rates of popular data pieces decrease as
shown in Fig. 2. To evaluate the negative impact, we
evaluate cache hit rates for the generated encrypted packet
sequences. Here, we use an LRU cache with 20 packets.
Table 1 shows cache hit rates for k values from 1 to 6.
Obviously, the cache hit rates decrease as k becomes larger.
High resiliency against frequency attacks and high cache hit

rates have a tradeoff relationship.
Table 1 Cache Hit Rates for k Values

k 1 2 3 4 5 6
rate 0.29 | 0.139 | 0.087 | 0.063 | 0.049 | 0.041
5. Related Work

Privacy leakage is a long lasting weakness of ICNUJ, Tt iw
well known that attackers easily infer names requested by
victims by measuring RTT times of request and reply
packets®®]. In order to mitigate such risks, a candidate
solution is obfuscating/encrypting names of packets.
However, Ghali and Wood et al. reveal that obfuscation is
not resilient against frequency attacks if popularities of
names are public and known by attackers™). Ghali et al.
show vulnerability in the case that a data piece consists of a

single packet and it is encrypted by the single key and Enatsu
et al. extends their work to the case for multiple packets!®!.
The paper addresses the problem in more general cases
where a provider uses multiple encryption keys. This
approach generates anonymity sets of which expected rates
are similar to prevent attackers from differentiating
encrypted packet rates. Such anonymization is important for
Key Value (KV) systems and Grubbs et al. propose a similar
anonymization method where all the rates are the same 1%,

6. Conclusion

This paper addresses risks that plain data names are leaked
from encrypted packets by frequency attacks in ICN
networks. Assuming that multiple encryption keys are used
for the same data piece, we develop a frequency attack. Then,
we design an anonymization method to provide resiliency
against the frequency attack. The method encrypts the same
data piece with multiple encryption keys so that at least k
encrypted sequences of different data pieces have the same
intercepting rate. This improves resiliency against frequency
attacks at the cost of decreasing cache hit rates.
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