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Abstract– In wireless transmission, an additional security or 

simplification of the conventional upper layer security protocols 
can be provided by ensuring physical layer security. To achieve 
not only this physical layer security but also channel coding gain, 
we have proposed a chaos multiple-input multiple-output 
(MIMO) transmission scheme in which chaos signals correlated 
by transmit bits are multiplied to each transmit symbols of 
MIMO. However, to make the chaos MIMO more effective, the 
error rate performance needs to be improved. In MIMO 
transmission techniques, a space-time block code (STBC) is 
proposed to obtain a space diversity gain and to improve the error 
rate performance, and is widely used. Therefore, in this study, we 
propose a chaos MIMO-STBC scheme applying the STBC into 
chaos MIMO scheme, and show that the improved error rate 
performance with a physical layer security is obtained. 
 
1. Introduction 

Wireless traffic is continuously increasing because of 
the spread of smartphones and the demand for higher 
capacity of wireless communication is still growing. In 
accordance with the traffic increasing, a wireless security 
is becoming more important. Currently, the wireless 
security is ensured mainly by the upper layer protocols 
such as public key encryption, IPSec, or scrambling. 
However, a physical layer security is recently drawing 
much attention as an additional or substitutional security 
scheme [1], too. As the scheme achieving both physical 
layer security and channel coding gain without rate-
efficiency penalty, we have proposed a chaos multiple-
input multiple-output (C-MIMO) transmission scheme [2]. 
It is a chaos-modulated MIMO multiplexing scheme 
where the transmit MIMO symbols are multiplied by the 
chaos symbols correlated by the transmit bit sequence, 
and the chaos encryption and rate-1 block channel coding 
effect are obtained. There are several conventional 
schemes using chaos modulation in MIMO transmission 
[3-5]. However, those schemes need frequency expanding 
because of a chaos spreading modulation and the rate-
efficiency is decreased, while the proposed scheme uses 
rate-1 channel coding and the rate-efficiency degradation 
is avoided. In the receiver of C-MIMO, the demodulation 
and decoding cannot be correctly done without a common 
key shared by the transmitter and the receiver, and thus, 
the common key-based physical layer security is ensured. 
It is shown in [6,7] that the computational security is 
sufficiently ensured in C-MIMO. Furthermore, the bit 
error rate performance is improved by a maximum 
likelihood sequence estimation (MLSE) in the receiver in 
tradeoff with the decoding complexity increase. Because  
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Fig. 1 space-time block coded chaos MIMO 

transmission system. 
 
the transmit signal of C-MIMO is Gaussian, Shannon 
capacity will be achieved when the block length is 
expanded. The decoding complexity is, however, also 
exponentially increased and the block length of C-MIMO 
is restricted to some extent. Hence, an additional 
technique is required other than block length expansion to 
improve the error rate performance. Here, in MIMO 
transmission the space-time block coding (STBC) is 
proposed [8] to obtain the time-frequency diversity effect 
with linear decoding calculation. It is well-known that the 
full diversity effect is obtained when the number of 
transmit antenna is two. Therefore, in this paper, to 
improve the error rate performance of C-MIMO without 
exponentially increasing the decoding complexity, we 
propose a space-time block coded 2-by-2 chaos MIMO 
transmission scheme and show that the block error rate is 
superior to that of non-STBC C-MIMO at the same rate-
efficiency. 

In the following, the system configuration is introduced 
in Section 2. Numerical results are shown in Section 3 and 
the conclusion is drawn in Section 4. 
 
2. Proposed space-time block coded chaos MIMO 
system 

Fig. 1 shows the proposed space-time block coded 
chaos MIMO transmission system, where the numbers of 
transmit antenna Nt and receive antenna Nr are Nt=Nr=2, 
one chaos modulation block length is B, and the transmit 
bits per symbol is q. The bit sequence 

}1,0{},,,{ 10 kBqN bbb
t

b  in one block is chaos 
modulated and the complex transmit symbol sequence 

},,{ 10 BNt
sss  is generated (see Section 2.1). After that, 

every Nt symbols are transmitted by MIMO multiplexing 
transmission. When the transmitted symbol at time k from 
it-th antenna ( tt Ni1 ) is expressed as )(ks

ti , MIMO 
transmit vector at time k becomes T

N ksksk
t

)](,),([)( 1s  
( 10 Bk ) and the one transmit block becomes 

)1(,),0( BB sss , where T means the transpose. Then, 

- 707 -

2014 International Symposium on Nonlinear Theory and its Applications
NOLTA2014, Luzern, Switzerland, September 14-18, 2014



   

every )(ks  is encoded to )(' ks  by 2-by-2 Alamouti STBC 
and transmitted using two timeslot as, 
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where * means the complex conjugate. It is assumed that 
the channel is two-symbol static, antenna- and time k-i.i.d. 
quasi-static Rayleigh fading, and the channel matrix is 
given by  
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where )(kh

tr ii  is the complex channel coefficient from 
transmit antenna it to receive antenna ir. The received 
matrix is given by  

)(')(')()(' kkkk nsHr            (3)  
where the receive matrix )(' kr  and the noise matrix )(' kn  
are given, respectively, by 
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In the receiver, the STBC decoding is conducted by 
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(6) 
and the receive vector )(kr  and receive block Br  are 
obtained as  

T
N krkrk

r
)(,),()( 1r            (7) 

)1(,),0( BB rrr             (8) 
After  that,  the  C-MIMO  MLSE  is  conducted  for  the  
receive symbol sequence },,{ 10 BNt

rrr , which is the 
sorted sequence of Br . The chaos block modulation and 
demodulation are described in the following. 
 
2.1 Configuration of chaos modulation 

In chaos modulation, the bit sequence b  is modulated 
to MIMO transmission block Bs  [6]. First, the shared key 
signal among the transmitter and the receiver is set as 

],,[ )1(000 00 MM ccc , 1]Re[0 0ic , 1]Im[0 0ic     (9) 
where each ic0  ( 10 0Mi ) is a random complex 
symbol and is used as an initial value of the chaotic 
system. By using M0 independent initial values and 
averaging the processed chaos signals starting from those 
initial values, the transmit symbol )(ks

ti  can have a 
Gaussian distribution, and the average squared Euclidean 
distances of neighboring sequences can be enhanced. 
When q-bit/symbol rate efficiency is adopted, the number 
of bits in one block b  is BqNt  and the integer sequence d  
is composed by every q bit as 

],,[ 10 BNt
ddd , }12,,1,0{ q

id      (10)  
0

1)1(
2

1
1 222 mq

q
qm

q
qmm bbbd , 10 BNm t  

Using the bit sequence b , the chaos modulation is 
conducted as follows. The real and imaginary parts of 

ikc )1(  are modulated by the different bits as 
1mod})12({0

q
mdax          (11) 

Real part:    ]Re[ )1( ikca km  
Imaginary part: ]Im[ )1( ikca BNkm tmod)1(  

in the range of 10 0Mi  and BNk t1 . When k=1, 
the initial key signal is modulated. When q=1, it is slightly 
changed to obtain better sequences as 

)2/1,1(2/1

)2/1,1(1

)0(

0
amba

amba
mba

x

         (12)  
Then, the variable 0x  is processed as follows: 

1 2 mod 1l lx x               (13) 
This (13) is the equation of the Bernoulli shift map. Then, 
after iterating (13) approximately Ite times, the M0 
processed chaos symbol kic  is extracted by 

BtNBtNkdIteki xc
mod)2/(

]Re[ , 
BtNBtNkdIteki xc

mod)12/(
]Im[ (14) 

where the iteration number is shifted by the different bits 
of b  from (11) and (12). By (11), (12) and (14), the chaos 
symbols correlated to the transmit bits can be generated. 
Finally, the transmit random Gaussian symbol kItes ,  is 
obtained by averaging all chaos element symbols kic  
( 10 0Mi ) as 

1

00
,

0

])Im[](Re[4exp]Im[]Re[1
M

i
kikikikikIte ccjcc

M
s   (15) 

The MIMO transmit block is composed as follows: 

tt

t

BNIteNIte

NBIteIte

B
ss

ss

,,

1)1(,1,
s           (16)  

Each MIMO antenna transmits the allocated symbols of 
(16) B times. The configurations of (11), (12), (14), and 
(15) are determined empirically so as to make the kItes ,  
Gaussian signal having a large minimum squared 
Euclidean distance (MSED) between the neighboring 
sequences, and it is expected that this configuration can be 
flexibly changed to some extent.  

In random sequence transmissions based on chaos, 
sometimes the MSED between neighboring sequences 
becomes small, and the error rate performance in the 
receiver is degraded. For this problem, it has been shown 
in [6] that an adaptive chaos iteration scheme of Ite is 
effective. Thus, this scheme is adopted in this paper. After 

Bs  of (16) is generated with Ite iteration, Bs  is again 
generated within the range of MIIteI 00 , and the 
sequence with the largest MSED is selected. Then, this 

Bs  is transmitted. By this scheme, the error rate 
performance can be improved when the receiver detects 
the correct Ite. Here, this iteration number is not 
transmitted in the proposed scheme, and the blind 
estimation of Ite is conducted in the receiver jointly with 
the decoding because this additional information 
decreases the rate efficiency. The transmit block Bs  with 
Ite iteration is rewritten in vector form as 

],,[ ,1, BNIteIteIte t
sss            (17)  

and the neighbor sequence corresponding to 'b  is denoted 
by 

]',,'[' ,1, BNIteIteIte t
sss  

Then, the squared Euclidean distance between two 
sequences is given by 
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Therefore, the transmitter selects the best Ite such that 
BN

k
kItekIte

MIIteI

t

ssIte
1

2
,,'

'minmaxarg
00

bb
     (19)  

and the sequence of (17) with Ite iterations is transmitted. 
The drawback of this adaptive processing scheme is an 
increase in the computational complexity in the 
transmitter.  
 
2.2 MLSE decoding 

In  the  receiver,  the  joint  MLSE  in  terms  of  MIMO  
detection and chaos demodulation is conducted. First, the 
MLSE result at each Ite among MIIteI 00  is 
calculated by 

Ite

BN

k
Ite

t

kkk
1

2)()()(minargˆ sHrb
b

      (20)  

Then, the decoding candidate b̂  and the estimated Ite are 
determined by Iteb̂  with the minimum distance in the 
right-hand side of (20). After that, the transmitter rule 
check is conducted, and if the check is not passed, that 
candidate is eliminated, and the decoding procedure is 
restarted. More specifically, whether the estimated Ite 
satisfies the generation rule of the transmitter 

BN

k
ItekIte

MIIteI

t

ssIte
1

2
1,,ˆ'

'minmaxarg
00 bb

     (21)  

or not is confirmed. If b̂  and Ite satisfy (21), b̂  is 
determined to be the decoded result. Otherwise, it can be 
determined as an incorrect sequence. In this case, b̂  is 
eliminated, and the decoding search is restarted. In the 
structure of the proposed scheme, user identification is 
conducted by the initial key value 

0Mc  in (9). However, if 
one or more parts of the chaos configurations, e.g., (11) to 
(15), are slightly changed, the transmission signals are 
drastically changed because of the initial value sensitivity 
of chaos. This property can be utilized for user 
identification, where each user has a slightly different C-
MIMO configuration.  

In the proposed chaos MIMO scheme, the decoding 
complexity is exponentially increased according to the 
block length B compared to the conventional MIMO- 
 

Table I Comparison of computational complexity. 
 MIMO-

MLD 
proposed 
adaptive C-MIMO 

transmitter 0 )1)(12( MBqNt  

receiver tqN2  )1)(1)(12( 1
p

BqN lMt  

total tqN2  223)12(

)1(
1 BqNBqN

p ttl

M
 

maximum likelihood decoding (MLD) scheme. 
Furthermore, the complexities at both the transmitter and 
the receiver are increased by the adaptive chaos 
processing.  It  is  assumed  that  the  calculations  of  the  
squared Euclidean distance between two sequences are 
counted as one search, and the total number of searches is 
derived. Table I shows a comparison of the computational 
complexities, where lp denotes the number of sequence 
eliminations and re-decoding based on (21).  

As the conventional scheme, MIMO-MLD is compared. 
It can be observed that the sequence search of adaptive Ite 
is needed at the transmitter in proportion to its range M in 
the proposed scheme. Moreover, at the receiver, the 
calculation complexity is exponentially increased by the 
block length B and linearly increased by the adaptive 
range M. Because the elimination of (21) does not occur 
often in the higher receive SNR region, and the lp term can 
be ignored, lp=0 is satisfied at high SNR. Then, the 
computational complexity of the proposed scheme is 
increased by B and the M extension. In contrast, STBC 
decoding in (6) can be conducted with linear calculation, 
and it is expected that the bit error rate performance of C-
MIMO will be improved by the STBC diversity effect 
only with the linear calculation increase of STBC 
decoding. 
 
3. Numerical results 

The block error rate (BLER) performance of the 
proposed scheme is calculated in the simulation condition 
listed in Table 1. The parameters of chaos modulation are 
the same as [6] in which the configuration is empirically 
searched.  The  chaos  equation  is  Bernoulli  shift  map,  the  
number of chaos multiplexing to make the transmit 
symbol Gaussian is M0=10, the base iteration number of 
chaos is I0=19, and the adaptive chaos processing range to 
enhance the MSED is M=2. It is assumed that the initial 
chaos vector (9) of common key is generated using a 
specific number such as receiver terminal ID and shared 
with the transmitter and the receiver. The performance is 
compared with unencrypted MIMO-MLD, MIMO-STBC, 
and encrypted C-MIMO without STBC which have the 
same rate-efficiency. The block length for calculating the 
block error rate is B for C-MIMO and 1 (that is one STBC 
block) for conventional MIMO. 
 

Table II Simulation conditions. 
 conventional proposed 
Modulation, bit/sym BPSK,QPSK q=1,2 
PHY encryption N/A available 
MIMO-STBC (Nt,Nr)=(2,2)-Alamouti 

Channel STBC block- and antenna-i.i.d. 1-path 
Rayleigh fading 

Receive channel 
estimation 

perfect 

Decoding algorithm MLD MLSE 
C-MIMO block length - B=2,3,4 
Chaos - Bernoulli shift map 
Num. of chaos 
multiplexing 

- M0=10 

Num. of chaos processing - I0=19 
Adaptive chaos processing 
range  - M=2 
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Fig. 2 Block error rate versus average Eb/N0 at q=1. 

Fig.  2  shows  the  BLER  versus  average  Eb/N0 per 
receive antenna when q=1. Compared to MIMO-STBC-
BPSK with the same rate-efficiency, the channel coding 
gain is obtained at B=3 and more. When the M0 initial key 
symbols have slightly an error of 10-3 distance, the BLER 
becomes near 1 and the transmit bits cannot be correctly 
decoded. Hence, it is shown that the proposed scheme 
achieves both channel coding gain and physical layer 
security. 

Next, the BLER performance versus average Eb/N0 per 
receive antenna when q=2 is shown in Fig. 3.  It is shown 
that the proposed scheme has performance improvement 
by STBC effect. At BLER of 10-4, the proposed scheme 
with B=2  and  3  has  around  1.5  dB  coding  gain  for  C-
MIMO without STBC at the same rate-efficiency. 
Furthermore, compared to the unencrypted MIMO 
transmission, the proposed scheme achieves physical layer 
security and larger coding gain, especially with B=3.  
Compared to MIMO-BPSK-MLD and MIMO-STBC-
QPSK, the proposed scheme at B=3 has around 9 and 2.5 
dB gains, respectively. In comparing the decoding 
complexity as the tradeoff of the channel coding gain, the 
number of decoding search of the conventional 
unencrypted  MIMO  with  BPSK  and  QPSK  is  4  and  16,  
respectively, while that of the proposed scheme with q=1 
and M=2  is  48  at  B=2 and 192 at B=3. When q=2, it 
becomes 768 and 12288 at B=2 and 3, respectively. Thus, 
the further reduction of decoding complexity will be 
needed in the proposed scheme and the application of M-
algorithm for MLSE is considered. Also, the complexity-
reduced block length B expansion scheme will be 
considered. 

 
4. Conclusions 

In this paper, we proposed a space-time block coded 
chaos MIMO transmission scheme to achieve physical 
layer security and channel coding gain with restricted 
decoding complexity. As a results, the improved channel 
coding gain is obtained with the additional linear 
calculation of STBC, though the complexity of chaos 
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Fig. 3 Block error rate versus average Eb/N0 at q=2. 

 
modulation is not changed. The improved BLER 
performance was confirmed by numerical results. 

In future studied, the reduction of decoding complexity, 
the block length expansion, and the outer channel code 
concatenation will be considered. 
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