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Abstract-By integrating JPEG compression and the 2. The proposed algorithm
idea of self-adaptive encryption, a self-adaptive encryption
algorithm for JPEG color image is proposed. DC In the proposed algorithm, Piecewise Linear Chaotic
coefficients and the first sixteen AC coefficients in Zig- Map (PWLCM ) will be utilized. PWLCM with
Zag order of JPEG compression are chosen to construct parameter u is defined as:

the corresponding matrixes. Based on chaotic random x(k)

sequence, self-adaptive encryption scheme is utilized to T x(k) €[0, u)
encrypt the coefficient matrixes, and the signs of DC (k)

coefficients are also encrypted to avoid color information — x(k +1) = Clx(k); u] = 5= 4 x(k) €[u,0.5)

leaking. Experimental results and theoretical analyses
demonstrate that the security of the proposed algorithm Cll=x(k);u]l  x(k)€[0.5,1)
and its performance are both good, and the impact on the (1)
compression is negligible. Furthermore, it is compliant

with JPEG file format. where x(k)e[0, 1], u<(0, 0.5) are the iteration

1. Introduction trajectory value and the current iteration parameter of

The traditional encryption method is not suitable for PWLCM, respectively. According to the Ref. [4], {x(k)}
multimedia image security transmission and storage. In is ergodic and uniformly distributed in [0, 1], and the
order to reduce the encrypted data and redundancy, image auto-correlation function of {x(k)} is § -like. The initial
encryption of special format gradually becomes a hot . qition x(0) [0, 1] and  initial  parameter
research topic. In this field, the current research
mainstream includes: 1) image encryption integrated with %o € (0, 0.5) of PWLCM are set as the secret key of the
compression coding; 2) selective image encryption. JPEG ~ proposed algorithm.

is the most popular image compression standard. Based on For an image of M xN, let m=M /8 and n=N/8,
the above ideas, there are already quite a few research where mxn isthe number of the blocks.
results for JPEG encryption. In Ref. [1], 2-dimensional R Y
Coupled Map Lattices are utilized to generate chaotic Plain G ROB | o | g beT quantiz
. Image B —» To Blocks > Transfo —| i —

sequence, and the sequence is then used to encrypt DC g ycber| O m anon
coefficients and all the signs of AC coefficients. However,
Ref. [2] has already given an attack method: if all the DC K [Pwrom] 56 Cosfficiont
coefficients are set to be 128, and all the signs of AC PR K| e
coefficients are set to be positive, the attacker can obtain e e -
the resultant plaintext image. Later, Ref. [3] has also s el ¢ sen e T e
pointed out its insecurity. Cipher ¢ Fruffman Encrypion ada;{v_e

In this paper, by utilizing the self-adaptive encryption Image | | 00" Run AC Fnerypdion -
. . . . . Length |« e —] l——] S
idea, a joint compression and encryption algorithm for Coding Coefficient i

color JPEG image is proposed. The algorithm has the AC Coefficiont Matri
merits of both .the Image encryption integr ated V.Vlth Fig 1 Flowchart of self-adaptive encryption for color
compression coding and the selective image encryption. IPEG

The chaotic map with good property is used as the random
sequence generator. The cipher image is with good visual (1) Utilize the same method in Ref. [5] to extract all the
quality and uniform color distribution. The impact on the

.. C. L. . 2nd bits of {x.}, r=1, 2, ---, N and form a binary
compression is negligible. Furthermore, it is compliant e ]
with JPEG file format. sequence, which is composed of independent and

identically distributed (i.i.d.) binary random variables.

As shown in Fig. 1, the detailed algorithm is as follows:

- 397 -



Denote the a floating point number x as
x=05,(x)b, (x)---b,(x)---, x€[0,1], 5,(x) €{0,1} (2)
The i"-bit b,(x) can be expressed as

b= 2 (D70, () 3)

where ©,(x) is a threshold function which is defined as

0 x<t
“)

1 x>t

Set i =2, a binary sequence B, ={b,(x,)}", (where r
is the length of the sequence and x, is the " floating
point value) can be obtained.

Extract the first 8 bits as K, the 9th-72th bits as K|,
and the 73th-136th bits as K,. K, and K, are further used

as the initial value and parameter of PWLCM to generate
a chaotic sequence P with the length of mxn .

(2) Convert plaintext image to YCbCr color space, and
perform the DCT and quantization process. There are two
quantization tables, the Luminance Quantization Table
(LQT) is for Luminance component , and the
Chrominance Quantization Table (CQT) is for
Chrominance component. In the process of compression,
the DC coefficients and AC coefficients can be adaptively
encrypted.

(3) For each block, DC coefficients and the first sixteen
AC coefficients in Zig-Zag order of JPEG compression
are chosen to construct the DC coefficient matrix M .

sized mxn and AC coefficient matrix M ,. .sized
mxnx16, respectively.

(4) According to the keystream K,, M,.and M ,.can
be adaptively encrypted. If the key bit is “0”, based on the
sorting result of the upper half of M ., the lower half of

M, can be shuffled firstly; then the upper half can be

DC»

shuffled based on the sorting result of the lower half.
Similarly, if the key bit is “1”, the left half of M ,. can be

shuffled based on the sorting result of the lower half M , . ;
then the right half of M ,. can be shuffled based on the
sorting result of the left halfof M ..

(5) K,and K, are further used as the initial value and

parameter of PWLCM to generate a chaotic sequence P
with the length of mxn . The sequence P is used to
encrypt the sign of DC coefficients as follows:

M [ {MDC [i]. round (P[.i]) =0 )
—M . [i] round (P[i]) =1

(6) After the above encryption process, the remaining
task is to complete the JPEG coding process.

3. Experimental results

We use USC-SIPI as the test image database, and
implement our algorithm in Matlab. Quality factor O=85
to get a tradeoff between compression performance and
the quality of images.

3.1 Encryption results

To demonstrate the encryption result, the color image
Baboon is taken as the plain image as shown in Fig. 2(a),
and its encrypted image using our proposed algorithm is
given in Fig. 2(b). It is easy to see that the encrypted
image is noise-like and it doesn’t have any intelligible
information about its plain image in visual. The similar
results are obtained for other test images in USC-SIPI
database.

g

'n‘&

() Encrypted Bab

(a) Baboon
Fig 2 Results of self-adaptive encryption for color JPEG.

3.2 Compression performance

In our proposed algorithm, the DC and AC coefficients
of each JPEG block is permutated, and the signs of DC
coefficients are changed; however, the values of DC and
AC coefficients are intact. For this reason, the proposed
algorithm has little negative impact on the entropy coding
of JPEG. The file size of compressed images with/without
encryption under different quality factors are plotted in
Fig. 3. It can be found that the compression performance
of our algorithm is very close to that of standard JPEG
compression.
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Fig 3. File size of compressed images with different

quality factors

3.3 Format compliance

As it has been described in the procedures of our
proposed algorithm, the proposed algorithm only
permutes the position of DC and AC coefficients, and
changes the signs of DC coefficients, it does not interface
with the subsequent entropy coding in JPEG. In the
reconstruction of an image, if the decoder does not have
the correct key, the decoder can still get DCT values, and
can therefore recover the image; except that the recovered
image is unrecognizable. Only with the correct key, the
decoder can recover the plain image exactly. Based on this
fact, the proposed algorithm is format compliant.

4. Security analysis

In this section, we analyze the security of our proposed
algorithm.

4.1 Key sensitivity

Key sensitivity is a basic requirement for a good cipher.
We use chaotic map to generate the keystreams that are
involved in the encryption operations, and the initial
condition and parameter are used as the secret key. It is
well known that chaotic maps are extremely sensitive to
the change of initial condition and system parameter. As
shown in Fig. 4, we take Lena as the plain image, encrypt
it with a secret key, and decrypt the cipher image with a
key of one-bit error. The decrypted image is shown in Fig.
4(b), and it is obvious that tiny error in the secret key can
make the decrypted image totally

(b) Decrypted Lena with 1-
bit error in key
Fig 4 Key sensitivity test.
To further demonstrate the key sensitivity, 3000 secret
keys which are slightly different with the correct key are

(a) Lena

randomly generated. Then 3000 decrypted images are
obtained using these keys to decrypt the cipher image. The
PSNR values of decrypted images are plotted in Fig. 5,
and we can observe that no matter what the tiny error is,
any change in the secret key will make the quality of
decrypted image extremely low. The sensitivity of the key
sensitivity is thus guaranteed.
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Fig 5. PSNR of decrypted images with 3000 tiny changed
K

4.2 Key space

The secret key in our proposed algorithm are the initial
condition  x(0) [0, 1] and  initial = parameter
u, €(0, 0.5) of PWLCM. The experiments have

demonstrated that even the secret key is changed 107,
the generated chaotic sequences are totally different; while
the secret key is changed 107", there is no change in the
chaotic sequences. Therefore the key precision is 107 .
For the initial condition x(0)e[0, 1] and initial
parameters u, €(0, 0.5) , the key space size will be
1x10"° x0.5x10" =~ 2!

4.3 Resistance against Known-plaintext attack and
Chosen-plaintext attack

Known-plaintext and Chosen-plaintext attack are
widely used method to attack many image encryption
ciphers. The reason why they can work lies on the fact
that the generation of shuffling parameters depends solely
on the key and has nothing to do with the pending plain
image. As long as the key keeps unchanged, the shuffling
parameters generated are always the same regardless of
different plain images. Consequently, the flaw may arise
from the use of the same key for every plain image.
However, self-adaptive encryption scheme is inherently
immune to both Known-plaintext attack and Chosen-
plaintext attack. Its whole encryption process establishes
very complicated nonlinear connections with both the
secret key and the pending plain image. In other words,
the shuffling parameters rely on both of them. Since
different plain images correspond to different shuffling
parameters, the base of chosen-plaintext/known-plaintext
attack has been destroyed.

4.4 Resistance against image processing attack
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If image encryption can be regarded as a kind of image
degradation to some extent, then parts of original plain
image may be restored through some image processing
techniques. It is a possible effective attack on image
encryption algorithm. Therefore, it is necessary for us to
investigate whether common image processing techniques
can restore the encrypted image. Since filters are often
utilized to carry out such an attack, we choose four
popular filters to restore the encrypted image. The
restored results are listed in Table 1, where PSNR is Peak
Signal to Noise Ratio, and MSSIM is Mean Structural
Similarity. As can be seen, none of them can make the
encrypted image quality better. Thus, the proposed
encryption algorithm can resist image processing attack.

Table 1 PSNR and MSSIM obtained by applying filters on
cipher image

Filters Mean Median Wiener Fuzzy
filter filter filter contrast
enhancement
filter
PSNR(dB) 10.818 9.907  10.975 7.408
MSSIM 0.030 0.021 0.039 0.0103

5. Conclusion

In this paper, we have proposed a format compliant

self-adaptive encryption algorithm joint with JPEG coding.

In the proposed algorithm, chaotic map is used to generate
keystreams to shuffle the positions of DC and AC
coefficients; the signs of DC coefficients are also
encrypted. Theoretical analysis and experiments both
demonstrate that our proposed algorithm is secure and has
very little impact on the compression performance at the
same time.
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