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Abstract-To strengthen the protection of privacy
information in videos, a selective encryption scheme for
high efficiency video coding (HEVC) is proposed in this
paper. In this scheme, the pseudo random binary sequence
generator is first constructed based on Rosser chaotic
system. After that, the generated key stream is used to
encrypt the motion information and residua coefficients of
HEVC. Especially for the encryption of residual
coefficients, the improved scrambling effect is achieved by
encrypted DC coefficients. Experimental results and
analysis show that the proposed scheme can produce a
good encryption effect, and keep the encrypted stream
format-compliant.

1. Introduction

HEVC is the latest video coding standard [1], which
can get a lower bitrate than those of the previous video
coding standards. However, the computational complexity
is greatly increased. As video has the characteristics such
as large amount of data, real-time demands, and diverse
storage format, etc., traditional encryption algorithms
which encrypt al data cannot meet the requirement of the
video encryption. In addition, different application
scenarios for video encryption algorithms have different
security requirements.

As the encoding details of HEVC is different from that
of H.264, the existed encryption algorithms for H.264
cannot directly used for HEVC. Therefore, the encryption
of HEVC should consider the encoding characteristics of
HEVC.

The rest of the paper is organized as follows. The
related work is introduced in Section 2. The selective
encryption scheme for HEVC based on Rosser chaotic
system is presented in Section 3. Experimental results and
analysis are provided in Section 4. Finaly, some
conclusions are drawn in Section 5.

2. Related works

Currently, the existed video encryption methods can be
classified into two categories: full video encryption and
selective video encryption.

2.1 Full video encryption

Full video encryption encrypts all video data with
traditional encryption algorithms such as DES, AES and
RSA. A typical full encryption agorithm is video
encryption agorithm (VEA) proposed by L. Qiao [2]. A
symmetric  encryption agorithm internationa data
encryption algorithm (IDEA) is used as a key generator,
and the MPEG video stream is completely encrypted. Full
encryption can keep the size of video stream and achieves
the highest security, but the computational cost is high and
capability of format-compliance is limited.

2.2 Selective video encryption

Selective video encryption only encrypts partial data of
video that has the most significant influence on the
construction of video image, which can achieve high
computational efficiency and format-compliance of
bitstream. In addition, it can encrypt different sensitive
datato meet different security requirements.

In the past years, a variety of selective encryption
algorithms have been proposed for H.264. J. Ahn et al.
proposed to scramble the intra prediction modes [3]. It can
obtain effective scrambling effect and keep the
compression ratio. Meanwhile, it is format-compliance. .
Wang et al. proposed to encrypt the sign of MVD [4]. The
encryption of the sign of MVD distorts the pictures
predicted by inter prediction. It can achieve a high
computational efficiency. Z. Shahid et al. proposed to
encrypt nonzero coefficients of residual coefficients [5].
As the encrypted video with error residual information
results in unrecognized images, a good perceptual security
is obtained.

Due to the differences between HEVC and H.264, the
selective encryption agorithms for H.264 cannot be
directly used for HEVC. For example, if intra prediction
modes of HEVC are encrypted, the encrypted video
cannot be decoded by general decoder of HEVC because
the encryption of intra prediction modes of HEVC is not
format-compliance. To adapt for the new characteristics,
GV.Wallendae et al. observed some syntax elements of
HEVC which are suitable for video encryption with
format-compliance [6], and a format compliance
encryption algorithm for HEVC was proposed in [7].
However, the scrambling effect is limited.

From the above analysis, athough some selective
encryption agorithms for H.264 have been put forward,
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their adaption capability for HEV C is limited. Meanwhile,
as a new video encoding standard, the encryption methods
which are aimed specially at HEVC are few. In this paper,
based on the method in [7], a selective encryption scheme
for HEV C is proposed to strength the perceptual security.

3. Proposed Encryption Scheme

3.1 Rossler Chaotic System

Chaotic system is sensitive to initial conditions and
system parameters, and it has characteristics such as
pseudo randomness, uncertainty, ergodicity and fractal
dimension, etc. So, there has close connection between
chaos and cryptography. In the past decades, some studies
have been done on how to use chaos in cryptosystems
[8].Several image and video encryption methods based on
chaotic system are reported in [9-11].

Rossler chaotic system [12] is defined as:

1x=-y- 2
|
| y=Xx+ay : @
i

[ Z=Db+z(x- c)

where a, b and c are the parameters of the system. When
a=0.2, b=0.2, c=5.7, the chaotic system is in a chaotic
State.

3.2. Generation of Chaotic Sequence

When Rossler system is in a chaotic state, the sequence
{ (%, Vx> 2J|k=0, 1, 2, ...} generated from Rossler system
by fourth order Runge-Kutta method is sensitive to initial
values, aperiodic and non-convergence. Therefore, the
binary key sequence generator based on Rossler chaotic
system is constructed as follows:

Sep 1: Set the initial values (Xo, Yo, Z) for Rossler
system.

Sep 2: lterate Rosser system for t+len times with
fourth order Runge-Kutta method, where len is the length
of key sequence and the step length h is 0.001. To avoid
the transition effect in the iteration, the first t iteration
results are discarded.

Sep 3: For each iteration results z, , select the
continuous 8 numbers after its decimal point to form an
integer number Z,. S, can be obtained as

S =1+(Z mod12), 2

whereZ, =& z,1- 82,19 10°§.

Sep 4: Generation of binary sequences. Select the S,
number after the decima point of x, and y,, respectively,
to get X,and Y,,. key; can be obtained as

i1 both X and Y areodd or even
key, = | ‘ ‘ )
10, otherwise
FX =@&]x | 10™ - §x |"10*)f 10§
where | %0 =814 1710° - 8 11070 10§
Y, =@y, 1"10% - gy, 1 10%)§ 10§

In this way, a binary sequence key={key., key,, ...,
key,} isgenerated from Rossler system.

3.3. Description of the Encryption Algorithm

(1) Encryption of the Sign of MVD
In the entropy encoding of MVD, the sign and the
absolute value are separately encoded. The encryption of
the sign of MVD is represented as
en_MVDSign = MVDSgnA key, (4)
where key represents the key stream generated by Rossler
system , MVDsign and en_MVDSgn represent the
origina sign bit of MVD and the encrypted sign bit of
MVD sign, respectively, and A represents XOR operation.
(2) Encryption of Motion Vector Prediction (MVP)
Index
Before the entropy encoding of MVP index, it is
encrypted by key stream generated from Rossler system
and an encrypted MV P index is obtained. The encryption
isrepresented as
en_MVPIdx=MVPIdx A key, (5)

where MVPIdx and en_MVPIdx represent the origina
MVPindex and the encrypted MV P index, respectively.
(3) Encryption of Reference Index
Similar to the encryption of MV P index, the encryption
of reference index is obtained by performing XOR
operation between the key steam and the reference index,
and it is described as

JRFI Akey (RFI* 20r RN 3)

1 , (6)
| RFI(RFI = 2and RN =3)
where RFI and en_RFI represent the origina reference
index and the encrypted reference index, respectively, and
RN represents the number of candidate reference pictures.

It should be noted that the reference index cannot be
encrypted when it equals 2 when the number of candidate
reference pictures in the reference picture list is 3.
Because the encryption results may be 3, which will be
out of the preset range (from O to 2), it impose influence
on the format compliance of the HEV C stream.

(4) Encryption of Merge Index

In the merge mode of HEVC, the number of merging
candidates is set as 5, so the range of merge index is from
0 to 4. If the merge index equa 4, the result of encryption
maybe 5, which is out of the range and format compliance
of HEVC stream will be influenced. Here, only the merge
indices whose values less than 4 are selected for
encryption, and it is described as

Ml A key (MI L 4)
en Ml = , @)
Ml (Ml = 4)

where MI and en_MI represent the original merge index
and the encrypted merge index, respectively.

During the encoding process of HEVC, the encryption of
the matched motion parameters will results in the
prediction errors in B frame or P frame in the decoding
process. Thus, the video images will be scrambled.

en_RFI
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(5) Encryption of the Sign of Residual Coefficient
The encryption of residual coefficient sign is similar to
that of the sign of MVD. It is described as
en_CoeffSgn=CoeffSgnA key,  (8)
where CoeffSgn and en_CoeffSign represent the sign of
the original residual coefficient and the sign of the
encrypted residual coefficient, respectively.

Since the encryption of the above syntax are
accomplished by using XOR operation with key stream
generated by Rosder chaotic system, the decryption of
them isjust theinverse of it.

(6) Encryption of DC Coefficient

For the encryption of DC coefficient, every bit of the
key stream is regarded as a switch to control whether the
curent DC coefficient in residua information is
encrypted or not. If the current key bit is 1, the encrypting
operation will be performed. Otherwise, the DC
coefficient will be kept unchanged. In order to preserve
format-compliance of HEV C and guarantee the decrypted
DC coefficients is the same as the origina one, different
encryption policy is implemented for the DC coefficients
with the value of 0 and 1. The encryption process is
described as

jCDC-2,(CDC *1,2) (key=1)
en_CDC =} CDC-3, (CDC =1, 2) (key=1) » ©)
tcoc (key=0)

where CDC and en CDC represent the original DC
coefficient and the encrypted DC coefficient, respectively.

The decryption of DC coefficient is just the inverse
process of the encryption, and it is described as

jen_CDC+2,(CDC* -2-1) (key=1)
de CDC =} en CDC+3, (CDC=-2,-1) (key=1) - (10)
ten cDC  (key=0)

where de_CDC represents the decrypted DC coefficient.

4. Experimental Resultsand Analysis

Experiments are performed on HEVC test Model
12.0(HM 12.0), whose encoding mode is random access
mode[13]. 7 video sequences are selected for the
experiments, and the comparison is also made between the
encryption method in [7] and the proposed method. 50
frames are encoded for every video, and their quantization
parameter (QP) is 32.

4.1. Analysis of Perceptual Security

Perceptual security specifies the perception of video
contents in human’s eyes. If the encrypted video contents
are more difficult to be understood and identified, it
demonstrates that the perceptual security of encryption is
better. The encrypted results of City, Coastguard and
Foreman obtained from the method in [7] and the
proposed method are shown in Figure 1.

@ (b) (©
Figure 1 The encrypted results of Foreman with different methods. (a)
represent the original video sequence, (b) represent the encryption results by
using method in [7], and (c) represents the encryption results by using the
proposed method

As seen from Figure 3, it can be found that the
scrambling effect of the proposed method is better than
that of the method in [7]. In addition, PSNR and SSIM
[14] are used for the evaluation of perceptual security of
the encryption methods. The results are shown in Table 1.

Table 1. PSNR and SSIM of the encrypted video sequences

Method in Our Method
Sequences 7

PSNR SSIM PSNR SSIM
City 15.41 0.1337 11.91 0.0770
Coastguard 14.44 0.1239 11.37 0.0881
Flower 9.48 0.2412 7.12 0.1412
Foreman 10.94 0.2292 7.95 0.1374
Mobile 9.56 0.0807 7.65 0.0571
Soccer 11.61 0.2410 9.28 0.1517
Stefan 1297 0.1895 10.59 0.1486
Average 11.96 0.1770 9.41 0.1144

As seen from Table 1, the PSNR and SSIM of the
encrypted results of the proposed method is smaller than
that of the method in [7] for every video sequence, which
indicates that the good perceptual security of the proposed
method.

4.2. Analysis of computation complexity

In the scheme, encryption operations are performed to
approximate 50% of the syntax elements. However, the
encryption operations are XOR or subtraction, whose
computation complexity is relatively low. Thus the
executions of proposed encryption scheme are at high
speed, whose influence on encoding efficiency is very
limited.

4.3. Analysis of key space

Key space specifies the number of keys for generating
different key stream. A larger key space means that a good
capability of resisting exhaustive attack. For the proposed
algorithm, the initial value and the iteration time of
Rosder chaotic system can be used as key. Given the
initial values (Xo, Yo, Z) are in double-precision floating-
point format, and the range of iterations is [2000, 4000],
the key spaceis
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S =Card{x } *Card{y,} xCard{ z } *Card{t}
:1015 - 1015 ’ 1015 - 2, 103 - 2/ 1048 » 2160
where Card{ ¥ represents the cardinality of a set.

As the key space is approximately 2'%, it is effective in
resisting exhaustive attack.

(11)

4.4. Analysis of key sensitivity

Key sensitivity is very important for a cryptosystem.
Here, experiments are done to evaluate the key sensitivity
of the proposed method. When a small value 10* is added
to the initia value %, of Rosder system (the other
parameters are kept the same), the results are shown in
Figure 2.
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(a) Decrypted video with (b) Decrypted video with
correct key changed key

Figure 2. The results of sensitivity test

As seen from Figure 2, it can be found the decrypted
video with a changed key displays obvious error
comparing with the correct decrypted video, which
demonstrates that the proposed encryption algorithm has
good key sensitivity.

5. Conclusion

In this paper, a selective encryption scheme for HEVC
based on Rosser chaotic system is proposed.
Experimental results and analysis show that the proposed
encryption scheme is format-compliance, and has better
perceptual security than the method in [7]. Furthermore,
the key stream generated from Rossler system has large
key space and key sensitivity, which provides high
security to the proposed encryption scheme. The proposed
selective encryption of HEVC has great potential in video
data protection.
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