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Abstract– We develop an experimental secure 

communication system with chaotic switching. The 
proposed scheme is based on time-delayed feedback 
oscillator with switching of chaotic regimes. The 
experimental dependences of bit-error rate on the signal-
to-noise ratio, signal attenuation in a communication 
channel, and duration of bit transmission are constructed. 
The scheme shows high tolerance to external noise and 
amplitude distortions of the signal in the communication 
channel.  
 
1. Introduction 
 

The use of chaotic signals for secure communication 
has been an active area of research since the early 1990s. 
Many methods involving synchronization of chaotic 
systems have been proposed to scramble the transmission 
of information [1–3]. The most popular among them are 
chaotic masking, chaotic switching or chaos shift keying, 
chaotic modulation, and nonlinear mixing. However, 
many chaotic communication systems, especially the 
systems using low-dimensional chaotic signals, are not as 
secure as expected and can be successfully unmasked [4]. 
To improve the security of data transmission, it has been 
proposed to employ time-delay systems, demonstrating 
chaotic dynamics of a very high dimension, in private 
communication [5].  

Although chaotic communication systems have a lot of 
merits including broadband power spectrum of chaotic 
signals, high rates of information transmission, and 
simple implementation, they are not devoid of drawbacks 
restricting their wide use in practice. The main 
shortcomings of communication schemes based on 
employment of chaotic synchronization are their 
comparatively low interference immunity, low resistance 
to signal distortion in a communication channel, and 
stringent requirements imposed on the identity of 
parameters of transmitter and receiver [3]. 

In the present paper, we propose a new communication 
system with chaotic switching which is devoid of above 
mentioned shortcomings owing to the specific 
configuration of the receiver and employment of 
programmable microcontrollers to implement a 
transmitter and receiver in the experimental scheme. 

The paper is organized as follows. In Section 2, the 
proposed communication system is described. In Section 
3, we illustrate the experimental results of operation of the 
proposed communication scheme and study the scheme 
resistance to external noise and amplitude distortions of 
the signal in a communication channel. In Section 4, we 
summarize our results. 
 
2. Communication Scheme  
 

A block diagram of the proposed communication 
scheme based on a time-delay system with switching of 
chaotic regimes is shown in Fig. 1. A transmitter 
represents a ring system composed of two delay lines with 
delay times τ 1 and τ 2, a nonlinear element, and a linear 
low-pass filter. The information signal is the binary signal 
m(t) representing a sequence of binary zeros and units. 

 
Fig. 1. Block diagram of a communication system: 

(DL1, DL2, and DL3) delay lines, (ND) nonlinear devices, 
(F) filters, (S) commutator, (D) detectors, and (C) 
comparator. 

 
The signal m(t) switches the delay time in the scheme 

in such a way that the delay time is equal to τ 1 at a 
transmission of binary zero and it is equal to 1 2τ τ+  at a 
transmission of binary unity. In the case, where the 
nonlinear element provides a quadratic transformation, 
the transmitter is described by a first-order delay-
differential equation 

( )( )( )2

1 2( ) ( ) ( ) ,x t x t x t m tε λ τ τ= − + − − +      (1) 

where x(t) is the system state at time t, ε is the parameter 
that characterizes the inertial properties of the system, and 
λ is the parameter of nonlinearity.  

A receiver is composed of two driven time-delay 
systems, one of which contains a delay line with delay 
time τ 1 and the other contains a delay line with delay time 
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3 1 2τ τ τ= + . The parameters of filters and nonlinear 
elements in these two systems are identical to the 
corresponding values in the transmitter. A subtractor that 
is placed after the filter breaks the feedback circuit in each 
driven system of the receiver. These systems are 
described by the following equations:  

( )2
1( ) ( ) ( ) ,y t y t x tε λ τ= − + − −               (2) 

( )2
3( ) ( ) ( ) .z t z t x tε λ τ= − + − −                (3) 

The parameters of transmitter and receiver should be 
chosen so as to ensure that the synchronization with x(t) at 
every moment of time could take place for only one of the 
two driven systems.  

When binary zero is transmitted, the output signal y(t) 
of the first time-delay system in the receiver is 
synchronized in the absence of noise with the signal x(t). 
As the result, we have ( ) ( )y t x t=  and the signal at the 
output of subtractor in the first driven system is equal to 
zero. In this case, there is no synchronization between x(t) 
and the output signal z(t) of the second time-delay system 
in the receiver. Since ( ) ( )z t x t≠ , the signal at the output 
of subtractor in the second driven system is not equal to 
zero. When binary unity is transmitted, ( ) ( )y t x t≠  and 

( ) ( )z t x t= . As the result, the signal at the output of 
subtractor in the first driven system is not equal to zero, 
while the signal at the output of subtractor in the second 
driven system is equal to zero. 

The operation of the most of communication schemes 
with chaotic switching is based on the described above 
concept [1–3]. However, the presence of noise in the 
communication channel impedes the establishment of 
complete synchronization between the receiver and 
transmitter. In this case, the signals at the outputs of 
subtractors in both time-delay systems in the receiver 
always differ from zero. This fact hampers the extraction 
of binary message signal. 

In order to increase the system resistance to noise, we 
have modified the classical scheme taking onto account 
the following considerations. In the presence of noise, the 
variance of the signal at the output of subtractor in the 
synchronized system is close to the variance of noise in 
the communication channel and the variance of the signal 
at the output of subtractor in the nonsynchronized system 
is close to the variance of chaotic carrier. Since the level 
of noise in the communication channel in general case is 
appreciably less than the level of chaotic carrier, we can 
recover accurately the hidden message even in the 
presence of sufficiently strong noise. 

We added two detectors and comparator in the receiver 
in order to increase the scheme tolerance to noise (Fig. 1). 
The detectors evaluate the variance of incoming 
difference signal and the comparator calculates the 
difference r(t) between the output signals of detectors and 
transforms r(t) into a recovered information signal ( )m t′ , 
so that the output signal is binary zero for ( ) 0r t ≤  and 

binary unity otherwise. The signal r(t) has the same sign 
as that in the absence of noise and, hence, the information 
signal can be recovered accurately. 

We realized the proposed communication system in a 
physical experiment. To achieve the complete identity of 
the transmitter and receiver parameters in the 
experimental setup we implemented all the transmitter 
and receiver elements in a digital form using 
programmable microcontrollers of the Atmel megaAVR 
family. 

In order to increase the speed of response, one should 
use integer calculations in the microcontroller. For this 
purpose the variables and parameters of Eq. (1) were 
scaled as follows. For a small ε, the allowable limits of 
variation of the parameter λ for which Eq. (1) has a 
periodic or chaotic attractor are from 0 to 2. Within this 
range of λ variation, the dynamical variable x(t) can take 
values from –2 to +2. Let us pass to integer arithmetic and 
transform Eq. (1) in such a way that the dynamical 
variable is placed in a 16-bit memory location, whereby 
its integer values vary between –215 and 215. It can be 
done by substituting variables as ( ) ( )X t cx t=  and 

cλΛ = , where 142c =  is a scale factor. Then, Eq. (1) 
takes the following form: 

( )( )( )2

1 2( )
( ) ( ) .

X t m t
X t X t

c

τ τ
ε

− +
= − + Λ −       (4) 

This differential equation can be reduced to a 
difference equation which is more convenient for program 
implementation on a microcontroller. At a transmission of 
binary zero, the transmitter is described by Eq. (5), while 
at a transmission of binary unity it is described by Eq.(6): 

2

1 ,n k
n n

X
X aX b

c
−

+

 
= + Λ − 

 
                    (5) 

2

1 ,n p
n n

X
X aX b

c
−

+

 
= + Λ −  

 
                    (6) 

where n is the discrete time, 1a t ε= − ∆ , b t ε= ∆ , ∆t is 
the time step, and 1k tτ= ∆  and 3p tτ= ∆  are the 
discrete delay times in units of sampling time ∆t. 

Fig. 2 shows a block diagram of the experimental 
communication scheme. The delay line in the transmitter 
has two outputs which correspond to the delay times k and 
p, respectively. The binary information signal Mn controls 
a commutator that switches the delay time so that the 
delay time is equal to k at a transmission of binary zero 
and is equal to p at a transmission of binary unity. The 
signal Xn-k or Xn-p from the delay line output undergoes a 
quadratic transformation and passes through a digital low-
pass first-order Butterworth filter with cutoff frequency 

1cf ε= . The dynamical variable Xn from the filter output 
is fed to the delay line input closing the feedback loop. 
Simultaneously, the signal Xn is fed to the input of 
external digital-to-analog converter and transmitted into a 
communication channel. 
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Fig. 2. Block diagram of the experimental scheme: 

(DL) delay lines, (ND) nonlinear devices, (F) filters, (S) 
commutator, (DAC) digital-to-analog converter, (ADC) 
analog-to-digital converter, (D) detectors, and (C) 
comparator. 

 
The receiver is implemented on another programmable 

microcontroller, which is identical to the one used in the 
transmitter. The incoming analog signal is passed through 
an analog-to-digital converter (ADC) integrated in the 
microcontroller of the receiver. A digitization frequency 
of ADC is set at 1 kHz ( 1t∆ =  ms). The signal ˆ

nX  from 
the ADC output is fed to the input of a delay line which 
outputs correspond to the delay times k and p, 
respectively (Fig. 2). The delayed signals ˆ

n kX −  and ˆ
n pX −  

pass through nonlinear elements and filters which are 
identical to those used in the transmitter. The subtractor 
placed after the filter breaks the feedback circuit in each 
of the receiver circuits described by the following 
equations: 

2

1

ˆ
,n k

n n
X

Y aY b
c
−

+

 
= + Λ −  

 
                   (7) 

2

1

ˆ
.n p

n n

X
Z aZ b

c
−

+

 
 = + Λ −
 
 

                  (8) 

The detectors in the experimental scheme evaluate the 
variance of incoming difference signal using l values of 
this signal stored in the circular buffer array in the 
operative memory of microcontroller. The comparator 
calculates the difference Rn between the output signals of 
detectors and transforms Rn into a recovered information 
signal ˆ

nM , so that the output signal is binary zero for 
0nR ≤  and binary unity otherwise. 

 
3. Results of the scheme operation 
 
Let us illustrate the efficiency of the proposed 
communication scheme for the following values of 

parameters: 1 100τ = , 2 10τ = , 3 110τ = , 1.9λ = , and 
0.5cf =  ( 2ε = ). With these parameters, the transmitter 

generates a chaotic signal [Fig. 3(a)]. Since the values of k 
and p are close to each other, the fragments of Xn time 
series corresponding to k and p are visually 
indistinguishable, so that it is difficult to determine which 
binary symbol (0 or 1) is transmitted. 

 
Fig. 3. The time series of chaotic signal Xn (a) and 

information signals Mn and ˆ
nM  (b). 

 
Fig. 3(b) shows a part of the time series of the 

transmitted binary signal Mn. Each bit is transmitted 
during an interval of time 100l =  ms which corresponds 
to 100 steps of the discrete time n. The same time interval 
is used to evaluate the variance of signals incoming at the 
detectors in the receiver. The information signal ˆ

nM  
extracted at the receiver output is also shown in Fig. 3(b). 
The information signal is recovered accurately, but with a 
delay which value depends on the detector parameters. 

To investigate the tolerance of the experimental scheme 
to noise and amplitude distortions of the signal in the 
communication channel we have developed a specific 
electronic scheme which allows us to add a noise with 
desired intensity formed by noise generator into the 
communication channel. Fig. 4(a) shows the experimental 
dependence of bit-error rate (BER) of the recovered 
message on the signal-to-noise ratio (SNR). The signal in 
SNR is the transmitted chaotic signal and noise is an 
additive zero-mean Gaussian white noise filtered in the 
bandwidth of the chaotic carrier. In each measuring of 
BER, 105 randomly ordered binary symbols are sent. For 
SNR 14≥  dB the signal ˆ

nM  is recovered without errors. 
Therefore, the proposed experimental scheme is more 
robust against channel noise than other experimental 
communication systems using chaotic synchronization for 
the transmission of hidden information signal through 
analog communication channel [3]. 

It should be noted that a real transmission channel 
always undergoes attenuation effect which may be critical 
for operation of chaotic communication systems. In fact, 
many of these systems, especially the systems with 
chaotic masking and nonlinear mixing, have low 
resistance to signal distortion in the communication 
channel. To investigate the resistance of our scheme to 
amplitude distortions of the signal in the communication 
channel we control the signal attenuation in the channel 
using the above mentioned specific electronic scheme. 
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Fig. 4(b) depicts the experimental dependence of BER 
on the parameter ( )t r td A A A= − , where At and Ar are 
the signal amplitudes at the transmitter output and 
receiver input, respectively. For 0.1d ≤  the binary 
information signal at the receiver output is recovered 
without errors. The value of 0.1d =  corresponds to the 
signal attenuation of about 1 dB. At such level of signal 
distortion in the communication channel, the other 
schemes with chaotic switching and the schemes with 
nonlinear mixing fail [3]. 

 
Fig. 4. The bit-error rate as a function of signal-to-

noise ratio (a) and as a function of the signal attenuation 
in the communication channel (b).  
 

Like all other communication systems with chaotic 
switching, the considered system is characterized by 
certain limitation of the data transmission rate. This is 
because of transient processes that take place after every 
switching of the chaotic regime. After switching of the 
delay time in the transmitter, a certain time is required for 
establishing synchronization between the transmitter and 
one of the driven systems in the receiver. The rate of 
information transmission can be increased by decreasing 
the characteristic temporal scales of the system or 
decreasing the length of time interval during which each 
bit is transmitted. However, in the last case, the increase 
of BER of the message recovered in the receiver may take 
place. 

The experimental dependence of BER on the length l 
of the time interval during which one bit is transmitted is 
shown in Fig. 5 for SNR=8  dB and 0d = . The values of 
l are indicated in units of sampling time ∆t. The increase 
of BER is observed as l decreases in the region of its 
small values. On the other hand, the quality of message 
recovery at high levels of channel noise can be improved 
by increasing the value of l which leads to the decrease of 
BER.  

 
Fig. 5. The bit-error rate as a function of length of time 

interval during which each bit is transmitted. 

It is well known that many chaotic communication 
schemes are not as secure as expected and can be 
successfully unmasked. To test the vulnerability of the 
proposed communication scheme against attacks we 
applied the method of message extraction based on the 
analysis of return maps [4] and the method based on the 
dynamical reconstruction of a chaotic transmitter from its 
time series [6].  

It is found out that the return map method which is 
efficient for unmasking low-dimensional chaotic 
communication systems fails being applied to the 
proposed communication scheme based on time-delayed 
feedback oscillator. We have shown that the switched 
delay times cannot be recovered also using the method [6] 
based on the statistical analysis of time intervals between 
extrema in the time series. 
 
4. Conclusion 
 

We have developed the communication system with 
chaotic switching which shows high tolerance to channel 
noise and attenuation of the signal in the transmission 
channel. In our scheme, the transmitter and receiver 
represent time-delayed feedback oscillators implemented 
in a digital form using programmable microcontrollers. 
The use of digital elements in the scheme ensures identity 
of the receiver and transmitter parameters and increases 
the quality of hidden message extraction at the receiver 
output. We have illustrated the scheme efficiency for the 
transmission of binary information signal. 
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