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Abstract—Cellular automata (CA) stream cryptography ~ Ko:Initial 5‘1‘8 (secret key) lio
\évith a variableﬂength key Washdeveloped. bCA acljre used to CA chaos soquencs CA chaos soauonce

esign secret key cryptography systems based on a one-
time pad cipher. To change the connection of cells of one- CEmiitm m 1 mi.]
dimensional CA which generate pseudo-random number | o J’f - | | 5 J’f - |
sequences (PNS), the state of the cells can be shifted and L2 1ncion e way Tunction
the key length of the cryptography can also be controlled. P) R:Random number ,53 LI
Arranging combinations and mixing CA-chaos sequence$:Source data M':Criptogram O":Recovery data

in time and space conceals a feature of the CA-chaos se-
guences, and their frequency characteristics are similar to
those of white noise. Moreover, pseudo-random-numbers
are extracted with consideration of spatial direction and the
random numbers are selected by the internal state of the
cipher system for internal-state-recovery attacks. The c2. Variable-Length Key of CA Cryptography
pher system was simulated, and the encryptieoryption
throughput was 64 bitycle.

Figure 1: Block diagram of a CA cipher system.

Here, we describe our method of creating the variable-
length key by changing connections between cells. In con-
ventional CA cell connections, an initial value is given to
the one-dimensional cell array connected as a ring, and the
cell array generates chaos by a appropriate rule. Here, we
consider making the connection of the cells variable.

In a chaos-stream cipher, a chaos generator combining a . . .
. . A bypass is added to the cell array with connection as a
one-way function and is used as a random number gener.

tor [1]. Usually, a logistic map is used for the chaos genelf\rOSS point, and it is made the shape of a small ring (Fig.

L ) r‘? When the same initial values were given to the conven-
ator and the chaos value is binalized as a one-way functio

However, a symbolic dynamics attack[2], which analyzeti(')nal ce!lular connection and the connection with a shifte'd
a chaos i;enerating mechanism from thellong PNS, is pr(%)[OSS pom_t, dterent types of chaos were gene_ra_lted. In this

. . ' way, a variable-length key can be made by shifting the knot
posed for this type of chaos cipher. of a bypass (the key length bit width is determined by the

In Cellular Automata is used as random sequenqgosition the knot). Moreover, since the number of cells

generator[3].  Gutowitz uses Cellular Automata ass not changed, the width of the obtained binary sequence
discrete dynamical system to add complexity of thejoes not change, and it becomes possible to conceal the
cryptosystem[4]. But none of these schemes has been ablsmposition of the chaos-generating mechanism from the
to withstand the modern attacks developed out of the crypsutside.

analysis techniques. Rules of radius: 1 and 2 for non-
uniform 1-D CA have been also proposed for high quality
random numbers generation[5]. However, peculiar patterns Conventional 1-D cellular automata

with the CA rules appear near the cell. Here, we proposectD—D—D—D—D—D—D—D—D—D—D—D)
combining and mixing the CA chaos sequences to conceal
the peculiar patterns, and developed a cipher system usin
one-dimensional CA with a variable-length key.

1. Introduction

Proposed 1-D cellular automata for variable-length key

' . . ' & iy
Figure 1 is a block diagram of a cellular automaton ci- Shifting cross point

pher system. It consists of a converter with a one-way func-

tion machine and a cellular automaton chaos generator cor-

responding to a variable-length key. Details are given bd-igure 2: Implementation of variable-length key on the
low. CA.
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3. Proposed Random Number Generator with CA e
Chaos Z
2

A chaos-generating mechanism is described by tempora‘f
differentiation, which represents correlation of a time seir; ‘
ries. This is applied also to cellular automata. Correlation
of a time series is also represented for cellular automata
by the cell-interaction rule. Therefore, when the generated
chaos value is used as it is, there is a weakness that the ini-
tial chaos-generating value will be found from a correlation & ;
of a time series. Particular patterns of 1-D CA also become Combined chaos pattern
the weakness for searching internal state. Here, a converter
that took safety into consideration is realized using compo-
sition and a mixture of chaos and XORing. Figure 3: Combining of two chaos sequences

The following three elements are applied to our random
number generator.

e Two chaos sequences are combined.

e Mixing the chaos sequences on the time-space and
compressing them.

e Generating two binary sequences from the com-
pressed chaos and selecting one sequence at the time
of generation of a cryptogram.

First, two one-dimensional cell arrays are prepared and
each bit of two generated chaos sequences are compounded
by XORing (Fig. 3 and Eqgs. 1-2). Here, we used rule[30
and 86]. CA-stateC} consists of a set of each cell state
ngk' t andk denote cell transition and cell position.

Clo =[S0, Chons - 5 Chps - 5 Co 1) Figure 4: Mixing and compressing of chaos sequences
30 = 1C300> C301> """ > Caok "+ » Ca01127

t t t t t
Cas = {Ca60- Cg61-" " » Cagke " * » Ca127)

1)

R} is divided into two binary patterns. Two 64-bit patterns
(At andB?!) are extracted from each pattern bhask, and
Ry = Cio®Chg = {C500 D Chgor - - C0127P Co127) (2)  Masks. Separately, from the 64x64-bit sequerRl 64
_ ) _ bits on a diagonal line are extracted and a parity operation
Next, a synthetic chaos sequence is arranged in a fofperformed on the bits. From the results of the parity op-
suitable for mixing and compressing on a time axis (Fig. érationParityt, a 64-bit pattern is selected froat andBt
and Eq. 3). For 128-bit width, the chaos sequence bengdgihe time of encryption. Since the 64 bits on the diagonal
at 90 degrees and is generated with a length of 64 bits §@e and the result of the parity operati®arityt are con-
that the length and the width become 64 bits. Then, th&gled from the outside, it cannot be confirmed from the

128x64-bit sequence is separately overlapped with the twg tside whetheAt andBt was selected.
sequences of 644 bits. Each bit of these overlapping se-

guences is combined by XORing. By this conversion, a

t _ t
128x64-hit series compresses tox@4 bits. A" =R; - Mask

4
B' = R} - Masks “)
63 t t
foss "o To6a Mo.127
. . . . 0 0 0 —

Ri=| D el : Parity! = {rlio’f ® rt1,1,1 ® N ®T636s t (t=0)
Moo roo3) \rbes .. rbed - Ot orgo@®r ;@ @ g (>0)
5
Moo Tiies ©)

M 640 6464 R' = Se(Parity’, A", B)
Figure 5 and equations 4-5 show operation flow of the Se(Parity, A', B) = A'(Parity' = 1) (6)

final stage processing. The generatea@4bit sequence T B!(Parity' = 0)

-335-



. Mask 4

Extraction mask
for 64-bit pattern

Pattern A

‘7 Mask B

Pattern B

Parity function Selector

R':Random number
O'"!: Previous S o
cryptogram Source data Cryptogram

Figure 5: Operation flow of PNS generation

Koy, Ky :Variable-length key
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Figure 7: Fourier spectrum of chaos patterns (left: rule[86]
(128x64 image), center: combined (bottom patterny64
image), right; mixed (6464 image))

encryption

decryption

Figure 8: Simulation results of proposed cypher system

ol ! o= ' previous 64-bit cryptogram (i.e., that used for 64-bit selec-
o4 ¥ 64 tion). Therefore, if the data encipheredfdis even if it
o XORing . .
. — 64 uses the same key, afidirent random number will be gen-
S":Source data O":Cryptogram . . .
erated. In decryption, the data is recovered in the same
procedure using the same instrument and same key as en-
Figure 6: Proposed cipher system cryption. Specification of our system is shown in Table 1.

5. Simulation Results

4. Operation of Our Cipher System

The results are shown in Figs. 7 and 8. Figure 7 show

Proposed cipher system is shown in Fig. 6. After th&ourier spectrum of chaos patterns. In the conventional CA
key setup is completed, the random number generatiaequence (rule [86]), particular patterns are confirmed and
starts. Under processing, a chaos sequence is output fierfrequency characteristic has also particular ones. How-

every cycle. After 128 operation cycles are completed, a
64-bit random number is generated for every cycle. First

64 operation cycles are used for a stable chaos generation.

The 64-bit source data are enciphered at each cycle. After
192 operation cycles, the previous 64-bit-cryptogram unit
is also used for selecting the 64-bit random number with
the 64-bitparity operation on the diagonal line of a 64x64-
bit-chaos pattern, and the system continues generating 64-
bit random numbers. The random number generation of
a proposal cipher system also takes into consideration the
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Table 1: Specification of proposed cipher system

Method CA based chaos stream cipher
CAform one dimensional, uniformed
rules 30, 86

Length of key| 32 < Kox, Kix, Koy, K1y < 64
Throuthput 64 bifcycle




ever, in the combined CA sequence, particular ones are ré- Conclusion

duced considerably and its frequency characteristic is close
to white noise. Moreover, in the mixed CA sequence, its e proposed a method for CA-based stream cryptogra-
characteristics are improved. phy with variable-length key and evaluated the cipher sys-

Figure 8 shows results of our system operation. We cof€M- T0 change the connection of cells of one-dimensional
firmed that the encryptigdecryption were performed nor- CA, We controlled the key length of the cryptography. Ar-

mally and the dierence patterns were generated with thE2N9ing combinations and mixing CA-chaos sequences in
initial images, even if the same key was used. time and space, we concealed a feature of the CA-chaos se-

quences, and we improved their frequency characteristics,
_ _ _ which became similar to those of white noise. Moreover,
6. Consideration of Cipher Attack using selection of PNSs are applied to our system, we pro-

_ tected the internal state of the system from the attacks. The
In the proposed cipher system, two chaos sequences fgher system was simulated, we conformed that the en-

combined. Here, the separation problem of chaos can e?yptiorydecryption throughput was 64 liiycle.
given to attackers. Moreover, in mixing and compressing of

the chaos sequence, the chaos-generated values generated
at different times are used. Since the data mixture on space

time is applied to our system, this operation reduces t ] Tsueike M, Ueta T, Nishio Y. "An application of two-

correlation of PNS[6]. In extracting the random number, dimensional chaos cryptosystem.” Tech. Rep. of IE-
number with spatial distance is extracted and the internal |~ "\ pg6-19 May 1996 ' ' '

state is concealed by selecting a number using an internal
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output prediction and key recovery cannot be performed.
Therefore, recovery of the internal state passes through
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e Recovery of selected PNS
e Decision of variable-length key positions
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220 and 499 respectively. Therefore, if there is an inter-
nal state recovery attack against our system, computational
complexity will increase more than it would with a brute
force attack.
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