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Abstract—We have applied the open-plus-closed-
loop control method, recently devised by Grosu et al.,
to secure communications using chaos masking. In
our method, a message is treated as part of the pa-
rameter mismatch between the chaotic oscillators in-
stalled on a drive and a response system. In the drive
system, a message is added to the state variable of
the chaotic oscillator as dynamical noise and thus the
time-integrated message is encrypted by the chaotic
signal. In the response system, the message is de-
crypted by subtracting the chaotic carrying signal re-
produced by chaotic synchronization using the open-
plus-closed-loop control method from the received sig-
nal, followed by differentiation with respect to time.
We show our experiment for the encryption and de-
cryption of an actual speech signal to assess the per-
formance of our method.

1. Introduction

Chaos synchronization is one of important discoveries
in nonlinear science, which has stimulated the devel-
opment of applications of chaos [1, 2]. An outstanding
example is secure communications using chaos mask-
ing, which was discovered by Cuomo, Oppenheim and
Strogatz [3, 4]. Their method relies on the fact that
a couple of identical chaotic oscillators sharing a par-
ticular state variable can synchronize with each other
because of negativity of the conditional Lyapunov ex-
ponents. It has recently been applied to a commer-
cial communications network system with optical de-
vices as the chaotic oscillators [5]. Advanced anal-
ysis concerning chaos-based communications have re-
cently been performed, for instance, in [6, 7]. However,
Cuomo-Oppenheim’s method has two weak points.
One is negativity of the conditional Lyapunov expo-
nent and the other is parameter mismatch between
chaotic oscillators that is unavoidable in actual com-
munications systems. Because of negative conditional
Lyapunov exponents, which are required for the syn-
chronous state of the oscillators to be dynamically sta-
ble, we are obliged to have a narrow choice of the dy-
namics governing the oscillators and the mode of cou-
pling between the oscillators. This allows eavesdrop-

pers to identify the dynamics. Parameter mismatch
causes a technical problem of the need to precisely
tune the chaotic oscillators installed on the drive and
response systems.

We have recently proposed an alternative method
for secure communications using chaos masking that is
free from not only the conditional Lyapunov exponent
but also the precise tuning of the chaotic oscillators
[8]. Our method is based on chaotic synchronization
using the open-plus-closed-loop (OPCL) coupling re-
cently devised by Grosu and co-workers [9]-[13]. In
our method, a message is treated as part of the pa-
rameter mismatch between the chaotic oscillators and
added to a state variable of the chaotic oscillator of
the drive system as dynamical noise. In this man-
ner, the time-integrated message is encrypted by the
chaotic signal. In the response system, the message
is retrieved by subtracting the chaotic carrying signal
reproduced by the OPCL control method from the re-
ceived signal, followed by differentiation with respect
to time. The parameter mismatch as well as the pa-
rameter of the chaotic oscillators are used as the keys
to synchronize the chaotic oscillators of the drive and
response systems, which may improve the security of
communications.

In this paper, we demonstrate our experiment for
the secure communications of an actual speech sig-
nal to test the utility of our method. In section 2,
we provide a short summary of the mathematics of
our method. In section 3, we show the procedure and
experimental system for our experiment and show re-
sults. In sections 4 and 5, we discuss our results and
make conclusions.

2. Theory

The main points of the OPCL control method are
as follows. For details, see [9, 10]. Let us consider
making y(t) € R? synchronous with z(t) € R? whose
time evolutions are governed by © = F(x) + AF(x)
and § = F(y) + C1() + Cala,9): | y(t) — () |— 0
as t — 0o. AF denotes parameter mismatch. The
open-loop coupling C; and the closed-loop coupling
Cy are given as Ci(x) = ¢ — F(z) and Cy(z,y) =
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[H — DF(z)](y — x), respectively, where DF(z) is the
Jacobian matrix (€ My) of F evaluated at x and H
(€ My) is a Hurwitz matrix whose eigenvalues have
a negative real part. Complete synchronization of y
with z is realized when introducing both Cy and Cs.
Let us assume that x is close to y as a consequence of
the open-loop coupling C;. Then, F(y) is written as
F(y) ~ F(z)+ DF(x)(y — x) using Taylor’s expansion
and the time evolution of the difference e = y — x is
subject to é = H(y — ) = He. The negative real
part of the eigenvalues of H leads to e — 0 as t — o0,
despite the parameter mismatch AF(z). The synchro-
nization of y with x is thus achieved irrespectively of
the conditional Lyapunov exponent.

We next show a concrete procedure for our method
on the basis of the OPCL control method using chaotic
oscillators subject to the Sprott equations [10, 14]. Let
us express the state variables of a drive system as x1,
xo and x3 € R and the corresponding variables of a
response system as yi, y2 and y3 € R. A message
signal m(t) € R is encrypted using

iy = —(k+Ak)(z2 +m) , (1)
Ty = x1+1x3, (2)
3 = x1+ (x2+ m)2 — 3, (3)

where k is a parameter and Ak is parameter mismatch.
The message is continuously input into the equations
as dynamical noise to x5 as if m were part of the pa-
rameter mismatch. Thus, m is mixed into the carrying
signal xo and numerically integrated. We make the
magnitude of m sufficiently smaller than that of the
carrying signal, i.e., || m ||<|| z2 ||, not to seriously
deform the message.

The response system receives the x, signal that con-
tains the integrated message. The message can be de-
crypted using

U1 = —ky2 — Akxy (4)
Y2 = y1+Yys, (5)
gs = y1+ys—ys— (L+2x2)(y2 —22), (6)

where we use the Hurwitz matrix H given in [10].

0 —k 0
H=|1 0 1 (7)
1 -1 -1

Because g5 is synchronized with the chaotic component
of the received signal, subtraction of y, from x5 and
the subsequent differentiation of x5 — y» with respect
to time enable the retrieval of the original message m.
The parameter mismatch Ak must be exactly known
to achieve the synchronization of the chaotic oscillator
in the response system with that in the drive system.
Accordingly, Ak is a key for decrypting the message.

3. Numerical Experiments

We conducted an experiment to test our idea. In
this experiment, a speech signal “Yes, we can.” ar-
ticulated by one of the authors (Y.Y.) was used as a
message. Our experimental procedures are as follows.
The speech signal was acquired in the WAV format
using a microphone of high quality (Shure SM81) and
a sound processing system (Yamaha MWS8CX) under
a sampling frequency of 11.025 [kHz| and a quantiza-
tion precision of 8 bits. The file format of the message
was converted to the TEXT format. Subsequently, the
numerical calculation for the encryption and decryp-
tion of the message was performed using the method
described in the preceding section on a personal com-
puter. The file format of the message after encryption
and decryption was again converted to the WAV for-
mat. Then, we listened to the original, encrypted and
decrypted messages with a speaker system and com-
pared their sound qualities to assess the performance
of our method for secure communications.

The parameter and parameter mismatch of the
Sprott oscillators were set to k = 0.225 and Ak =
0.0225 (10 % parameter mismatch), respectively. In
the encryption and decryption of the message, the
fourth-order Runge-Kutta method was applied to nu-
merically integrate the equations with the time width
equivalent to 11.025 [kHz]. After discarding the initial
transient part of x1, x2 and z3, the speech signal was
added to x2 as dynamical noise in the drive system.
Then, the zo signal containing the speech signal was
transmitted to the response system. The maximum
amplitude of the speech signal relative to that of the
carrying signal was adjusted to be || m || / || z2 ||=
1074,

Figure 1 displays the original speech signal “Yes,
we can”. The chaotic signal zo containing the time-
integrated message generated by the drive system and
the chaotic signal y, retrieved using the OPCL control
method by the response system are shown in Figs. 2
and 3, respectively. There was no discernible differ-
ence in between xo containing the message and ys.
That is, the encrypted signal sounded like noise con-
taining no audible message. The message decrypted
by the response system is shown in Fig. 4. For com-
parison, we show the same part of the speech signal
before and after encryption and decryption in Figs. 5
and 6, respectively. The decrypted message is substan-
tially similar to the original message shown in Fig. 1,
although it sounded slightly noisy comparing with the
original message. These observations indicate that our
method for secure communications works as expected.
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Figure 1: Original message “Yes, we can.
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Figure 2: Chaotic signal xo containing message gener-
ated by drive system.

4. Discussion

In our method, the message is treated as dynami-
cal noise added to a state variable of the chaotic os-
cillator of the drive system when encrypting a mes-
sage. The variable should be selected in terms of the
exclusiveness of a parameter mismatch in multiplying
it with the variable. Thus, the message is viewed as
part of the parameter mismatch. This is in contrast
to Cuomo-Oppenheim’s method in which a message
is superimposed as additive (observational) noise on
a carrying signal when transmitted to the response
system. The message is decrypted using chaotic syn-
chronization by OPCL coupling between the chaotic
oscillators in drive and response systems having pa-
rameter mismatch. The parameter mismatch is an in-
dispensable key for decryption. The response system
cannot retrieve the message from the received signal
without knowledge of the parameter mismatch. When
the chaotic oscillators have multiple parameters and
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Figure 3: Chaotic signal y, retrieved by response sys-
tem.
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Figure 4: Decrypted message.

parameter mismatches, we can achieve multiplex en-
cryption and decryption of multiple messages. This
has recently been shown using chaotic oscillators sub-
ject to the Lorenz equations by the authors [8].
Another benefit of our method is also brought about
by the use of OPCL coupling. It makes our method
free of the negativity of the conditional Lyapunov ex-
ponents indispensable for the stability of the synchro-
nization manifold. In fact, we have not considered the
conditional Lyapunov exponents in the present exper-
iment using the Sprott oscillators. This allows us a
wide selection of the dynamics governing the chaotic
oscillators installed on drive and response systems.

5. Conclusion

We have shown the applicability of the OPCL control
method to chaos-based communications through our
experiment for the encryption and decryption of the
speech signal. Our method provides two benefits that
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Figure 5: Part of original message (before encryption).
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Figure 6: Part of decrypted message.

are absent in Cuomo-Oppenheim-Strogatz’s method.
One is freedom from negativity of the conditional Lya-
punov exponents in selecting the dynamics governing
the chaotic oscillators. The other is the use of param-
eter mismatch between the oscillators as the key for
encryption and decryption. However, our recent work
has revealed a weak point of our method that a mes-
sage cannot be entirely masked by a carrying signal in
the frequency domain [8], which remains to be studied
as an open problem.
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