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Abstract—In this paper we propose an alternative way
to study robustness and vulnerability of complex networks,
applying a modal analysis. The modal weights of the net-
work nodes are considered as a measure for their busyness,
which is further used for preferential removal of nodes and
attack simulation. Analyses of the attack vulnerability are
carried out for several generic graphs, generated according
to ER and BA algorithms, as well as for some examples
of manmade networks. It was found that a modal weight
based attack causes significant disintegration of manmade
networks by removing a small fraction of the busiest nodes,
comparable to the one based on the node degree and be-
tweenness centrality.

1. Introduction

In the last few decades complex networks having irregu-
lar structure and heterogeneity have been subject to very
active researches. Topology and statistical physics play
the major role in structure analysis of complex networks.
In complex infrastructure networks nodes are entities that
produce, transform or consume a resource (e.g. genera-
tors, substations or loads in electricity networks), while the
edges are physical or virtual entities linking the nodes and
enabling flow of a physical quantity, information or influ-
ence. Many years of experience have generated a consistent
system of statistical measures describing properties that are
common to most of the real-life networks. Several generic
models such as Erdos-Renyi (ER random graph), Watts-
Strogatz (WS small world) and Barabasi-Albert (BA scale-
free) models have been established and investigated[1-7].
In several papers by Albert et al. error and attack tolerance
of complex networks are studied and some general conclu-
sions, further confirmed through many other real-life net-
works analyses[2] were made. The preferential removal of
nodes and edges, which is a way to model attacks, in the
aforementioned papers was based on the centrality mea-
sures. Thus, the effects of nodes removal according to their
degree and betweenness centrality on the network fragmen-
tation, giant component size, the diameter of the network,
average shortest path and efficiency were investigated[6]. It

was shown in heterogenous networks (scale-free) that the
diameter increases dramatically when they’re the subject
of attacks, while in the homogenous networks there is no
significant difference as to whether the nodes are chosen
randomly (removals referred to as errors) or preferentially
according to their connectivity or betweenness centrality.
In real-life networks, such as power grids, urban networks,
communication networks, centrality measures are not al-
ways the best way to assess the nodes or edges busyness.
In this work we apply the methods from structural dynam-
ics based on modal analysis to investigate complex net-
works and their vulnerability, which is a novel approach.
We make an attempt to find the different modes of flow in a
complex structure and to assign modal weight to each node
and edge. We further use this data to rank the nodes and
edges by their modal weight and to simulate attacks based
on the modal rank.

2. A brief description of the methodology

In this section we present the main aspects of the
methodology used to simulate attacks and analyze the
changes in the network properties. Several different net-
works topologies were investigated and their attack vulner-
ability was analyzed. Vulnerability (or contrarily robust-
ness) of a network refers to the ability of a network to avoid
malfunctioning when a damage is caused, which means a
fraction of its constituents is removed. Speaking with the
language of topology, modeling damages and failures of
complex networks can be performed by deleting vertices
or edges.

The issue of vulnerability has been actively studied in
the last few decades and significant conclusions have been
derived. The first numerical studies on network robustness
refer to the Internet and a sample of the World Wide Web
[2, 8]. Albert et al. have studied how the properties of the
mentioned networks change when a fraction f of the nodes
is removed[2]. The nodes are randomly deleted to simulate
errors, or in decreasing order of their degree to simulate at-
tacks. It was shown that both the Internet and WWW are
persistent for high rates of random node removal i.e. persis-
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tent to errors, but sensitive to attacks. This corresponds to
the mathematical predictions for scale-free networks, con-
firming once more that most of the real-life examples of
networks are most adequately described by the scale-free
model.

Crucitti et al. examined the dependence of average
shortest path and the global efficiency of BA scale-free
network and ER random graph on the fraction of the re-
moved nodes. It was shown that the differences between
scale-free networks become less pronounced as the frac-
tion of removed nodes increases. The scale-free networks
are the most affected by attacks, even if a small fraction
of nodes is removed (sometimes a single one) [9,10]. It is
worth mentioning that as a network becomes unconnected
(larger fraction of nodes are removed), the global efficiency
is a better quantity to describe the system than the average
shortest path.

In the present paper we investigate the vulnerability of
several different topologies, simulating attacks by remov-
ing nodes according to their degree, betweenness centrality
and modal weight. First we were concentrated on analy-
sis of some generic networks, for which the modal analysis
has not been applied so far, thus we generated networks
according to the ER model (random graphs) and scale-free
networks according to the BA model.

2.1. Methods to assess busyness of nodes and lines

As it was mentioned above, attacks are simulated by
preferential removal of nodes and lines. The problem of es-
tablishing quantitative criterion to rank the nodes and links
of a network and to model attacks by preferential removal
is still open in the scientific community. Thus, from the
point of view of the mathematical modeling of network vul-
nerability, it is of great importance to develop methods for
assessing node and line busyness. In the literature several
methods for this are pointed out. Usually, statistical mea-
sures such as closeness and betweenness centrality are uti-
lized for busyness assessment. In our work, partially pre-
sented in this paper, an attempt to apply modal analysis
for nodes and lines assessment and their ranking according
to the busyness will be undertaken. Ranking based on the
modal analysis will be compare to the ranking according
to centrality measures. A brief theoretical background on
the spectral and modal analysis is given in the paragraph
below.

2.2. Spectral and modal analysis - brief theoretical
background

Much relevant information about complex networks can
be obtained by analyzing the topological properties of the
graph which represents the network. One of the most fre-
quently utilized methods to examine the topological prop-
erties of a graph is based on the analysis of the eigenvalues
of the graph Laplacian, given by:
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Figure 1: Nodal distribution of the modal weight for one of
the possible modes obtained by the modal analysis

where D is a diagonal matrix whose elements are Djj = D;,
where Dj stands for the degree of the corresponding node
and i = 1 to n and A stands for the adjacency matrix[11].

Modal analysis, which is a method originating from
structural dynamics, can be applied to assess the robust-
ness of structures by analyzing oscillating modes. The idea
to apply a similar approach to complex networks, was first
introduced by Gutierrez et al. in a case study of vulnera-
bility of a power grid segment [12]. We here give a brief
mathematical background of the modal analysis. In order
to quantify the influence of each oscillating mode on each
network node, one should determine the modal connectiv-
ity matrix I'. The I matrix is defined as

r=Lo® @)

where L’ stands for the transposed Laplacian and ® is a
matrix composed of the Laplacian eigenvectors. Let us de-
note the modal connectivity matrix elements by v; j, which
represents the contribution of the j mode to the i node.
Fig. 1 illustrates the nodal distribution of a particular mode
for one of the considered networks.

Modal contributions to each node can now be determined
as

n
Wi= > lyijhyijerl @)
=1
for i=1 to n. The modal contribution is a measure of the
load each node receives, thus the modal contribution w; can
be used to rank the nodes according to their busyness. The
modal ranking of the nodes was used to develop a strategy
for each theoretical study of the power grid vulnerability.
The modal spectral analysis can be also applied to assess
busyness of lines. The modal load of a line is given by
the sum of the absolute values of the differences between
modal contributions of neighboring nodes[13,14]

n
lij= Z [vik — Vixl 4)
k=1

3. Results and discussion

The modal analysis was first applied to random net-
works generated by Erdos-Renyi and Barabasi-Albert mod-
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Figure 2: The dependence of the relative size of the giant
component on the fraction of removed nodes for a random
ER graph with 1000 nodes and average degree 3.5

els. The latter represents scale-free networks that are usu-
ally a better description for real-life networks. Networks
having 1000 nodes and average degree 3.5 and initially
connected, were investigated. Modal analysis and ranking
of the nodes according to their modal weight was carried
out by a programming code developed for the purposes of
this work.

The rankings according to the node degree, betweenness
centrality and modal weight were compared, which was
further used to develop a strategy to simulate attacks on the
networks. The Spearman’s correlation coefficient between
the rankings according to the modal weight and the be-
tweenness centrality is about 0.56462, while the correlation
between modal ranking and closeness centrality is about
0.5. Thus, we can conclude that there is no high correlation
between these ranking criteria. However, we find that the
modal weight of the nodes is a reliable measure for a node
utilization and busyness, especially for manmade networks
(power grids, urban networks, internet), where the flow of
the physical quantity transported through the network is of
importance. Therefore, we analyzed the vulnerability of
complex networks by preferential removal of the nodes ac-
cording to their modal weight and we compared the results
with those obtained by preferential removal according to
the standard measures.

We applied two different strategies to examine the at-
tack vulnerability of the considered networks. First one,
so called non-adaptive strategy, uses the initial ranking of
the nodes, without recalculating the properties after a re-
moval of a fraction of nodes. In the second adaptive strat-
egy, the modal weight, as well as the betweenness centrality
and nodes’ degree were recalculated after each deletion of
nodes, and the new ranking was utilized.

The dependence of number of clusters, the diameter and
the relative size of the giant component on the fraction of
deleted nodes was tracked in our simulation. The failure
of the random ER network considered in this work, tracked
by the decrease in the relative size of the giant component
with the deletion of nodes is represented in Fig. 2. The
same analysis for the scale-free graph is given in the Fig.
3.

In agreement with the recent findings [2, 8-10], our re-
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Figure 3: The dependence of the relative size of the giant
component on the fraction of removed nodes for a random
SF graph with 1000 nodes and average degree 3.5

fiailure due to attack by modal weight

example of 3 manmade network

Figure 4: Attack vulnerability of a manmade network com-
pared to an adequate generic BA graph, both networks has
524 nodes, average degree 3.5 and similar degree distribu-
tion

sults confirm that the scale-free networks are more vulnera-
ble than ER networks, when submitted to attacks (preferen-
tial removal of nodes). Analyzing the graphs, one can no-
tice that deletion of nodes of the considered scale-free and
ER networks according to their connectivity and between-
ness centrality is a more efficient strategy to disintegrate a
generic network.

The analysis was also applied to several examples of
manmade networks, sectors of the European power grid
were investigated from two perspectives. The first one was
a bhasic topological analysis, which means the weights of
the edges (power transmission lines) were neglected (set to
one), and the second one involves also the weights of the
lines. We here present the results from these investigations

Man-made Power Network Attack Vulnerability

Figure 5: Attack vulnerability of a manmade network, sim-
ulated by an adaptive strategy, for unweighted graph, hav-
ing 524 nodes and average degree of 2.4
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Man-made Power Network Topology Attack Vulnerability
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Figure 6: Attack vulnerability of a manmade network, sim-
ulated by an adaptive strategy, for weighted graph, having
524 nodes and average degree of 2.4

for only one of the considered sectors, since the results are
rather similar. A non-adaptive strategy for a manmade net-
work lead to the results, that are represented in comparison
to those for an adequate BA scale-free network in Fig. 4,
while the results obtained by the adaptive strategy are given
in Fig. 5and 6. As it is obvious from the presented anal-
yses the modal weight based strategy could be an efficient
method to disintegrate a manmade network by removing a
small fraction of nodes (consider the range of the fraction
of removed nodes between 0 and 0.06).

4. Conclusions

In this paper a modal analysis based study of the attack
vulnerability of generic and manmade networks was pre-
sented. The modal analysis was for the first time applied
to random graphs generated by the basic Erdos-Renyi and
scale-free Barabasi-Albert algorithms. The modal weight
was introduced as an assessment criterion of the nodes and
lines busyness, which was further used to rank the nodes.
A low correlation between the rankings according to the
closeness and betweenness centrality and modal weight
was found. Attack simulations were carried out by using
two different strategies - adaptive and non-adaptive. The
preferential removal of the fractions of nodes was based on
the three different criteria (the nodes connectivity, between-
ness centrality and modal weight).

It was confirmed once more that the scale-free BA
graphs are more sensitive to attacks than random ER
graphs, even when the attacks are planned using the re-
sults of modal analysis. In addition, the attack vulnerability
analysis was also applied to several examples of manmade
networks. From the topological point of view attacking the
network according to the node degree proved to be the most
efficient strategy, especially for generic networks. How-
ever, the disintegration of the manmade networks caused
by a modal weight based attack at initial steps is as sig-
nificant as a disintegration based on the node degree or be-
tweenness centrality. The low correlation between the node
degree and modal weight shows that the most connected
nodes are not at the same time the most loaded nodes, so
the modal analysis could be sufficient to detect the busi-

est nodes. Even though the rate of fragmentation is higher
when the attacks are planned by the node degree, a busi-
est node deletion can cause overloading of the neighboring
nodes and provoke a cascading failure. Thus, a modal anal-
ysis could be a complementary method for vulnerability as-
sessment to the methods based on centrality measures, aim-
ing at detection, protection and safety of the busiest com-
ponents.
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