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Abstract– We propose a post-processing method for 
fast random bit generation with chaotic semiconductor 
lasers. Chaotic laser output and its time-delayed signal are 
sampled and converted into 8 bit values. The order of the 8 
bit sequence of the time-delayed signal is reversed and 
bitwise exclusive-or operation is executed between the bit-
order-reversed signal and the original chaotic signal, 
resulting in random bit sequences. For the proposed post-
processing method, it is not necessary to extract the least 
significant bit from random bits to obtain good-quality 
random bit sequences. Experiments with off-line post-
processing indicate that the equivalent generation rate of 
random bit sequences can be achieved up to 400 Giga bit 
per second (Gb/s) (8 bit/sample × 50 Gigasample/second). 
The randomness of the generated bit sequences are tested 
by using statistical tests of randomness. We investigate the 
bias of each significant bit and it is found that the proposed 
post-processing method can succeed in generating uniform 
distribution of the bias of each significant bit.  

 
1. Introduction 

 
Random numbers play extremely significant role in the 

cryptographic technology and large scale simulation such 
as Monte Carlo method [1]. The generation techniques of 
random numbers can be classified into two types: 
deterministic pseudorandom number generation and non-
deterministic physical random-number generation. 
Pseudorandom numbers can be generated by a 
deterministic algorithm and seeds (initial conditions) 
implemented using digital logic, and fast generation of 
pseudorandom numbers can be achieved, determined by 
clock speed of digital circuits. However, pseudorandom 
number sequences have periodicity and reproducibility, 
which can be a weakness for applications in information 
security. On the other hand, non-deterministic physical 
random number sequences have aperiodicity and un-
reproducibility because they are generated by non-
deterministic physical phenomena. However, the 
generation speed of physical random numbers devices has 
been limited at hundreds of Megabit per second (Mb/s) 
due to the limitation of randomness extraction speed. Fast 
physical random number generators are required for new 

types of security systems such as quantum cryptography 
[2] and information-theoretic security [3] as well as large 
scale numerical computations [1]. 

 Recently, new techniques for physical random number 
generators that utilize chaotic semiconductor laser to 
generate random bits at the speed of more than 1 Gigabit 
per second (Gb/s) has been introduced and demonstrated 
experimentally [4-8]. The generation speed of a physical 
random number generator has been reported at 1.7 Gb/s in 
real time using 1-bit analog-to-digital converters (ADCs) 
and a 1-bit exclusive-OR (XOR) gate for post-processing 
[4]. Moreover, random bit generators using chaotic lasers 
with the equivalent generation rates ranging from 12.5 ~ 
300 Gb/s have been reported by using multi-bit ADCs and 
off-line post processing methods [5-8]. These multi-bit 
post-processing methods require the elimination of some 
of the most significant bits (MSBs) to generate uniformly 
distributed multi-bit random sequences, which can cause 
the reduction of the generation rates [5-8]. Developing 
more effective post-processing techniques without MSB 
elimination are important for implementing fast random 
bit generators with chaotic lasers from an engineering 
point of view. 

In this study we propose a new post-processing method 
for a fast random bit generator with chaotic semiconductor 
lasers. A chaotic signal and its time-delayed signal are 
sampled by 8-bit ADCs and the order of 8-bit sequences 
of the time-delayed signal is reversed. Bitwise XOR 
operation is carried out between the bit-order-reversed 
signal and the original chaotic signal to generate random 
bit sequences. The equivalent generation rate up to 400 
Gb/s is demonstrated in an experiment with the post-
processing done off-line. 

 
2. Random bit generation with post-processing 

 
Random bit sequences can be generated from a 

temporal waveform of bandwidth-enhanced chaotic signal 
and its time-delayed signal [6]. Figure 1(a) shows the 
scheme of random bit generation with the proposed post-
processing method. The output of a chaotic semiconductor 
laser with optical feedback is injected into another 
semiconductor laser which has no optical feedback. The 
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bandwidth of the injected chaotic semiconductor laser is 
enhanced due to the optical injection. The output of the 
bandwidth-enhanced chaotic laser is detected and 
converted into an electric signal by photodetector. The 
electric chaotic signal is divided into two signals, and one 
signal is electrically time-delayed through an additional 
transmission line. The two chaotic signals are sampled 
and converted into 8 bits value by an 8-bit analog-to-
digital converter (ADC). 

 The obtained 8-bit sequences and the post-processing 
procedure are shown in the step 1 of Fig. 1(b). We call the 
8-bit chaotic signal “Ch1” and its time-delayed signal 
“Ch2”, respectively. In the step 2 of Fig. 1(b), the order of 
8-bit sequence of the Ch2 signal is reversed for each 
sampling point, i.e., the 8-bit sequence a8a7…a1 is 
changed to a1a2…a8, where ai is the i-th significant bit of 
the 8-bit sequence. The reversed 8-bit Ch2 signal is 
referred to as Ch2R. In step 3, bitwise XOR operation is 
carried out between the Ch1 and Ch2R signals at each 
sampling point, and random bit sequences are generated. 
It is worth noting that no elimination of some of MSBs is 
required for the proposed post-processing method, unlike 
for the previous methods [5-8]. The random bit sequence 
generated by this post-processing method is referred to as 
Ch1 XOR Ch2R.  
 

 
 

 
 
 
 

 
 
 
 
 
 

STATISTICAL TEST P-value Proportion RESULT
frequency 0.709558 0.9910 SUCCESS
block-frequency 0.193767 0.9920 SUCCESS
cumulative-sums 0.399442 0.9920 SUCCESS
runs 0.928857 0.9820 SUCCESS
longest-run 0.388990 0.9840 SUCCESS
rank 0.970302 0.9930 SUCCESS
fft 0.836048 0.9810 SUCCESS
nonoverlapping-templates 0.003322 0.9820 SUCCESS
overlapping-templates 0.548314 0.9860 SUCCESS
universal 0.275709 0.9850 SUCCESS
apen 0.348869 0.9880 SUCCESS
random-excursions 0.122900 0.9825 SUCCESS
random-excursions-variant 0.002748 0.9809 SUCCESS
serial 0.027313 0.9930 SUCCESS
linear-complexity 0.397688 0.9910 SUCCESS
Total 15  

 
 
 
 
 
 

STATISTICAL TEST P-VALUE RESULT
birthday spacing 0.038946 SUCCESS KS
overlapping 5-permutation test 0.688794 SUCCESS
binary rand test for 31 × 31 matrices 0.922511 SUCCESS
binary rand test for 32 × 32 matrices 0.555641 SUCCESS
binary rand test for 8 × 6 matrices 0.115215 SUCCESS KS
bitstream test 0.005530 SUCCESS
overlapping-pairs-space-occupancy test 0.012400 SUCCESS
overlapping-quadruples-space-occupancy test 0.004800 SUCCESS
DNA test 0.005300 SUCCESS
count-the-1's test on a stream of bytes 0.614364 SUCCESS
count-the-1's test for specific bytes 0.008804 SUCCESS
parking lot test 0.666387 SUCCESS KS
minimum distance test 0.632756 SUCCESS KS
3D-spheres test 0.961739 SUCCESS KS
squeeze test 0.707630 SUCCESS
overlapping sums test 0.139870 SUCCESS KS
runs test 0.075993 SUCCESS KS
craps test 0.436289 SUCCESS
Total 18  

 
 
3. Result of random bit generation 

 
3.1. Statistical tests of randomness 

 
A random bit sequence is generated at the rate of 50 

Gigasample per second (GS/s) in the off-line post 
processing. The equivalent generation rate of the random 
bit is 400 Gb/s (= 8 bit × 50 GS/s).  In order to evaluate 
the randomness of the generated bit sequences, we use de-
facto standard statistical tests of randomness: National 
Institute of Standard Technology Special Publication 800-
22 (NIST SP 800-22) and Diehard tests [9,10].  

Table 1 shows the result of NIST SP 800-22 for the 
generated random bit sequences. The NIST SP 800-22 test 
consists of 15 statistical tests as shown in Table 1. The 
tests are performed by using 1000 samples of 1-Mbit 
sequences with the significance level of α = 0.01. The 
generated random bits pass all the NIST SP 800-22 tests 
as shown in Table 1. 

Fig. 1  (a) Scheme of random bit generation. (b) Detail 
steps of the proposed post-processing method. 

Table 1  Result of the NIST SP 800-22 tests. The P-
value should be larger than 0.0001, and the proportion 
should be in the range of 0.99± 0.0094392 to pass the 
tests. For the tests which produce multiple P-values 
and proportions, the worst case is shown. 

Table 2  Result of the Diehard tests. “KS” indicates the 
Kolmogorov-Smirnov (KS) test. For the tests which 
produce multiple P-values without the KS test, the 
worst case is shown. 
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Table 2 shows the result of Diehard tests for the 
generated random bit sequences. The Diehard tests is 
performed by using a 74-Mbit sequence. The significance 
level of α = 0.01 is used for the Diehard tests. The 
generated random bits pass all the Diehard tests as shown 
in Table 2. Therefore, we found that the random bit 
sequence generated by the proposed post-processing 
method can pass all the statistical tests of NIST SP 800-22 
and Diehard. 
 
 
3.2. Histogram of generated bit sequences 

 
We investigate the histogram of the 8-bit chaotic signal 

and the signal generated after the XOR operation. Figures 
2(a) and 2(b) show the 8-bit histogram of the chaotic 
signal (Ch1) and its time-delayed signal (Ch2), 
respectively. Figure 2(c) shows the 8-bit histogram of the 
bit-order-reversed signal (Ch2R). Figure 2(d) shows the 
histogram of random bit sequence generated by two post-
processing methods. One is the proposed post-processing 
method shown in Fig. 1 (referred to as Ch1 XOR Ch2R). 
For the other method, only bitwise exclusive-or between 
Ch1 and Ch2 is used (referred to as Ch1 XOR Ch2) [6]. In 
Fig. 2(d), the histogram of Ch1 XOR Ch2R is more 
uniform than that of Ch1 XOR Ch2. This result supports 
the fact that the random bit sequences generated by the 
proposed post-processing method (Ch1 XOR Ch2R) pass 
all the statistical tests as shown in Tables 1 and 2. 
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3.3. Bias of significant bit 
 
In order to investigate the effect of the post-processing, 

we examine the “bias” of significant bit. The bias of i-th  
(i = 1,…,8) significant bit bi can be defined as the 
following equation, 

ii Pb −= 5.0 .  (1) 
where Pi represents the probability of the occurrence of 
bits 1 for the i-th significant bit. Larger bias of a bit means 
less randomness. 

Figure 3 shows the bias of the significant bit of the two 
chaotic signals and the multi-bit sequences generated by 
the two post-processing methods of Ch1 XOR Ch2 (Fig. 
3(a)) and Ch1 XOR Ch2R (Fig. 3(b)). The bias of 
significant bit is calculated by using 1-Gbit sequences for 
each significant bit. In Fig. 3(a), the original chaotic 
signals have different bias for each significant bit. It is 
found that a higher-order (larger i) significant bit has 
larger bias, except the MSB (i = 8). After the XOR 
operation, this characteristic remains for the bias of the 
bits generated by Ch1 XOR Ch2, even though the bias 
becomes smaller, as shown in Fig. 3(a). Larger bias for 

Fig. 3  Bias of each significant bit for Ch1, Ch2, 
and Ch2R signals. The post-processing methods 
of (a) Ch1 XOR Ch2 and (b) Ch1 XOR Ch2R are 
used. 

Fig. 2  Histogram of 8-bit sequences. (a) Chaotic 
signal (Ch1), (b) time-delayed chaotic signal (Ch2), 
(c) bit-order-reversed time-delayed signal (Ch2R), 
and (d) random bits generated by the methods of Ch1 
XOR Ch2R (solid curve) and Ch1 XOR Ch2 (dotted 
curve). 
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some MSBs needs to be eliminated to produce good-
quality random numbers, as in the previous post-
processing methods [5-8]. On the contrary, the bias of the 
bit-order-reversed signal Ch2R shows the opposite bias 
distribution, where a lower-order (smaller i) significant bit 
has larger bias, as shown in Fig. 3(b). Due to the XOR 
operation between Ch1 and Ch2R, the bias of the output 
bits are reduced and a more uniform distribution is 
obtained after the post-processing of Ch1 XOR Ch2R, as 
shown in Fig. 3(b). The bias of each significant bit for the 
sequences generated by Ch1 XOR Ch2R is thus very small 
(~ 10-5) and more uniformly distributed than the bias for 
the original chaotic signal. 

 
 

4. Conclusion 
 
We have proposed a post-processing method for fast 

random bit generation with chaotic semiconductor lasers. 
Chaotic laser output and its time-delayed signal are 
sampled and converted into 8 bit values. The order of the 
8 bit sequence of the time-delayed signal is reversed and 
bitwise XOR operation is executed between the bit-order-
reversed signal and the original chaotic signal, resulting in 
random bit sequences. For the proposed post-processing 
method, no elimination of some of MSBs is required to 
obtain good-quality random bit sequences, unlike previous 
techniques. The equivalent generation rate of random bit 
sequences can be achieved up to 400 Gb/s (= 8 bit × 50 
GS/s). The randomness of the generated bit sequences are 
tested by using the statistical tests of randomness. We 
investigate the bias of each significant bit of random bit 
sequences and found that the proposed post-processing 
method can succeed in generating almost uniform 
distribution of the bias for each significant bit.  
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