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Abstract—
Pattern dynamics on coupled nonlinear systems and gen-

erated phase patterns are very interesting for the meanings
of the natural phenomena. There are several authentica-
tion systems using these nonlinear dynamics. In this study,
we propose a design of an authentication system using pat-
tern dynamics based on coupled chaotic maps. There is a
feature of uniqueness which the same pattern is generated
when the parameters and the initial conditions are all the
same. We show a framework of design for the authentica-
tion process using these features. Then, we make an appli-
cation as a software realized on a computer environment.
Furthermore, we also carried out statistical analysis for our
proposed system and showed validity of the system.

1. Introduction

Pattern dynamics and mechanism of organization in sev-
eral complex systems and natural fields attract many re-
searchers’ attention as a good model which can realize the
complicated phenomena in the real world. It is important to
investigate that biological patterns in the natural life such
animals and plants are individual and unique to distinguish
for several characteristics. Several patterns on the biolog-
ical systems is also attracted for several scientists in the
meanings of the natural pattern dynamics and generation
mechanism using Turing model[1]. On the other hand, cou-
pled chaotic systems and its dynamics can yield a wide
variety of complex and strange phenomena. The coupled
oscillatory systems existing in nature exhibit great vari-
ety of phenomena. These phenomena can be found in a
metabolic network, a human society, the process of a life,
self-organization of neuron, a biological system, an eco-
logical system and so many nonlinear systems. As one of
features for the chaos, it is difficult to forecast values in the
future because of sensitivity of their initial conditions and
complexity. Namely, there is a feature of uniqueness that
the same phase pattern is only generated when the param-
eters and the initial conditions are all the same. The stud-
ies of coupled map lattice (CML), globally coupled maps
(GCM) and so many studies related with such complex sys-
tems provided us tremendous interesting phenomena. Es-
pecially, we had reported the research on spatio-temporal
phase patterns on coupled chaotic maps using several non-
linear functions[2]-[3]. As you know, there are many au-

thentication algorithms of real usage in our computer en-
vironment to save several data with security. The previ-
ous study, we also reported a framework of an authentica-
tion system and a novel algorithm using the uniqueness of
chaotic pattern dynamics[4][5]. We focused on the unique-
ness of the generation pattern using this dynamics based on
the coupled chaotic maps.

In this study, we propose a design of an authentication
system using pattern dynamics on a network of the cou-
pled chaotic maps. Dynamics of pattern generation for the
coupled chaotic systems and its analysis are very important
for the meanings of the natural phenomena. We show a
framework and an authentication scheme using the pattern
dynamics. Then, we design and make an application as a
software realized on the computer environment. Further-
more, we also carried out statistical analysis for our pro-
posed system and showed validity of the system.

2. Pattern Dynamics of the Coupled Chaotic Maps

There are many nonlinear chaotic maps of both continu-
ous and discrete functions which can yield several chaotic
behavior. Chaotic maps are generally used for several ap-
proaches to investigate complex dynamics and several phe-
nomena on coupled network systems.

In this study, hereafter we use a fifth-power polynomial
function with respect to the origin using only odd num-
bered variables written as follows.

f (x) = ax5 − bx3 + cx (1)

wherea, b andc are parameters and positive values which
can determine for their chaotic feature. We can easily con-
firm that it generates chaos in this function when we choose
appropriate parameters and condition. We use this nonlin-
ear function as a chaotic cell in the coupled network.

An example of drawing for (1) is shown in Fig. 1 with
chaotic trajectories.

Figure 2 shows a two-dimensional CML network system
with one coupling strengthε. The chaotic map is regarded
as a cell of one of the network component, then let us con-
sider a network structure connected to four neighbors as
shown in Fig. 2. We can obtain several phase patterns on
the coupled chaotic maps in the computer simulation.

The equation of the network can be described for the
two-dimensional network system as follows.
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Figure 1: Chaotic map and its trajectories obtained bya =
4.9, b = 10.0, c = 4.4

Figure 2: 2-dimensional CML network model which each
chaotic cell are coupled to neighbors by coupling strength
ε/4

xi j (t+1) = (1−ε) f
(
xi j (t)
)
+
ε

4

∑
kl∈Ξ

f
(
xkl(t)
)

(2)

where t means a time,i and j are index numbers of the
cells, andΞ means four neighbor cells. The index number
obeys the cyclic rule in the coupling structure. Namely, the
cells of the edge and corners are attached by a cyclic rule
that is connected to the opposite side of the cell elements
by circulation.

Figure 3 shows several phase patterns for several param-
eters and network sizes. The initial value of all the cells
are put by random between -1.0 and 1.0. This figure in-
dicates a grade of synchronous state for phase difference
with an average of four neighbors, which is illustrated with
gray scale monotone colors between whiteand black
correspond to synchronous and asynchronous state, respec-
tively. Synchronous or asynchronous state is expressed as a
monochrome 256 gradations of gray-scale image by taking
from the target cell, when absolute value by the difference
between the target and the the average value of the four
neighbor cells is calculated. A unique pattern is only ob-
tained for the same parameters, iterations and their initial
conditions. It is one of the very important features that the
phase pattern generated by the condition and parameters is

(a) (b)

(c) (d)

Figure 3: Phase patterns at timet = 1000 for several pa-
rameters and network sizes. (a) 50×50,a = 4.87,b = 10.0,
c = 3.90, (b) 50×50, a = 6.94, b = 10.0, c = 3.55, (c)
25×25,a = 4.44,b = 10.0, c = 3.33, (d) 10×10,a = 4.90,
b = 10.0, c = 3.60

uniqueness. Namely, when the initial conditions, parame-
ters and iterations are all the same, the phase pattern and its
dynamics are all the same and shown its uniqueness. This
feature is a main concept and is used for an authentication
algorithm in this study.

We show some computer simulation results using the
proposed system1. Figure 4 shows the obtained cipher pat-
terns generated for two different parametersa. These pig-
ment patterns are as cipher images for the authentication
process. We easily confirmed that different phase patterns
are obtained when the parameters are slightly changed. The
image of left hand side means the initial phase pattern,
namely the initial phase pattern. The image of right hand
side means the generated phase pattern with given param-
eters after 100 iterations. We calculated the phase patterns
when the initial values at any points are changed for the
initial conditions. It was changed plus or minus sign of the
value for the original one. Figure 5 shows some examples
obtained by computer simulation when some initial condi-
tions are changed. Although it is difficult to evaluate from
the images, the obtained images are completely different
form the original one.

3. Design of the Authentication System using the Pat-
tern Dynamics

We propose a design of an authentication system using
these properties of pattern dynamics. Figure 6 shows a
framework of the design and the authentication process. At
first, we select and decide the parameters of the chaotic

1All simulation results were obtained by MATLAB 2012b (32bit) on
Windows 7 (64bit), Intel Core i7-820QM(1.73GHz), 4GB memory.
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Figure 4: Generated pattern att=100 for changing slightly
the parametera when the parametersb andc are 10.0 and
4.10

map and the coupling strengthε. We keep and store the
generated phase pattern with these parameters after spe-
cific iterations as a cipher code. The cipher and authen-
tication keys are these parameters of the chaotic map, it-
erations and coupling strength in this proposed system. In
order to discuss simply, let the initial condition be the same
matrix for computer simulation. We can change the values
at any position of the initial condition matrix. The authen-
tication process is carried out by comparing the obtained
pigment image pattern with the original stored image as a
cipher code mentioned before by gray-scale image or the
real value of each cell. The flowchart of the process is
roughly shown in Fig. 7.

In the authentication process, we can obtain phase pat-
terns with any parameters and iterations. If the same pat-
tern could be obtained, the authentication is success and
passed. Therefore, the authentication process is done suc-
cessfully when the all authentication keys are agreed with
the original one. On the other hand, when the parameters
and the initial conditions are slightly changed or not same,
we cannot never obtain the same phase patterns, that means
the authentication is failure and rejected. Therefore, even if
the authentication keys are slightly different, the generated
pattern is never reproduced to the original pattern. Please
note that the initial conditions are the same in whole com-
puter simulation.

If we choose a large scale of the number of the coupled
systems, the difficulty of decipher may be expanded to the
infinity. However, computer calculation time and costs are
increasing simultaneously. Thus, we can easily construct
a new scheme of the authentication system using pattern
dynamics on the coupled chaotic maps.

Table 1 shows simulation results in several network sizes
when the one initial condition is only changed for all cells.
It can be seen that the original pattern were never repro-
duced in the proposed scheme using computer calculation
process . Therefore, we consider that the proposed system
is valid as one of applications for the authentication algo-
rithms. As one of results in this proposed system, we con-
sider that security is very high, however calculation speed

(a)

(b)

Figure 5: Obtained pattern for changing the initial condi-
tion of plus or minus sign at some points. (a) one value at
(1, 1) is changed, (b) three values at (1, 1), (1, 6) and (7, 1)
are changed

Table 1: Statistic simulation results of pass through the au-
thentication by different initial conditions with changing
only one value to the original

Network size Number of trial Pass Cost [sec]

50×50 2500 0 5.697
25×25 625 0 4.189
10×10 100 0 1.359

is very slow as increasing the network size.
We show a software application constructed on the

MATLAB environment in order to evaluate the proposed
scheme. Figure 8 shows a screen shot of the design of
the authentication system as an application realized on the
MATLAB environment. In the authentication process, it is
assumed that an encrypted image necessary for authentica-
tion is stored in advance. To generate a pattern at the time
of authentication process, we first enter necessary param-
eters, the number of calculations, the network size and so
on, then we push the button to execute the authentication
procedure. After the authentication process, the calculated
and obtained image is compared with the stored original
image. As a result, if the image is the same, the authenti-
cation process is passed successfully. However if it is not
the same, the authentication process is failed. Thus, we
could show some degree of validity for the proposed sys-
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Figure 6: Framework of the authentication system and its
process

tem. At this moment, calculation costs are very high for a
large scale network in our proposed system. However, we
consider that validity and possibility of the proposed sys-
tem using chaotic dynamics could be shown. We are now
making applications on the other environments to evaluate
of effectiveness for this scheme, and will show some exam-
ples in the near future.

4. Conclusions

In this study, we had proposed a new scheme of the au-
thentication system using pattern dynamics based on cou-
pled chaos map and showed the effectiveness of our pro-
posed system. As an important property, when the pa-
rameters, number of calculations and initial values are all
the same, there is uniqueness of the generated phase pat-
tern in the coupled chaotic systems. Therefore, we found
that it is not possible to generate the same pattern if the
conditions were slightly different. Furthermore, we had
evaluated these properties and proposed the authentication
system using the pattern dynamics on the coupled chaotic
maps. Although there are still problems in actual operation
such as computation time, we are planning to solve these
problems in the future work.
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