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Abstract—Boolean network tomography is a network
monitoring scheme to identify failure nodes from end-to-
end measurements. We propose a Reflective Boolean Net-
work Tomography scheme for wireless mesh networks.
While multiple measurement nodes are deployed to trans-
fer probe packets in existing Boolean network tomography
schemes, only one measurement node is used in the pro-
posed scheme. The measurement node establishes round-
trip paths to transfer probe packets sequentially according
to candidate failure nodes. With simulation experiments,
we evaluate the performance of the proposed scheme.

1. Introduction

Network tomography estimates network internal charac-
teristics such as packet loss rates and delays from end-to-
end measurements [3]. In this paper, we consider Boolean
network tomography to identify failure nodes. In Boolean
network tomography, the relationship between end-to-end
measurements and node states are represented with a sys-
tem of Boolean equations and failure nodes are identified
by solving the equations.

Mukamoto et al. [5] propose an adaptive Boolean net-
work tomography scheme for wireless mesh networks. In
this scheme, several mobile measurement nodes, which are
referred to as measurement nodes hereafter, are connected
to nodes in a wireless mesh network. Measurement paths
between measurement nodes are sequentially established
according to candidate failure nodes, and probe packets
are transmitted on the paths. Although this scheme can
reduce the number of measurement paths comparing to
non-adaptive network tomography schemes, measurement
nodes need to cooperate with each other in order to estab-
lish paths and collect measurements.

In [6], in order to eliminate the cooperation among mea-
surement nodes, a reflective network tomography scheme
for estimating delays is proposed. In this scheme, only one
measurement node is deployed, and measurement round-
trip paths are established based on the mutual coherence [4]
of the routing matrix. Probe packets are then transmitted
on the paths and link delays are estimated by means of
compressed sensing. In this paper, based on this idea, we
consider a reflective Boolean network tomography scheme.
The proposed scheme has a coarse-to-fine structure as the
network tomography scheme proposed in [5]. The pro-
posed scheme first establishes several measurement round-

trip paths to roughly estimate a set of failure nodes, which
is referred to as a candidate set of failure nodes. The
candidate set is refined by iteratively adding measurement
round-trip paths, and failure nodes are identified from the
finally obtained candidate set.

The remainder of the paper is organized as follows. Sec-
tion 2 describes the network model and the basic idea of
the proposed scheme. Section 3 explains the measurement
path construction of the proposed scheme. In section 4, we
evaluate the performance of the proposed scheme. Finally,
we conclude the paper in section 5.

2. Boolean Network Tomography

2.1. Network Model

Let undirected graph G = (V, &) denote a wireless mesh
network, where V = {vy,vs,...,vy}and &E C V X V de-
note the sets of nodes and links, respectively, and N = |V|
denotes the number of nodes. We define node state vector
x = (xy xo -+ xy), where x, € {0,1} (n = 1,2,...,N)
denotes a state of node v, € V. There are two types of
nodes: normal nodes and failure nodes. We define the set
of failure nodes as Vg C V. x, is then given by

{ 0 ifv,€V\ Vg
Xn = 1

ifv, € Vg
We assume that normal nodes successfully transfer packets
with probability 1 and failure nodes drop them with proba-
bility 1.

We select a node in the network as the measurement
node. The measurement node establishes round-trip paths
and transmits probe packets on them. We hereafter re-
fer to measurement round-trip paths and probe packets as
measurement paths and measurement packets, respectively.
We define ‘W = {w,wa,...,wy} as a set of measurement
paths, where each path is defined as a set of nodes on the
path and M = |'W| denotes the number of the paths. We
also define measurement vector y = (y; y2 ...Yyum), Where
Ym = 0 (m € {1,2,..., M}) if measurement node v, suc-
cessfully receives a packet transmitted on w,, € ‘W, and
ym = 1 otherwise. From the assumption of packet loss
probability, a packet transmitted on measurement path w,,
is lost if at least one failure node is included on w,,, while
it is successfully transferred if there are no failure nodes on
Wi
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2.2. Failure Node Detection

Boolean network tomography is a problem to estimate
state vector x from measurement vector y. The proposed
scheme estimates x by means of CBP (Combinatorial Ba-
sis Pursuit)[2] algorithm as the adaptive Boolean network
tomography scheme in [5].

We define V¢, and Vi as a candidate set and an identi-
fied set of failure nodes, respectively. V¢ contains nodes
which have not been determined to be failure nodes or not,
while V; contains nodes determined to be failure nodes.
We also define Vs = V\ {Vc UV}, which contains nodes
determined to be normal nodes. We assume that the mea-
surement node vy € V is a normal node.

Suppose that a packet is transmitted on a measurement
path w. Nodes on w are determined to be normal nodes if
the following condition (a) is satisfied and determined to be
failure nodes if condition (b) is satisfied.

(a) If the packet is successfully transferred on w, all nodes
on w are determined to be normal nodes.

(b) If the packet is lost on w and all the nodes on w but
v € w have been determined to be normal nodes, v is
then determined to be a failure node.

The procedure of failure node detection in the proposed
scheme consists of Initial Measurement Phase and Addi-
tional Measurement Phase:

Initial Measurement Phase Initially, all the nodes but
Vg are set to be elements of V¢, that is, V = V \ {yy} and
Ve = V. vy constructs a set “Wyy,;; of initial measurement
paths and transmits packets on the paths. After collecting
measurements, nodes satisfying condition (a) are added to
Vs and nodes satisfying condition (b) are added to V;, and
V¢ is updated to Ve = V \ {Vs U Vi) In section 3.1, we
describe the initial measurement path construction scheme
in detail.

Additional Measurement Phase After the initial mea-
surement phase, an additional measurement path is com-
puted according to V. Ve, V1, and Vg are then updated
from measurements on the additional paths. Additional
paths are iteratively computed until V¢ is not updated. In
section 3.2, we describe the additional measurement path
construction scheme.

3. Measurement Path Construction

There are two types of round-trip paths: loopy paths and
folded paths [6]. A loopy path is a round-trip path that
any nodes on the path do not appear more than once except
for the measurement node, while a folded path is a path
that any nodes on the path appear twice except for a node,
which is referred to as a return node. In this paper, we
consider that all measurement paths are loopy paths.

3.1. Path Construction in Initial Measurement Phase

In the initial measurement phase, several measurement
paths are constructed so that all nodes are included on at
least one measurement path. As shown in Fig. 1, each

Q »C

Disjoint Path Loopy Path

Figure 1: Constructing a loopy path from disjoint paths.

measurement path is construction with two vertex-disjoint
paths from the measurement node to a return node. The
disjoint paths are computed with the vertex-disjoint short-
est pair algorithm [1], and these paths are connected by
reversing the direction of one disjoint path.

Let D(vo, v) denote a pair of disjoint paths between mea-
surement node vy € V and return node v € V' \ {vy}, and
LP(D(vy,v)) denote a round-trip path constructed from the
disjoint paths. The procedure for constructing initial mea-
surement paths is as follows.

1. Compute the set Dy := {D(vp,v) | Vv € V\ {vp}} of
shortest pairs of disjoint paths.

2. Set 7 =V and Wiy = 0.
3. u = argmax,eqn gy, 17 N D(vo, v)I.

4. Set Wit := Winit U {LP(D(vg,u))} and T := T \
D(vg, u).

5. Gotostep 3 until 7 = 0.

7 denotes the set of nodes which are not included on any
paths. Step 3 selects return node u so that LP(D(vy, u))
includes the maximum number of nodes in 7.

3.2. Path Construction in Additional Measurement
Phase

3.2.1. Procedure for Additional Path Construction

In the additional measurement phase, an additional mea-
surement path is computed with two types of costs: node
cost NC(v,) and path cost PC(vy, v,,v;). We re-define ‘W
as the set of measurement paths that have already con-
structed. After the initial measurement phase, W is set
to W = Wini. We also define a set W(v,) C W of round-
trip paths including v, € V. Node cost NC(v,) for node
vy, € V is then given by

0 if v, € V\ V¢
1 if v, € V¢ and
NC(v,) = § ;W(v )ypbp =0 ’
P n

otherwise

1 + log( Z ypbp)

PEW(vy)

where b, = 0if w, € W(v,) includes at least one node in
V1, b, = 1 otherwise. We define P(vo, v, v;) is a path from
vo to v, via node v,. Path cost PC(v, vy, v;) is given by the
sum of node costs on path P(vo, vs, v;). Let A(v) (v € V)
denote the set of neighbor nodes of v. If we select vy and
v (vg # vy) from A(vg), PC(vy, vy, v,) corresponds to the
sum of node costs on a measurement round-trip path.
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from A(voy)

from A(vp)\{v,} and construct
a round-trip path

Figure 2: Additional Measurement Path Construction.

Fig. 2 shows the procedure for selecting an additional
measurement path. We define prev(v) for v € V as the
previous node along the current path from vy to v. We first
choose node vy € A(vy) randomly (Step (i)). Next, we
compute path costs PC(vy, vy, v) and prev(v) for Vv € V' '\
{vo, vs} (Step (ii)). Finally, node v, € A(vy) \ {v;} to satisfy
the following condition is selected (Step (iii)).

v, = argmin [PC(vo, vs, ;) — dl
vieAWe\vs}
prev(ve)#v(

Let v;; € Ve (i; € {1,2,....,N},j = 1,2...,|Vc|) de-
note nodes sorted in the increasing order of node costs, i.e.,
NC(v;) £ NC(v;,) £ --- < NC(v,-WC‘). dy, with parameter
a (a > 0) is defined as

[Vel/a+1

dn= ). NCO).

J=1

We obtain the additional measurement path from vg via vy
and v, by recursively following prev(v,). Steps (i) and (ii)
are described in sections 3.2.2 in more detail.

The purpose of the additional measurement phase is to
reduce the size of candidate set V. If a packet is trans-
ferred successfully on an additional measurement path in-
cluding nodes in V¢, the size of V¢ is reduced. A mea-
surement path with a lower path cost indicates that only
a few candidate nodes are included on the path, which is
not effective to reduce the size of V. On the other hand,
a measurement path with a higher path cost indicates that
failure nodes may be included on the path, which means
that a packet is lost with higher probability. In order to
select an appropriate measurement path, therefore, we set
threshold dy, for round-trip paths, and select a measurement
path with path cost nearest to dy,.

3.2.2. Procedure for Computing Path Costs

Step (i) Choose a node vy € A(vy) randomly, and
set prev(vy) = vo, Nv = {vg, Nc = Ay \ {vol,
PC(vg,vs,v,) := NC(vs) + NC(v,) and prev(v,) := v, for
Vv, € N¢, and PC(vg, v, v) = —1 forv € V\(NcU{vg, vi}).

Step (ii) Iterate steps (1) and (2) until N¢ = 0.

1. Select a node v, € N¢ according to the procedure de-
scribed in section 3.2.3, and set N¢ := N¢ \ {v;} and
Nv = Ny U {v}.

2. Set N¢ := Nc U (A(vp) \ Ny). For Yv. € N,
if PC(vg,vs,ve) < 0 or |[PC(vy,vs,ve) — dp| >
|PC(vo, vs, Vi) + NC(v.) — dul, path costs PC(vg, vy, v¢)
and prev(v.) are updated to

PC(VO7 Vs, VC) PC(VOs Vs, Vh) + NC(VC)’

prev(ve) = .

3.2.3. Node Selection

N is divided into subsets Nés ) ¢ Vg and Néc) cVe. A
node vy, is selected according to the following procedure.

1. If Ng) = 0 (i.e., all nodes in N¢ are normal nodes): If
PC(vg,vs,v) = 0 for Yv € N¢, a node is chosen ran-
domly. Otherwise, the node with the minimum path
cost is selected from nodes with positive node costs.

2. If Nés) = ( (i.e., all nodes in N¢ are candidate nodes),
the node with the smallest node cost is selected. If
there are several nodes with the smallest cost, a node
is chosen randomly from them.

3. If Ng) # 0 and Néc) # 0: Two nodes v, and
v are selected according to steps 1 and 2, respec-
tively. v, is set to v, = v, with probability of
1- ppath(PC(VOs Vs, Vﬁ))pnode(NC(vﬁ)) and v, = Vg with
probability of ppan(PC(vo, Vs, Vg)) Prode (VC(vp)). For
X,y 2 0, ppan(x) and pyoge(y) are given by

1 ()C < dth or dth = dsum)
= 1 d - X
Ppan() zﬁ (x > dy, and dy, # dsum)
1d (d1 = diye))
pnode(y) = Vel ZY (d
_ # dy,))
dg—dy T

where dgm = ZjE(Vc NC(®;), di = NC(v;)), and dyy =
NC(viy,).

4. Performance Evaluation

4.1. Simulation Environment

Fig. 3 shows the network topology for the simulation
experiments, where there are N = 27 nodes and v; € V is
set to be the measurement node vy. We set parameter a for
dy to a = 2. We evaluate the proposed scheme with two
metrics: the numbers of false positive errors and measure-
ment paths. The number of false positive errors are defined
as the number of normal nodes in the candidate set that is
finally obtained and the number of measurement paths is
given by the sum of the numbers of initial and additional
measurement paths. We select one node in V' \ {vp} and set
it to be the failure node. For each set of a failure node and
normal nodes, we conduct 100 simulation experiments.
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Measurement Node

Figure 3: Network topology for simulation experiments. v,
is set to be measurement node vy.

4.2. Simulation Results

Fig. 4 shows the performance of the proposed scheme
and the Boolean network tomography scheme proposed
in [5]. In the figure, “Proposal” and “Conventional” cor-
respond to the performance of the proposed scheme and
the conventional scheme in [5], respectively.

Fig. 4(a) shows the average number of false positive er-
rors for each failure node. We observe that the average
number of false positive errors is less than 1 in most cases.
In the case of node failure at v, or v4, however, many false
positive errors occur in the proposed scheme. The reason is
that these nodes are neighbors of the measurement node v;.
Namely, because these nodes are included in many round-
trip paths, it is difficult to refine the candidate set even with
many additional paths. These positive errors, however, can
be identified by establishing additional measurement paths
from the measurement node to these nodes.

Fig. 4(b) shows the average number of measurement
paths. We observe that the proposed scheme can identify
with about 10 measurement paths, which is much less than
the number N of nodes, and the performance of the pro-
posed scheme is comparable to that of the conventional
scheme. In the cases of node failure at v, and v3, how-
ever, many measurement paths are required because of the
same reason for the false positive errors.

5. Conclusion

In this paper, we proposed a Reflective Boolean Network
Tomography scheme for node failure detection in wireless
mesh networks. In the proposed scheme, one node is set to
be a measurement node and failure nodes are detected by
sequentially establishing measurement paths according to
the candidate set of failure nodes. In a future work, we will
consider a selecting scheme of a measurement node.
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