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Abstract—We propose a secure key distribution scheme
based on correlated physical randomness in remote op-
tical scramblers driven by common broadband random
light. Moreover, we propose a particular realization of the
scheme using synchronization of semiconductor lasers in-
jected with common broadband random light.

1. Introduction

Secure key distribution is of crucial importance for the
security of information systems. In a cryptosystem, secure
communication between two users is based on a secret key,
which is known only to them. A secure key distribution
scheme is necessary for the two users to share this secret
key when they do not share any secret information in ad-
vance.
It is known that there are two different notions of secu-

rity, i.e., computational and information theoretic security.
The former assumes a limitation on computational ability
of the attacker while the latter does not. So, the latter im-
plies the security against the attacker with infinite compu-
tational power. In order to achieve the information theo-
retic security, it is necessary to introduce another assump-
tion such as physical one, instead of the computational one.
Of course, this assumption has to be reliable enough and
hold in long-term future, being not influenced by advance
in technology.
The issue of secure key distribution based on physical

principles concerns the information theoretic security, and
it has been of increasing interest. Quantum key distribution
(QKD) [1] is important from the point of view of ultimate
physical security, but it is difficult to implement in prac-
tice, especially over long distances. Thus, it is important to
also consider alternative methods with less limitations. Re-
cently, some schemes based on classical optical phenomena
have been proposed [2, 3, 4], and they have attracted inter-
est from the point of view of practical feasibility (e.g. [5]).
However, the security of these schemes has not yet been
analysed quantitatively.
The notion of generating secret keys from correlated

physical randomness has strong information theoretical
foundations. Maurer proved that when two users are able to

sample correlated random sources, it is possible for them to
create a shared secret key from the samples by exchanging
messages over a public channel [6]. Recently, Muramatsu
et al. generalized this approach, introducing conditions for
security of shared keys based on physical limitations called
”bounded observability” [7]. In nature, there exist physical
phenomena that are too fast, or too large, or too noisy, or
too complex to be completely observed with current tech-
nology. One typical example is a light wave with broad
bandwidth, which has fast randomly fluctuating phase or
amplitude. The approach of bounded observability relies
on the limit of observation technology for such physical
phenomena.
We propose a new method for secure key distribution,

which uses correlated physical randomness in remote op-
tical scramblers driven by a common random broadband
light delivered over optical fiber (cf. [8]). The security of
the method is based on information theory and the physi-
cal property of bounded observability, which ensures that
no one, not the legitimate users nor the attackers, can com-
pletely observe the common random broadband light. To
implement a scrambler, we propose the use of semicon-
ductor lasers. Recently, it has been revealed that a com-
mon random input could give rise to synchronization be-
tween two independent limit-cycle or chaotic systems. This
phenomenon has been experimentally and numerically ob-
served in semiconductor lasers driven by common random
light [9, 10, 11]. We propose an implementation of the
scrambler based on this phenomenon.

2. General scheme

The general form of the scheme is illustrated in Fig. 1.
Two legitimate users, Alice and Bob, have identical optical
scramblers. The scrambler itself has nothing in secrecy and
it is also available to the attacker, Eve. Each optical scram-
bler has a set v of adjustable parameters, which takes one
of M different sets of values. In general, v is a vector con-
sisting of several parameters. A random broadband light
S is broadcast to the users. Alice and Bob independently
select their own parameter values vA and vB at random, re-
ceive identical copies of S , and inject it into their optical
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Figure 1: General scheme for secure key distribution.

scramblers.
Each scrambler generates an optical output, which de-

pends on both S and v and has the following property of
correlated randomness: the output intensity waveforms are
identical if the parameter settings of Alice and Bob are the
same, and mutually uncorrelated if the parameter settings
are different. Let C be defined by C ≡ 〈(IA − μA)(IB −
μB)〉/σAσB � 0, where IA,B are the output intensities at an
instant, μA,B and σA,B are their averages and standard de-
viations respectively, and 〈 〉 represents averaging over the
realizations of S . In terms of C, the above property means
that C = 1 for vA = vB while C = 0 for vA � vB.
Alice and Bob simultaneously sample at a prescribed

timing and quantize their scrambler outputs via A/D con-
verters to extract bits XA and XB, respectively. Alice and
Bob then store the pairs (vA, XA) and (vB, XB) in their data
recorders.
They repeat the above procedure many times, inject-

ing the continuously varying non-repeating random light
S to their scramblers with parameters randomly selected
each time, to acquire sequences of the pairs (vA,i, XA,i) and
(vB,i, XB,i), i = 1, 2, . . . , n respectively.
Next, they distill common bits from the sequences

by exchanging the parameter sequences, {vA,i} and {vB,i},
i = 1, 2, . . . , n, through an authenticated public channel
(dashed line in Fig. 1) and retaining only the bits XA,i and
XB,i for i such that vA,i = vB,i. Because of the output corre-
lation property of the scramblers, these retained bits satisfy
XA,i = XB,i. These retained common bits are then used to
generate a secret key kA = kB via privacy amplification [12]
in post processors [13]. In general, Eve could have partial
information about the retained bits. The privacy amplifi-
cation is a technique that reduces attacker Eve’s chances
of guessing the key from her partial information to almost
zero.

3. Security

In order to assess the security of this scheme, we assume
a passive attacker, Eve, such that

(a) Eve can use the broadcast light S identical with that of
Alice and Bob, for example inject it into one or more
scrambler modules;

(b) Eve can obtain any information exchanged through a
public channel between Alice and Bob.

For any type of passive attack in which Eve does not alter S
and the exchanged information, it has been proved that Al-
ice and Bob can generate a key which is completely secret
from Eve if and only if there is no way for Eve to perfectly,
i.e. with no error, infer the bits generated by Alice and Bob
[7]. Our goal is to make it practically impossible for Eve to
obtain a perfect copy of Alice or Bob’s bits by exploiting
physical limitations.
The goal can be achieved by ensuring the following two

physical limitations:

(i) The common random light S has fluctuation bandwidth
which is too broad to completely observe its fast tem-
poral variation with current technology i.e., no one,
not a legitimate user Alice or Bob, nor an attacker Eve,
can continuously measure and record the entire S ;

(ii) The number ME of scramblers that Eve can operate
simultaneously is limited, and M is set large enough
so that ME < M will hold.

Due to (i), Eve cannot reproduce and reinject the entire
common light S to repeat the observations of Alice or Bob
after the parameter settings have been exchanged. So, it is
impossible for Eve to infer the bits by completely repeating
the observations of Alice or Bob. Note that Alice and Bob
do not have to observe the entire temporal variation of S
but only have to measure the outputs of their scramblers
with injection of S in a prescribed manner. The latter is
technologically much easier than the former, so limitation
(i) does not prevent the key generation by Alice and Bob.
There could be a possibility of using a long delay line to

keep S until Alice and Bob exchange their parameter set-
tings. We note that this is practically impossible because of
the following reason. The duration time of Alice and Bob’s
random bit generation can be made arbitrarily long, for ex-
ample, 100 sec. or more. To keep the entire non-repeating
random light S , a very long delay line is necessary, for ex-
ample, the length is 3× 1010 m for the duration time of 100
sec.. Therefore, the use of a delay line is impractical.
Due to (ii), Eve also cannot simultaneously observe the

outputs for all possible parameter values while S is being
broadcast. It sometimes happens with nonzero probability
that Alice and Bob use the same set of parameter values,
vA = vB, while Eve uses different sets. In such a case,
Alice and Bob obtain a common bit which Eve does not
know: the bit cannot be inferred from the output intensities
of Eve’s scramblers since they are uncorrelated with those
of Alice and Bob’s scramblers.
The above effects are manifest in the key generation rate,

which is the ratio of the number of secret key bits to the
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number of raw sample bits:

R =
1
M

(
1 − ME

M

)
(1 − IE) , (1)

where 1/M represents the probability of parameter match-
ing between Alice and Bob, vA = vB, while 1 − ME/M is
the probability for Eve to use ME sets of parameter values
different from vA and vB under the condition vA = vB. IE
is the information per bit known by Eve about the common
bits of Alice or Bob when Eve’s set of parameter values
does not match that of Alice and Bob. i.e., vE,i � vA = vB
for any i = 1, . . . ,ME , where vE,i is Eve’s set of parameter
values. It is possible to generate keys up to rate R, with
security guaranteed. IE is ideally zero. However, secure
keys can still be generated, i.e. R > 0, even if IE is not
zero, so long as IE < 1. In order to generate keys which are
secure with respect to a powerful attacker Eve capable of a
large number ME , it is necessary to use a large M, which
results in a small rate R. Hence it is necessary to achieve
a large raw sampling rate in order to achieve practical key
generation rates. In the remainder of the paper we show
that this scheme for secret key generation is feasible us-
ing fast semiconductor laser devices as optical scramblers
driven by light with fast random phase modulations, and
exploiting their synchronization phenomenon.

4. Implementation

Figure 2(a) illustrates a method of constructing a scram-
bler module. Each scrambler consists of a cascade of laser
units. Each unit Ui has a variable parameter θi comprising
the parameter set v = (θ1, θ2, . . . , θN) of the module. Fig-
ure 2(b) shows how the laser units could be realized. Each
laser unit has an optical self-feedback containing an optical
phase modulator (PM). The amount of phase shift imposed
by the phase modulator is used as parameter θi. The out-
put of each unit is input to the next unit in the cascade, so
all feedback phase parameters affect the final output of the
module.
Based on the results in Refs. [9, 10, 11], it is reason-

ably expected that when all θis are matched between two
scrambler modules driven by the same injected light, their
final outputs are highly correlated, i.e., C � 1. In con-
trast, if θis are matched for i = 1, . . . , n− 1 but mismatched
for i = n between the two modules, the outputs of the nth
units are uncorrelated. The units for i > n have uncorre-
lated injected lights and so generate uncorrelated outputs,
independent of whether their phase parameters are matched
or mismatched. Consequently, the final outputs of the two
scrambler modules will be uncorrelated, i.e., C � 0. That
is, the outputs of the two modules will be uncorrelated with
each other,C � 0, when any of their unit parameters are not
identical. To confirm this correlation property, we carried
out numerical simulations using the Lang-Kobayashi equa-
tion [16] with reasonable parameter values. For N = 8,
we confirmed that the correlation of the final outputs is

Figure 2: Implementation of optical scrambler. (a) Scram-
bler module consisting of a cascade of laser units. (b) Re-
alization of a laser unit.

larger than 0.993 in the parameter-matched cases while it
is smaller than 0.184 in the parameter-mismatched cases.
The use of a common light with broadband random

phase and/or amplitude modulation ensures condition (i),
due to the difficulty of detecting the fast temporal variation
of optical phase and/or amplitude. In addition, condition
(ii) can be ensured by using a large number N of laser units
per module. The number M of parameter values increases
exponentially with N: for example, if the phase parame-
ter values are binary, then M = 2N , so that the attack by
completely mimicking Alice’s and Bob’s observations us-
ing ME = M scrambler modules can be made practically
impossible by making N large.
It has been shown that semiconductor lasers can be used

for fast random bit generation [17, 18, 19]. In the near fu-
ture it is reasonably expected that the raw-bit generation
rate in our scheme could be increased at least beyond 1
Gbit/s, by using lasers integrated with short feedback loops
which require less time for synchronization [18, 19, 20].
For example, assuming IE = 0, M = 228, and a powerful
attacker with ME = 200 million modules, then generating
secure keys at rate of 1 bit/s requires a raw sampling rate
of at least 1.05 Gbit/s from Eq. (1). The raw-bit generation
rate of this order could be achieved by using fast semicon-
ductor lasers. Moreover, the feasibility of modules with
large numbers of laser units, as considered in the numer-
ical analysis, is supported by the recent demonstration of
lasers with on-chip optical feedback [18, 19, 20].
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