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Abstract— A random number generator using a chaotic 
circuit is proposed and analyzed, for this purpose, a robust 
implementation of the Rôssler attractor is designed and 
measured. The chaotic circuit is designed to provide both a 
chaotic and a periodic binary output. The chaotic analogue 
circuit is connected to a digital system to provide random bit 
sequences.  

1. Introduction 
haos refers to the impossibility of making accurate long-
term predictions of the behavior of non-linear systems. 

During the last decades there has been a high interest in the 
design and analysis of chaotic systems given their 
parallelism with nature behavior. The fields of application 
include secure communications [1], robot control [2], and 
implementation of noise sources [3], frequently employed in 
speech processing applications or to test the dynamic 
behavior of electronic systems. Chaotic circuits are also used 
as random number generators for applications in the security 
domain of networks and wireless communications [4]. 
“Truly” random number generators may also be used for 
both analog and digital IC testing [5] and as an efficient and 
secure key generator. Electronics systems exhibiting a 
chaotic behavior can also be applied to optimization 
problems [6]. One of the most famous chaotic circuits is the 
Chua’s circuit [7,8] containing four linear elements (two 
capacitors, one resistor and one inductor) and a nonlinear 
resistor called Chua’s diode. An integrated implementation 
of Chua’s circuit was presented in [9] fabricated using a 
2µm CMOS technology. Other researchers [10-12] also 
present different chaotic oscillators using inductances, 
resistors and nonlinear elements (similarly to Chua’s 
circuit).  
In this work we present a robust implementation of the 
Rôssler attractor. This attractor is of special interest since it 
can be used to provide both analogue and digital signals that 
can be used for the design of an efficient random number 
generator.  
The rest of this paper is organized as follows: in section II 
we show the basic principles of the proposed chaotic system, 
in section III we present the circuit design. Section IV shows 
the experimental results and finally, in section V we present 
the conclusions. 
 

 
 

 
Fig.1. Rôssler Attractor behavior for a=0.38 b=1.5 c=5. 
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Fig.2. Time variation of signals x(t) (a), y(t) (b) and z(t) (c)  
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Fig.3. Circuit implementation of the Rôssler attractor  

 
 

2. Basic Concepts 
The Rôssler model [13] is characterized by three non-linear 
differential equations: 

€ 

˙ x = −y − z
˙ y = x + ay
˙ z = b + x − c( )z

 

(1) 
where x,y and z are time-varying parameters and a, b and c 
are constants. For some special values of the constants the 
system presents a chaotic behavior (Fig.1 and 2) . It should 
be remained that chaotic models defy all analytical methods 
and present a rich and complex dynamic behavior. These 
systems are characterized by its sensitivity to initial 
conditions that implies that two virtually identical starting 
points in the attractor will present very different values in 
the future.  
The Rôssler system has some properties that are important to 
be highlighted. Both the x(t) and the y(t) signals have a fixed 
frequency of oscillation if z is fixed to zero, with value: 

€ 

ω =
a
2

4
a2
−1  

(2) 
 
As can be appreciated in Fig. 2, for some values of the 
constants in which a chaotic behavior is present, the z value 
remains to zero except for several cases in which x(t) and 
y(t) are close to a minimum. The presence of a peak in the 
z(t) signal is unpredictable. This special property of z(t) will 
be used to generate random digital numbers. 

3. Circuit implementation 
We implemented the Rôssler model using the circuit shown 
in Fig. 3. The main novelty of the proposed circuit relays on 
the usage of an analog multiplier as the non-linear feedback 

element. The circuit of Fig. 3 implements the following 
differential equations: 
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RC˙ x = −y − z

RC˙ y = x +
100kΩ
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100kΩ

Rb

+ x − 100kΩ
Rc
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(3) 
Where x, y and z are the voltages values at the three nodes 

indicated in Fig. 3. The parameter RC defines the time speed 
of the system (for the fabricated circuit we selected 
RC=100µs), and the OAs supply voltage is set to VCC=15V 
and VSS=-15V. The resistance values Ra, Rb and Rc are used 
to set parameters a, b and c in (1) so that we get 

€ 

a =
100kΩ
Ra

b =15100kΩ
Rb

c =
100kΩ
Rc

 

(4) 
From y(t) and z(t) we generate two digital signals Y and Z 
respectively. A voltage comparator LM311N provide two 
logic levels fixed to 3.3V (H) and 0V(L) when the signal 
considered is over a specific voltage reference. The two 
threshold voltages were Vref=0V and 1.3V for y(t) and x(t) 
respectively. The outputs of these two comparators are 
labeled as Y and Z. Y is nearly a regular signal with a 
frequency of oscillation equal to: 
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Fig. 4 Rôssler attractor behavior (y(t) vs. z(t)) for a=0.38 b=1.5 
c=5. 
 

 
Fig. 5 Measured analog signals z(t) and y(t). 
 

Fig. 6 Measured digital signals Z and Y 
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Fig.7 Temporal variation of digital signals Y and Z. 
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a 4
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−1

4πRC
 

(5) 
The signal Z is an unpredictable digital signal. During the 
oscillation period of Y, the Z value is LOW or may present a 
single glitch (see Fig. 6). 

4. Experimental results 

We fixed the variable resistances to Ra=263kΩ, Rb=1MΩ 
and Rc=20kΩ, leading to the values a=0.38, b=1.5 and c=5. 
For this case we obtain a chaotic behavior like the one 
shown in Fig. 4. The measured signals z(t) and y(t) that are 
very similar to those shown in Fig. 2 (see Figs. 4 and 5). The 
digital signals Z and Y extracted from z(t) and y(t) are 
shown in Figs.6 and 7. The presence of peaks in the Z signal 
during the clock period defined by Y is unpredictable. The Y 

signal is nearly regular with a frequency found to be 1.6kHz, 
that is in accordance with the frequency of 1.56kHz 
predicted by expression (5) (see Fig. 6). 

The Y signal may be used to capture the presence or 
absence of the peak in the Z signal and therefore to store it 
into a register (see Fig.8). The functionality of the two flip-
flops and the XOR gate is to capture, in the shift register, the 
presence (ai=1) or absence (ai=0) of the peak in the Z value 
during a cycle in the Y value.  

We computed the autocorrelation of the stored digital 
signal, as it provides information about the similarity of a 
digital signal ai to itself evaluated at time i+k (ai+k). We 
define the autocorrelation of a digital signal as follows: 

€ 

C k( ) = ai ⊗ ai+k
i=1

N−k

∑ − ai ⊕ ai+k
i=1

N−k

∑  (6) 

Where operators ⊗ and ⊕ are the XNOR and XOR logic 
operators respectively. 
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Fig. 8 A chaos-based random number generator is easily 

constructed from the digital output signals provided by the Rôssler 
attractor Z and Y. 
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Fig. 9. Autocorrelation of the digital output Z and a 4-bit LFSR.  
 

 
A periodic signal with period K has a correlation function 

C(K)=1 while a random signal with a 50% of probability of 
being HIGH or LOW has a correlation function C(k)=0 
∀k>0. In Fig. 9 we show a comparison of the correlation 
functions between the digital output provided by the random 
number generator of Fig.8, and the output of a 4-bit LFSR. It 
is shown that the LFSR has a small correlation value except 
when k is a multiple of the LFSR period (C(n•15)=1 for the 
case of the 4-bit LFSR). As is shown in Fig. 9, the proposed 
circuit provides lower values for C(k) when compared to the 
LFSR with the added value of not showing the repetition 
period observed in LFSRs. 

5. Conclusions  
An efficient chaos-based random number generator is 

proposed and experimentally evaluated. A circuit 
implementation of the Rôssler system is developed and 
adapted to generate a random digital signal. The generated 
chaotic signal presents a negligible value of the 
autocorrelation function for any period of repetition ‘k’. The 
chaotic signal does not present any predefined sequence of 
repetition.  
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