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Abstract—This paper investigates the potentials of
utilizing artificial intelligence (AI) based edge caching
in the next generation of vehicular mobile networks.
In recent years, vehicle-to-everything (V2X) has been
a research focus, which enables the exchange of infor-
mation between the vehicles and the outside world. To
integrate vehicular networks and cellular radio tech-
nology, cellular-V2X (C-V2X) was proposed in 3GPP
release 14. Further, mobile edge caching is regarded as
an effective technique to allow local data access, which
can support the low latency requirement of the V2X
use cases. With the advance of AI technologies such
as deep learning, there has been increasing demand in
inference and learning from big vehicular data. In this
paper, we present the detailed architecture of AI-based
edge caching in vehicular networks with misbehaving
vehicle detection as an illustrative case. Performance
results are provided to investigate the benefit of the
proposed architecture. Finally, we highlight the poten-
tial research directions.

I. INTRODUCTION

The rapid growth of users’ demand increases the at-
tention of vehicular communication. With the ability to
exchange information with nearby vehicles or infrastruc-
ture, vehicle-to-everything (V2X) has become an expected
technique in the future. In 2016, the cellular-V2X (C-
V2X) had been proposed in 3GPP release 14 to enable
the communication services in close proximity [1]. Due
to a higher frequency band is utilized on C-V2X, the
transmission link will have better performance, which is
suitable to be applied to the fifth generation (5G) system
architecture.

Reducing the latency from core network to the end
users have been a challenge so far. In 5G networks, ultra-
reliable low-latency communication (URLLC) is one of
the important categories. The successful data transmission
need to be guaranteed within 1 ms at a low failure rate
[2]. Besides that, we also want to decrease the latency from
core network to the base stations (BS). To provide a better
quality of experience (QoE) to the users, edge caching is
considered to be utilized. Edge caching refers to the use of
edge servers to store content closer to end users. With the
help of moving the network functions and resources closer
to the end users, it shows a lot of benefits by using edge
caching.

e Since the transmission time from the edge node to
the content provider server can be avoided, we only
need to consider the communication time between the
end user and the edge caching node. The on-demand
response scheme becomes achievable.

e The backhaul congestion issue can be released. By
predicting users’ preference, the edge nodes can cache
the popular content data in the off-peak time. There-
fore, more backhaul capacity can be utilized to en-
hance system performance.

However, the memory size of the edge caching node is
limited, finding an effective method to determine which
kind of the data contents need to be cache on the edge
nodes is necessary.

As the development of artificial intelligence (AI) be-
comes mature, the trade-off between memory size and the
data content diversity seems possibility to be solved. One
of the AI’s branches is called machine learning, which
can be separated into artificial neural network (ANN)
and reinforcement learning (RL). ANN can be used in
many fields because they are able to reproduce and model
nonlinear processes.

In this paper, we are interested in using ANN to design
edge caching for the V2V network. We propose an Al-
based edge caching for vehicular mobile networks and
investigate the issues of this system. After that, in our
case study, we demonstrate the performance of our pro-
posed architecture compared with the traditional pure BS
system.

The paper is organized as follows. We first study the
techniques using in our system. Then we introduce our
proposed system architecture. Section IV validate the per-
formance of our proposed system architecture compared
with pure BS system. Finally, brief conclusions and future
direction are given in Section V.

II. BACKGROUND AND RELATED WORK

To cover the basic concept of our proposed system
architecture, we provide an overview of V2X and edge
caching.
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A. V2X in The Development of 5G

5G V2X is envisioned for 3GPP Release 16, which sup-
ports the network automation and novel radio techniques.
The term cellular-V2X (C-V2X) appeared the first time in
Release 14 and is applied in the scenario of the automotive
vehicular network. 3GPP’s C-V2X specifications include
short-range V2V communications and wide-area vehicle-
to-network (V2N) communication [3]. Short-range V2V
communications can be used in case of nearby vehicles
have desired data content. Otherwise, wide-area V2N
communication enable the vehicle to communicate with
the BS. The C-V2X standard development is discussed in
Release 14, Release 15, and Release 16. For the third phase
Release 16, 5G new radio (NR) and 5G-V2X can accom-
plish highly automatic and develop cooperative driving by
the following features.

o Data sharing for a group of vehicles.

o Control information from other driving vehicles in
short distance.

o Vehicle trajectory planning to avoid accidents.

However, C-V2X has some issues that need to be con-
quered. First, it is important to allocate the resources
efficiently, as the vehicles all need to connect to the BS.
Second, the near-far effect will be serious in the dense
vehicular network. It is essential to mitigate that to avoid
power wasting.

Vehicle-to-vehicle (V2V) develops the earliest and has
been the most mature technique among V2X. V2V is pri-
marily used to prevent car accidents, by transmitting the
vehicle position and speed information to other vehicles
via the dedicated network. Especially in case of driving on
the high speedway, since vehicles tend to travel at high
speeds, it is necessary to transmit the data in a short
period. It needs to be studied and discussed to find a
way to reduce the V2V latency and increase the total
throughput. Therefore, how to receive the information in
a tolerable time and ensure the communication reliability
to achieve URLLC is our next goal.

B. Intelligent Edge Caching

Mobile edge caching can be generally classified into the
following two types.

o Reactive caching: Since the memory in the caching
node is limited, we need to upload the latest caching
content regularly and discard the oldest to make sure
caching efficiency.

e Proactive caching: Users can only download a few
data in BS, because the moving users may not have
enough time to communicate with the BS. Proactive
cache can access the data contents into the edge cache
nodes actively. Therefore, the users with high speed
can obtain complete data contents due to the help of
edge cache node [4].

Utilizing the edge caching scheme in the content-aware
5G network can yield significant latency improvement. The

authors in [5] analyze the theoretic throughput perfor-
mance limits of cache-aided wireless networks. This paper
develops a relationship between caching-transmission pol-
icy and cache size. In [6], the authors propose a proac-
tive content caching architecture that enables big data
content. The strategic content is cached at the BSs to
enhance users’ satisfaction and release backhaul offloading.
Applying edge caching in the BSs can enhance many
applications, especially for those are time-critical. For
instance, new services like augmented reality (AR) with
tighter latency constraint only work perfectly in case of
using edge caching in the BSs. It is because these services
will constantly transmit users a large amount of data
content in real time. Apart from AR, automated service
is another urgent need for low latency. We know that it
is indispensable to develop an automated industrial pro-
duction or automatic vehicles in the future. The authors
in [4], [7]-[9] concern about the edge caching issues. In
[7], seamless mobility can be realized by using the node
mobility information to proactively cache data content.
The authors of [8] study the cache size allocation problem
in backhaul limit wireless networks. It is reported that the
file popularity distribution of the data content dominates
the relationship between required cache size and the total
number of files.

Integrating AI into edge caching has become a
widespread trend in recent years. In [9], the authors pro-
pose an integrated network that jointly considers the cloud
networking, caching and computing for connected vehicles.
Due to the high complexity of considering these three
technologies, the authors utilize a novel deep reinforcement
learning with two outstanding features: trial-and-error
search and delayed reward. Trial-and-error search means
the agent has to make a trade-off between exploration
and exploitation. The delayed reward is letting the agent
not just considering immediately reward, but also the
cumulative rewards.

Besides reinforcement learning, machine learning also
has an important branch called ANN. ANN is commonly
used to separate into two branches, namely recurrent
neural network (RNN) and convolutional neural network
(CNN). CNN can maintain the continuity of data since
operating on each small area, so it is mostly used for
applications like image recognition. RNN is mainly used
to deal with the problems of sequence relation. Therefore,
it can be used for translation.

I1I. AI-BASED EDGE CACHING VEHICULAR MOBILE
NETWORKS

A. System Architecture

In this section, we consider an Al-based edge caching
vehicular mobile networks for user behavior anomaly de-
tection. While deploying BSs near the high-speed road,
the detection system is used to detect anomaly behavior
in a high-speed way. Al system detection and edge caching
technique are jointly considered in this architecture. By
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Fig. 1. The architecture of freeways vehicular networks.

using Al system detection, we can analyze the waveform
without given a waveform detection algorithm. The inbuilt
AT system decentralized operating on each of the edge
caching BS. With the help of edge caching, the data access
delay will be minimized and then the anomaly information
can be reported to the police in short time. The architec-
ture of freeways vehicular networks is as shown in Fig. 1.

The architecture of the system can be separated into
two subparts. In part one, we analyze the driving situation
by edge caching BS. In the edge caching BS, we store all
the waveforms detected from drives by the local electronic
sensors. The waveforms are used to construct the personal
AT models which combine all the local features of the
driver. When the vehicle transmits the electronic sensor,
the electronic sensor receives a received signal strength
indicator (RSSI) from the vehicle. Then the electronic
sensor transmits the values of the received signal to the
nearest BS. The Al server equipped on the BS compares
the user waveforms detected by the electronic sensor with
the historical waveforms. If the detected waveforms are
not similar to historical waveforms, the BS will send the
detected waveforms and historical waveforms to the BS. In
other cases, if the driving waveforms match the dangerous
driving pattern, the BS will transmit the detected wave-
forms to the cloud data server immediately. After that,
the cloud data server will perform a stricter Al algorithm
to determine whether the driver is really in dangerous
driving.

For the second part, the edge caching BS will send dif-
ferent messages to the cloud server according to different
analyzed results. The cloud data server is only responsible
for transmitting and receiving data, and all computational
parts are performed by the Al server equipped on the
BS. The cloud data server acts like a large router, whose
computational requirements have been greatly reduced,
further providing a satisfactory system architecture delay.
Fig. 2 shows the block diagram of the proposed architec-
ture.

e Abnormal behavior: When it is recognized that the
vehicle corresponds to the abnormal driving behavior,

the following reaction will be executed. If it is a
personal factor such as fatigue driving, the reminder
information is transmitted to the driving mobile ap-
plication. Other than this, if the public safety is
compromised, the relevant information of the vehicle
is transmitted to the road police in front to make the
early action.

e Normal behavior: If the driver is normal behavior, this
vehicle information will be transmitted to the cloud
database for storage. After that, more information
can be obtained for judging the vehicle in the future.
Thereby, achieve more accurate identification of the
vehicle.
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Fig. 2. The architecture of vehicle warning system.

B. Application of Detecting Abnormal Events

The waveforms received by the road side unit (RSU)
can be used to detect abnormal events. The drivers may
have different driving habits in different road sections.
For example, on a wide straight road, the drivers tend
to drive faster, vice versa. The RSU can receive the
personal characteristic waveforms which imply the driving
habits. Therefore, we can analyze the waveforms then
get the general waveforms for the certain road section.
We can compare the personal driving habits waveform or
the general waveform of the road section with the latest
received waveform. While the difference between these
two waveforms is too large, it means that current driving
behavior does not match the past habits, which indicates
the current driver is in an abnormal event. What kind of
criteria should be considered will discuss as follows.

o Personal waveform compared method: Based on
these criteria for judgment, we can discover whether
the driver is corresponding to the previous driving
habits. Furthermore, situations like different driver or
fall asleep at the wheel can also be noticed.

¢ General waveform compared method: We can
compare the latest received waveform with the general
waveform to find the difference habit like speeding or
zigzag behavior.
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o« Hybrid waveform compared method: Combine
the above two categories, we can compare the latest
received waveform with the personal waveforms and
general waveforms at the same time. The advantage of
the hybrid method is saving calculation time that can
reduce the end to end latency. However, the hybrid
solution may lead to inaccurate detection.

All kinds of data, including drivers’ vehicle data, driv-
ing data or road data, will be stored into the historical
database. Given the data content stored in the database,
the AI system will be updated regularly. Therefore, the
reliability of the AI model increases as the number of
database increases. However, many external factors cause
the detected waveforms different from historical data con-
tent. For instance, rainy or foggy weather slows down the
driving speed, the heavy traffic flow may force the driver to
violate the habits, even the unusual problem of the receiver
makes the machine to do wrong judgment. Therefore, a
more accurate algorithm should be considered to fit this
kind of problems. The reinforcement learning (RL) can be
used to improve the accuracy so that the machines can still
maintain a low error rate while in case of above external
factors.

IV. CASE STUDY

In this section, we provide illustrative results to demon-
strate the V2V architecture that we proposed has a better
performance compared to without caching architecture.
The system bandwidth is 10 MHz at 5.9 GHz carrier
frequency, which is in line with most of the current speci-
fications [10].

The first thing that we are interested in is the rela-
tionship between total throughput and the user densi-
ties. Fig. 3 shows the total throughput of the scheme
without caching increases as user density increases until
the throughput achieves backhaul capacity limit. For the
scheme with Al caching, except accessing the data content
from backhaul, the users can also access the data from
V2V caching. Since achieving the backhaul capacity limit,
the total throughput of the scheme without caching is
seemingly static when Ayger > 100. However, as Aygser >
100 and Ayser < 150, the total throughput remains to
increase with a lower ratio. This is reasonable because as
the backhaul is congestion, the vehicles can obtain the data
from nearby vehicles through V2V communication. The
scheme with AI caching outperforms that without caching
by 45% while the backhaul is not congested. Besides that,
Fig. 3 also implies that the system combined V2V and
cellular BS should be used in the density areas. It is more
obvious to observe the advantage of V2V communication
while the backhaul is congesting.

In addition, the system performance against different
vehicle velocity also interesting us. We set the speed of
the vehicle with cache data is 50 km/hr, while changing
the user velocity. In Fig. 4, we can find that the velocity
of user seems not related to the total throughput. Besides
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Fig. 3. The throughput performance against user density.

that, no matter how fast the user is, the throughput of the
AT caching scheme always better than the scheme without
caching.
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Fig. 4. The throughput performance against the vehicle velocity.

V. CHALLENGES AND FUTURE RESEARCH DIRECTIONS

In the case study, we find that the AI caching scheme
can provide higher system performance. However, there
still have some issues need to be discussed.

A. Spectrum Management

As we know, the spectrum efficiency is one of the most
significant issues in not only UAVs but also all of the
BSs. Different kind of communication protocol coexists
on the operating spectrum, i.e., Bluetooth, WiFi, LTE
and cellular networks [11]. These lead to a competitive
behavior between different protocols and cause the prob-
lem of bandwidth scarcity. Therefore, it is necessary to
improve the spectrum efficiency because the frequency
bands are already congested. Besides that, interference
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between UAVs will also constraint bandwidth allocation in
cellular networks. In order to enhance the signal SNR, the
nearby UAVs will not be allocated to the same bandwidth.
Moreover, the UAV-ground BS link and UAV-user link also
need to be considered, which means that more efficient
technologies should be investigated compared with those
without a hierarchical cache structure.

B. Energy Management

The most different thing between UAVs and ground
BSs is that UAV is charged by the battery, which means
that the travel time of UAV is constrained. Therefore, the
energy efficiency issue determines the importance of UAV
in the architecture of the mobile network. If the UAVs have
better energy efficiency, it can spend more time to satisfy
the users’ experience rather than be forced by the battery
limitation to back to the charge station. Other than this,
the trajectory design can be considered more variables
since the UAV has sufficient power to complete the flight
mission. Another issue related to energy management is
the transmission power. The impact of interference is posi-
tively related to transmission power. Thusly, how to design
an appropriate power to keep the balance between having
enough channel capacity and avoiding wasting power is a
difficult problem need to be considered.

C. Handover Management

When vehicles move among adjacent UAV-BSs or
ground-BSs, the handover mechanism will be triggered by
a single vehicle reports the measurement information. But
this method considers insufficiently of movement state of
vehicles and the location relationship between vehicles and
the BSs, which may lead to handover misjudgments and
even disconnect to the network [12]. Also, the frequent
handover results by the high mobility of the UAVs and
vehicles is a challenge to guarantee seamless transmissions.
Frequent handover makes the cache data content hard to
place since the users may go to the next BS’s coverage
but haven’t received the whole data content. Moreover, the
architecture that we used contains three schemes, and each
of the schemes has different coverage areas. The handover
frequency is higher than traditional schemes. Therefore,
how to present an efficient prediction algorithm for cache
data content is also necessary due to the uncertainties of
location.

D. Security Management

Due to the wireless broadcast medium, the UAV is
vulnerable to common security attack [13].. Every eaves-
dropper in the UAV’s signal coverage can receive the
transmitted signal. If we want to provide a trusted network
architecture in the future, this must be a critical issue
to be solved. Compared with the traditional encryption
technologies applied on the upper layer, the physical
layer’s security can ensure the wireless data transmission,
which doesn’t need the key and complicated algorithm.

Thus, using the physical layer security is more suitable in
large scale distributed wireless network architecture. [14]
propose a scheme that can avoid eavesdropping from UAV
flying. But the scheme doesn’t consider the hierarchical
cache architecture, and the UAVs are not used as BS to
transmit the data content. Based on this scheme, it needs
to be investigated by modifying the scheme into a hierar-
chical cache with secure communication architecture.

E. Trajectory Design

In the case of using UAV to ship packages, trajectory
design only needs to consider the shortest path between
the initial point and the destination point. But if we take
UAV to be a BS into account, the trajectory design should
consider the position of users. To minimize most users’
waiting time, we need to design a trajectory algorithm
based on the issues that we mentioned above. Also, due to
the UAV has the limitation of memories, what kind of data
contents should be stored in what time need to be further
studied. Except for the offline and centralized solution, the
trajectory design problem also can be solved by distributed
online algorithm [15]. The advantage of such a method by
computing on the UAV is avoiding transmitting data con-
tents via the backhaul. UAV can determine the variables
like direction or speed by the computation resources on
its own. However, the online trajectory design seems to be
a challenge on a hierarchical cache scheme, it may be a
better way to solve the algorithm by Al

F. Advanced Al-based Caching Design

A comprehensive Al-based data caching need to be
considered on the UAV-BS. It is possible to achieve 100%
user satisfaction by proactive caching at the edge node
while offloading 98% of the backhaul traffic [16]. Jointly
consider content caching and offloading can release the
problem of mobile users’ large demands of data and ease
the problem of limited capacities in data storage and
processing. The authors in [17] shows that the issues
including dynamic network access, data rate control, con-
nectivity preservation, and so on are all important to
the next-generation network. Therefore, presenting an Al-
based caching scheme jointly consider the above issues is
essential.

VI. CONCLUSION

In this paper, we combine Al and caching techniques.
Anomaly detection techniques developed for signals re-
ceived from electronic sensors can immediately determine
the behavior of the vehicle through electronic sensors.
In order to meet strict time conditions, the AI which
combined with caching can immediately filter the signal,
prioritize cloud signals that may have bad behavior. The
cloud can transfer historical personal data to the memory
for more accurate next time. Identifying and avoiding all
signals queued in the cloud cannot be identified in time.
When the exact recognition result is released, the BS
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where the cache is located can give the driver or related
unit instant notification without having to pass through
the cloud again. The technology developed by the project
uses deep learning multi-dimensional time series data
anomaly detection, combined with 5G multi-access edge
calculation and data buffer low-latency communication
technology to achieve instant driving under strict time
constraints. In the case study, we used the simulation
environment to discuss the throughput between pure BS
and V2V. It also proved that the V2V environment can be
better whether the user density or the vehicle is at high
speed and the throughput. With the help of caching UAV
in the future, performance like throughput or latency can
be definitely improved.
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