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Abstract—Video surveillance systems have been playing an 

important role to protect lives and assets of individuals, 
enterprises and governments for decades. Due to the prevalence of 
wired and wireless access to Internet, ubiquitous video 
surveillance (UVS) service could be fulfilled to provide diversified 
surveillance services. In this paper, forwarding agents of multicast 
agent (MA) and super agent (SA) with security protection via 
Diffie-Hellman key exchange algorithm are proposed for UVS, so 
forwarding agents can provide surveillance video streaming 
service with scalability, ubiquity and privacy on the public 
Internet. FEC is also applied for reliable surveillance-video 
multicast to preserve the playback quality of UVS both on 
Internet and 802.11 Wireless-LAN. The experimental results from 
the deployed UVS test-bed with Wi-Fi Internet access 
demonstrate the effectiveness of the proposed schemes for UVS. 
 

Index Terms—video surveillance, multicast, Diffie-Hellman key 
exchange algorithm, FEC. 

I. INTRODUCTION 
IDEO surveillance services have been active for decades to 
protect lives and properties of individuals, enterprises and 

governments such as homeland security, office-building 
security and traffic surveillance on highways. Due to the 
technology advancements in digital media compression, 
computer computation and wired/wireless communications, 
video surveillance has been led to wide deployment over 
Internet to provide ubiquitous video surveillance (UVS) 
services [1][2][3] with more flexibility and easier usage than 
ever. Besides, value-added and diversified UVS services can be 
produced by integrating with other full-fledged applications on 
Internet. 

However, the architecture of Internet and most of the media 
codecs applied on delivered packets are open to public, not only 
the reliable delivery for surveillance videos is required to 
achieve playback quality of UVS, but the privacy protection of 
sensitive surveillance videos should be also protected. 

In this paper, we propose to apply forwarding agents of 
multicast agent (MA) and super agent (SA) to provide scalable, 
ubiquitous and reliable UVS. To firstly achieve scalability 
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while we need one-to-many service discipline, surveillance 
videos are delivered via multicast to reduce the burden on 
Internet and servers. However, most of the Internet routers turn 
off forwarding of multicast packets to avoid flooding of 
multicast traffic. Therefore, forwarding agents can apply 
unicast tunnel to forward multicast surveillance videos from 
one multicast island to another. 

Secondly, forwarding agents are also applied to extend video 
surveillance services to private networks achieve ubiquity for 
UVS. Thirdly, to achieve privacy protection for sensitive video 
surveillance content, we further apply Diffie-Hellman key 
exchange algorithm to produce common private encryption- 
key for encrypting each surveillance video delivering between 
forwarding agents through public Internet.  

Though conventional technologies of VPN and IPSec can 
also achieve Internet access in private networks and security 
protection respectively, the forwarding agent can further 
provide application-level services without any specific 
hardware support. 

Finally, we apply forward erasure correction (FEC) to 
multicast video packets to preserve playback quality of UVS,   
not only because the prevalent 802.11 wireless-LAN doesn’t 
guarantee the QoS of multicast delivery [7][8], but also due to 
the unreliable unicast tunnel between forwarding agents. Thus, 
the proposed schemes mentioned above can achieve reliable 
UVS through wired/wireless Internet access.  

The rest of this paper is organized as follows. In Section II, 
we present the proposed system and architecture for UVS, 
called OpenIVS[5] (Internet Video Surveillance service with 
Open-source) and describe how the proposed architecture to 
achieve scalability, ubiquity and reliability for UVS on 
Internet. In Section III, we propose secure forwarding agents to 
provide privacy protection for the surveillance videos of UVS. 
The performance results of quality of UVS via the experiments 
on OpenIVS test-bed are presented in Section IV. Finally, 
Section V concludes this paper. 

II. SYSTEM ARCHITECTURE AND PROTOCOLS 
OpenIVS logically comprises three components to provide 

ubiquitous video surveillance services. The first component is 
the customary video surveillance services closely related to 
end-users. The second component is the multicast agent (MA) 
to extend customary video surveillance services within 
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multicast islands. The last component is the super agent (SA) to 
basically connect customary video surveillance within private 
networks over the Internet. Fig. 1 shows the main architecture 
of our internet video surveillance platform. The detail 
description of each subsystem component will be shown in 
following sub-sections. 

 

 
Fig. 1. Architecture of OpenIVS. 

 

A. Customary Video Surveillance Services 
Customary video surveillance services [3][5] are basic video 

surveillance services with consideration of scalability and 
reliability. They are provided by 3 kinds of different 
subsystems: Compressed Video Pumping Server (CVPS), 
Video Recording and Querying Server (VRQS), Web 
Browsing Viewer and Manager (WBVM). These subsystems 
are listed and summarized below: 
 
CVPS: 

 Compress the captured video from surveillance camera. 
 Attach FEC packets to compressed video packets to achieve 
reliable service  
 Then multicast video packets with FEC packets to network to 
achieve scalable and reliable service 
 

VRQS: 
 Record surveillance videos via a file system. 
 Provide query interfaces for reviewing the stored video 
 

WBVM: 
 Provide users’ interfaces to view surveillance videos. 
 Provide administration functions within above-mentioned 
subsystems and agents, such as the settings of CVPS, the 
information of SA and the mapping information between a 
CVPS and its MA.  

 
However, these subsystems can only provide domestic video 

surveillance service without consideration of ubiquity on 
Internet. We will discuss how to achieve ubiquity for UVS via 
MA and SA in following subsections. 

B. Multicast Agent 
MAs are used to connect multicast islands to help UVS to 

achieve ubiquity. An operation example of MA is shown in Fig 
2. There is a MA located in subnet A, which is denoted as 
sMA(source MA), and sMA is responsible to receive the 
multicast video from CVPS and then  forwarding it to other 
MAs, said destination MAs(dMA), in different subnets. 

Once external users located in different subnet B and C want 
to watch the same surveillance video from subnet A, two 
dMAs , which are respectively located in subnet B and C, will 
take the responsibility to receive the surveillance video 
forwarded from remote sMA in subnet A. Then, these two dMA 
will re-multicast the received video packets for the external 
users in subnet B and C. 

 

 
Fig. 2. Operation example of MA. 

 
Above-mentioned sMA and dMA are different functional 

terms from MA. They are usually implemented as one together. 
The packet sample of surveillance video delivered between 
sMA and dMA is shown in Fig. 3. Therefore, domestic video 
surveillance service can be extended to remote subnets via 
proposed MA. 

 

 
Fig. 3. Unicast packet sample from sMA to dMA 

 
However, domestic video surveillance services may be 

located in private networks. MAs with functions of sMA or 
dMA could also be located in private networks. Then the 
challenge is how to extend domestic private surveillance 
services in private networks to achieve ubiquity. In the 
following sub-section, we will give detail description about 
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how to apply super agent (SA) to achieve UVS’s ubiquity no 
matter whether the sMA or dMA is located in private network. 

C. Super Agent 
Since the NAT technology [9] has been used widely to 

provide Internet access from private networks. In our OpenIVS, 
for example, a sMA is hard to receive service requests while it 
is located behind a NAT device. Thus, we propose super agent 
(SA) in OpenIVS to achieve ubiquity to forward surveillance 
videos for MAs located in private networks. SA serves as a 
centralized proxy to solve this NAT traversal problem for 
OpenIVS.  

This so-called super agent is also responsible to not only 
maintain the administrative information of MAs such as their 
configuration and connection data, but also provide video 
surveillance point mapping of which CVPS multicasts the 
request surveillance videos and which sMA (i.e. sMA) that the 
dMA can contact for forwarding this surveillance video via the 
sMA. 

Therefore, SA is another kind of forwarding agent to forward 
surveillance video packet while dMA is located in private 
network. Besides, SA will also establish command link with 
sMA and dMA respectively and forward command request of 
service between them. To efficiently achieve ubiquity for UVS 
via proposed forwarding agents, we discover 4 kinds of 
different video forwarding paths listed below from sMA to 
dMA and elaborate on how to forward surveillance video which 
external users request.  
 
(1). Public network to public network: 

If a CVPS’s sMA and its external user’s dMA both belong 
to public networks, sMA and dMA obviously have their 
own real IP addresses to easily communicate with each 
other. At the beginning, sMA will join the same multicast 
group as CVPS to receive surveillance video packets. And 
then, sMA encapsulates the received packet content with a 
header (as shown in Fig. 3) and unicast them to dMA, which 
includes multicast group address and multicast port number 
in front of each multicast packet’s content. Finally, while 
dMA receives these unicast packets, it de-encapsulates the 
packets and multicast them according to the header 
information to dMA’s subnet. Then, all external users, who 
are locate in the same subnet as dMA, can watch the 
surveillance video from sMA. 

 
(2). Private network to public network: 

This situation happens when a CVPS’s sMA and its external 
user’s dMA belong to private and public networks 
respectively. Communication procedure of forwarding 
video packets and command requests between these two 
MAs is the same as sMA and dMA are both located in 
public networks. That’s to because dMA is located in public 
network and the forwarding video packets can be sent to it 
without troubles, no matter whether the sMA is located in 
public or private network. Therefore, the communication 
procedure while dMA is located in public network is shown 
in Fig. 4 and the operations are listed as following: 

First of all, dMA sends a multicast-traffic request message 

(MT_REQUEST) to SA by a pre-created link.  
Secondly, according to the information contained in 
MT_REQUEST, SA forwards the message with some 
extra information appended to sMA. The extra 
information contains dMA IP address and whether dMA 
is located in public or private network. In this case, dMA 
is in public network.  
Finally, sMA directly sends the surveillance video to dMA 
by unicasting, and dMA multicasts them to its network. 

 

 
Fig. 4. Communication procedure while dMA is in public network. 

 
(3). Public network to private network: 

If CVPS’s sMA and external user’s dMA belong to public 
and private network respectively, dMA cannot receive 
packets from sMA directly. Hence, SA is applied to serve as 
an intermediate relay between sMA and dMA to re-forward 
packets. While dMA is located in private network and its 
user issue the first request for remote surveillance video, 
dMA has to send a multicast-traffic request message via SA 
to sMA. Then sMA starts to transmit the multicast 
surveillance video through SA to dMA by unicasting. As 
the usual, dMA then multicast the received packets to users 
and users belong to the private network can watch the 
surveillance videos from remote networks. 
 

(4). Private network to private network: 
If a CVPS’s sMA and external user’s dMA both belong to 
private networks, communication procedure of forwarding 
video packet and command requests between these two 
MAs is the same as the situation mentioned above, said 
"public network to private network". Thus, we present the 
communication procedure in Fig. 5 while dMA is located in 
private network. And the operations are shown as 
following: 

First of all, dMA sends a multicast-traffic request message 
(MT_REQUEST) to SA through a pre-created link. 
Secondly, SA forwards the multicast-traffic message with 
some extra information appended to sMA. The extra 
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information contains dMA IP address and whether dMA 
is located in public or private network. In this case, dMA 
is in public network.  
Then, sMA sends the surveillance video packets to SA by 
unicasting.  
 Finally, SA redirects the surveillance video packets to 
dMA, and dMA multicasts them to its network. 

 

 
Fig. 5. Communication procedure while dMA is in private network. 

 

III. SECURE FORWARDING AGENTS 
Due to the scalable, ubiquitous and reliable abilities for UVS 

on Internet have been proposed in last section, we also take 
account of the security issues. As mentioned earlier, SA is a 
centralized architecture and contains all the important 
information of UVS. Malicious users can be prevented by 
authentication from accessing valued information of UVS. 
However, surveillance video should also be protected due to its 
transportation over the public network, Internet. Thus, we are 
going to focus the security issue about surveillance video 
delivered between SA and MAs in this section. 

Considering security strength and real-time constraint of the 
surveillance videos, we chose well-known symmetric 
cryptography, AES [10], as our encryption and decryption 
algorithm to protect sensitive surveillance video content in 
forwarding. Besides, we also apply Diffie-Hellman key 
negotiation algorithm (DH) to negotiate an encryption key, and 
then periodically change encryption key [11] to boost security 
strength.  

In OpenIVS, our privacy protection for surveillance video 
will be focused on how to furnish the encryption key 
negotiation. Once the key negotiation has been done, 
surveillance video can be transmitted by the procedure we 
mentioned in section II. The key negotiation can be separated 
by two parts: MA to SA and sMA to dMA. Then, the detail 
description of key negotiation procedures about these two parts 
are shown at following.  

Fig. 6 shows the key negotiation procedure between MA (i.e. 
sMA and dMA) and SA. By exchanging MA’s and SA’s public 
key, MA and SA then negotiate a common secret key for 
privacy protection for the surveillance videos forwarded 
between MA and SA. 

 

MASA

 Command Link 

1. A public key PMA  from MA of DH

3. A public key PSA from SA of DH
2. SA resolves 

secret key KMA-SA

4. MA resolves 
secret key KMA-SA

 
Fig. 6. Key negotiation between MA and SA 

 
Besides, before the surveillance videos are directly 

transmitted between sMA and dMA, they need to negotiate a 
common secret key. Fig. 7 presents the key negotiation 
procedure between sMA and dMA via SA. While the key 
negotiation procedure is done, sMA then directly send the 
surveillance video to dMA as shown in Fig. 4. 

 

Fig. 7. Key negotiation between dMA and sMA 
 

 
 Fig. 8. Experimental environment 

IV. EXPERIMENTS AND PERFORMANCE RESULTS 
We also did some experiments to demonstrate not only the 

impact of video playback quality while we apply AES security 
mechanism to encrypt/decrypt the surveillance videos in H.263 
compression, but also the reliability of applying FEC in 
OpenIVS. Fig. 8 shows the experimental environment. There 
are three multicast islands, such as NTU R125A lab which is 
located in the laboratory of national Taiwan University in 
Taipei city, MCU s26 lab which is located in Taoyuan county, 
and a private network which is also located in Taipei. Each of 
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these multicast islands has a MA to forward their surveillance 
video. Besides, a client WBVM located at the private network 
would display these surveillance videos from surveillance spots 
in these multicast islands.  

Fig. 9 shows the impact of sending rates and receiving rates 
while applying privacy protection into OpenIVS. The sending 
rates on CVPS and receiving rates on WBVM both ranged 
between 14.5 to 15 fps. We could see that the average sending 
and receiving rates are quite similar. And the surveillance video 
is also smoothly played on WBVM. That means we 
successfully connected these three multicast islands without 
influencing the playback quality by using proposed forwarding 
agents of MAs and SA while the UVS architecture is applied. 

 

 

 
Fig. 9. Sending and receiving rate of each surveillance point 

 
Then, we compare both the sending rates and receiving rates 

at MCU while the privacy protection mechanism with AES 
encryption is applied on forwarding agents and the results is 
shown in Fig. 10. The results also point out the security 
protection we applied on forwarding agents does not degrade 
the transmission rate (i.e. the average transmission rates are 
almost equal) and we can securely deliver the surveillance 
video on Internet without affecting the playback quality. 

 

 
Fig. 10. Sending rate and receiving rate of weather the security mechanism 

is applied 

 
Finally, because it is hard to evaluate the performance of 

FEC applied on OpenIVS, we did a simulation to measure the 
reliability that can be achieved by applying FEC on OpenIVS. 
The simulation is done by sending 5000 multicast packets with 
sending rate 225kbps, each packet contained payload size of 
512 bytes, and 25 FEC packets were added for every 50 video 

surveillance packets. In the FEC simulation on the private 
network with Wi-Fi access point, 103 packets were totally lost 
at receiver after transmission. Packet lost rate reached to 2.05%. 
While applying FEC during the transmission, all lost packet 
were recovered at receiver. Packet lost rate can be reduced to 
zero. According to the simulation results, FEC is very helpful to 
recover lost packets for UVS on Internet to preserve playback 
quality, especially on prevalent Wi-Fi wireless environment.  

V. CONCLUSION AND FUTURE WORK 
In this paper, a ubiquitous surveillance system has been 

proposed and implemented. The proposed architecture has the 
ability to efficiently integrate independent surveillance systems 
that locate in public or private networks. Besides, security issue 
is considered in the proposed architecture. We also demonstrate 
some experiments to evaluate the effective OpenIVS by good 
performance results. In the future, we are going to extend 
multicast agent with support of load sharing, to efficiently 
reduce loading to a popular sMA and its network. 
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