
 

  
Abstract—Nowadays, IP networks are suffering many faults 

and malicious attacks, which greatly threaten its security and 
survivability. So it is an important issue that how to make the IP 
networks to be more resilient under faults and attacks, i.e., to 
improve their tolerance abilities for both fault and intrusion. 
However recently, most of the researches focus on only one of 
them, and decouple the survivability and security each other. 
According to the trust model in social networks, this paper 
proposes an efficient scheme which is resilient to both fault and 
intrusion based on trust relationship for IP networks. This scheme 
not only borrows the trust rating from the social links, but also 
qualitatively describes the relationships between the trust rating 
and the network behavior. Then, this paper analyses the scheme 
how to tolerate three known malicious behaviors, viz., self-faults, 
bad mouth attacks and conflict behavior attacks. Finally, our 
scheme can detect the malicious nodes fast and accurately and 
efficiently prevent these malicious behaviors in IP networks. 
 

Index Terms—fault-tolerant, intrusion-tolerant, IP networks, 
resilient, trust-based 
 

I. INTRODUCTION 

HE IP networks are suffering all kinds of misbehaviors 
including self-faults and malicious attacks, and these 

misbehaviors become more and more serious. So it is an 
important issue that how to make the IP networks to be more 
robust under faults and attacks, i.e., to improve their tolerance 
abilities for both fault and intrusion. However recently, most of 
the researches focus on only one of them, and decouple the 
survivability and security.   For example, the self-healing and 
recovery (e.g.,[8][9][10]) mechanisms enhance the networks’ 
survivability and security by the way of fault-tolerance only in 
the case of node break down; while traditional cryptographic 
mechanism (e.g.,[11][12]) and intrusion detection system 
(e.g.,[13] ) by the method of intrusion-tolerance only. The 
general methods by fault-tolerant or intrusion-tolerant only are 
shown in Fig. 1 and Fig. 2. So, how to make the networks both 
fault-tolerant and intrusion-tolerant becomes a valuable issue to 
study. 
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Fig. 1 The resilience from the view of fault only 

Fig. 2 The resilience from the view of intrusion only 
As we know, in social networks, communications between 

different individuals are based on the trust of each other. In 
order to contact with somebody, one must have certain credit in 
the object. Otherwise, its contact will be refused. Accordingly, 
if one individual has poor reputation, its opinions are doubted 
or even rejected by others. Above all, we find that IP networks 
and social networks are very similar on some aspects. So, we 
use the social trust relationships to construct our IP networks 
which with the abilities of fault-tolerance and 
intrusion-tolerance.  The use of trust scheme in making the 
networks both fault-tolerance and intrusion-tolerance is shown 
in Fig. 3. 

 
Fig. 3 The resilience from both fault-tolerance and intrusion-tolerance 
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Therefore recently, some similar trust models are used in 
communication networks in order to improve their 
survivability. For example, P. Resnick et al. [1] proposed a 
centralized reputation system, in which every entity can easily 
query the trust rating of the other’s from a central node. 
However, the central node can be a bottleneck for accessing the 
trust rating table due to a single point of failure and poor 
scalability. CONFIDANT [2] is a routing protocol in Mobile 
Ad hoc Networks (MANETs) which is a distributed, symmetric 
reputation system using both first-hand and second-hand trust 
information for updating trusting values. However, it cannot 
avoid bad-mouth attacks if we use second-hand information. 
RFSN [3] is the first reputation and trust-based system 
designed and developed specially for sensor networks. It uses 
watchdog mechanism to provide trust rating. However, there is 
uncertainty in the trust system, because the watchdog cannot 
record all the behavior due to its own faults. DRBTS [4] is a 
distributed model using first-hand and second-hand trust 
information, while lacking deeper and more concrete studies. 
ATSN [5] is an agent-based trust model in sensor networks. It 
uses watchdog mechanism to monitor the behavior of other 
sensor nodes and uses the agent to compute and broadcast the 
trust values. The sensor node receives the trust value and then 
makes decision of the behavior of the node which the trust 
value belongs to. However, on the one hand, it doesn’t fully 
share trust values; on the other hand, it doesn’t avoid triangle 
routing arising by the agent. Also, the method of agent leads to 
extra cost. 

There has some achievements to improve the abilities of 
fault-tolerance and intrusion-tolerance of networks with the use 
of trust scheme, but it is still in an entry-level stage. On the one 
hand, their abilities of fault-tolerance and intrusion-tolerance of 
networks are not perfect enough, such as poor scalability and 
less diversity. On the other hand, they can not suit for all kinds 
of networks. This paper puts forward an efficient fault-tolerant 
and intrusion-tolerant scheme which formulates the fault events 
and malicious behaviors of a network node in a trust 
relationship scheme. Based on the scheme, each node can 
cooperatively make a decision for the communication action 
with other nodes regardless of the faults or intrusions. 

The main contributions of this paper are as follows. Firstly, it 
designs a distributed trust-based resilient scheme. Then, it gives 
the definition, updating and propagation of the trust value in 
general IP networks. At last, it analyzes the performance of the 
scheme by simulations on the circumstances of some 
abnormities in IP networks. 

The rest of this paper is organized as follows. We start with a 
description of the fault-aware and intrusion-aware trust scheme 
in section Ⅱ. Section Ⅲ depicts the implementation of this 
scheme. Section Ⅳ presents some misbehavior in IP networks 
and analyzes our scheme against them. Section Ⅴ, the 
simulation results are shown. The conclusions are drawn in 
Section Ⅵ. In the end are the acknowledgements and 
references. 

II. FAULT-AWARE AND INTRUSION-AWARE SCHEME BASED ON 
TRUST RELATIONSHIP 

The fault-aware and intrusion-aware scheme consists of 

network data collecting, the trust rating computing, the storage 
and propagation of the trust rating. The flow chart of this 
scheme is shown in Fig. 5. In the following parts, we will 
illustrate this scheme in details.  

A. Definition and Measurement for Trust Value 
Tij is the trust-value that node i maintained for node j. The 

trust value is inferred from two parts, one is monitoring the 
object node directly, which is called direct trust value, the other 
is referring the neighboring nodes∗’ opinions, and we call it 
indirect trust value. So the definition of Tij is as follows: 

i j ij D ij IDT (T ) ( )(T )a 1- a= +              (1) 

Let (Tij)D and (Tij)ID be the direct and indirect trust value 
respectively. 0≤ Tij ≤1, ]1,0[∈α  and can be modified easily 
by customers in order to differentiate the weights in 
contribution to the trust value. Generally, we initialize the trust 
value to 0.5. 

The direct trust value is up to the users’ requirement on 
certain application. Different application has different 
requirement. For example, the telephone desires low delay, the 
Email requires low loss-rate etc. This scheme permits users to 
customize the direct trust value. 
( ) ( ) ( ) ( ) ( )ij 1 2 nD
T f f f (1 )f1 2 m m 1 2 n 1=c c c c c c −⋅ + ⋅ +⋅⋅⋅+ ⋅ +⋅⋅⋅+ − − −⋅⋅⋅− ⋅  (2) 

Here, we suppose that 1 2 1nc c c+ + ⋅⋅⋅+ = ,cm ∈ [0,1] is 
constant and can be customized by customers according to the 
fm(.)’ contribution to the trust value. fm(.) presents the mth 
function for trust mapping. n is the number of fm(.). 

The indirect trust value (Tij)ID is obtained from the 
neighboring nodes. However, some neighboring nodes have 
high trust rate in the source node, other nodes have low trust 
rate. Then, we should treat the neighboring nodes’ opinions 
differently. The definition is as follows: 

ij ID
1

1(T ) *
il N

il lj
li

w T
N

=

=

= ∑                 (3) 

Here, Ni, terms as the number of node i’s neighbors. wil is the 
weight determined by the trust metric Til, and can be derived as 
follows: 

,

1 1 ,
2 2

constant T THil
wil T THilk t

∀ ≥⎧
⎪= ⎨ + ∀ <⎪
⎩

           (4) 

Here, l∈Ni. Now, we consider two nodes i and l. If Til is larger 
than certain customized threshold TH, then we can deem node i 
cooperative with node l and vice versa. In definition (4), 
constant is denoted as the weight about the node l when the 
relation between nodes i and l is cooperative. We suppose 

constant be “1”. 1 1
2 2k t+  represents the weight about the 

node l when the relation between nodes i and node l is 
uncooperative.  

From Definition (4), we can see that the dynamic function has 
 

∗ In this paper, all the nodes are denotes as routing nodes. 
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two parameters k and t. k represents the degree of the node, viz., 
the number of the branches of a node. t is a timer. In RFSN [3], 
nodes just receive the indirect trust value of nodes which are 
cooperative. In fact, the indirect trust value still could make 
sense even on the conditions of self-faults or intrusions. So we 
take the indirect trust value into account no matter the condition 
is cooperative or not (or “good or bad”), only to make the 
weights differently on computing the trust value. Then we can 
share the trust value, yet not on the cost of security. 

We distinguish the weight in three ways in Definition (4). 
Firstly, the node is good or bad. Secondly, the availability of 
the indirect trust value on the condition of faults or intrusions. 
Thirdly, it takes the degree of the node into consideration. 

B. An Adaptive Update and Binding Propagation of the 
Trust Value  
In this scheme, the trust value is updated in real time. The 

details of the update scheme are as follows. It takes the direct 
trust value as the final trust value once the direct trust value 
beyond the threshold which customized by customers and can 
content customers’ need, ignoring any other indirect trust 
values. Because the direct trust value is more important and 
truthful than indirect trust values. Therefore, it not only 
consumes less computing resources but also improves the 
efficiency. However, when the direct trust value is below the 
threshold we still update the trust value according to the 
Definition (1). 

Moreover, we process the indirect trust values before putting 
in use in Definition (1) in order to enhance the security. With a 
new defined threshold, it compares the indirect trust value with 
the average of all the other indirect trust values; if the 
difference is more than the threshold it will take the indirect 
trust value as fake information and ignore it. But, if there are N 
nodes’ indirect trust values, it will have to compute the 
averages for N times. Amazingly, the degree of most nodes in 
IP networks is very small [6]. So it will not consume too much 
computing cost for computing the averages. 

In this scheme, each node maintains a table consisting of the 
routing information and the trust values of the neighboring 
nodes, which can be called enhanced routing table. The trust 
value field can be attached behind the general routing 
information fields. The trust information and the general 
routing information are bind and propagate together by the 
enhanced routing protocol. 

 In this scheme, the trust information and routing information 
are stored and propagated as a whole. Besides, not only can it 
use the routine routing storage and propagation strategies but 
also make the general routers’ functions be increased without 
too much cost. Here, we assume that any routing node 
maintains the neighboring nodes’ trust information only. Also, 
we do not take the more than one hop’s propagation into 
consideration for simplicity. 

 

III. IMPLEMENTATION OF THIS SCHEME 
This scheme can be implemented as follows. Node works in 

a promiscuous mode to collect trust information, and then 
compute the direct trust value (Tij)D according to Definition (2). 
According to Tij, the node i can decide how to process the 
behavior between i and j. Also, the node i propagates the value 
Tij to other nodes as an indirect trust value with the enhanced 
routing protocol. Fig. 4 depicts the building blocks of this 
scheme. 

Besides, in fact, we can also broadcast the trust information 
separately without the enhanced routing protocol. But it will 
cost some extra network loads. So, this paper utilizes the 
enhanced routing protocol. 

The function of promiscuous mode listing and data 
collecting has been presented at the beginning of section Ⅲ. 
The monitoring mechanism is to monitor the behaviors of the 
neighboring nodes and compute the direct trust value. The 
direct trust value is gained from Definition (2) in which the 
functions for trust mapping are customized by customers. For 
example, we assume the first function to be Packet Delivery 
Ratio, the second function about time delay, the third one to be 
the throughput and so on. Customers can customize the types, 
the number and the concrete form of the functions for trust 
mapping. Also, we can adjust the weights, just as ci, in 
Definition (2). Of course, if ci equals 0, it suggests that the 
according function is not chosen. The implementation of 
monitoring and computing for direct trust value (Tij)D is 
described in Fig. 5. 

 
Fig. 4 The illustration of the proposed fault-aware and intrusion-aware scheme 

 

 
Fig. 5 The implementation of monitoring and computing for (Tij)D 
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IV. ANALYSIS OF THE SCHEME’S PERFORMANCE OF 
FAULT-TOLERANCE AND INTRUSION-TOLERANCE 

This paper introduces three kinds of misbehaviors in IP 
networks, e.g., self-faults, bad mouth attacks and conflict 
behavior attacks. We will discuss the performance of our 
scheme to tolerate the above misbehaviors. 

A. How to Tolerate Self-Faults 
The nodes in IP networks could be power off or malfunctions 

by some other artificial causes. Then this scheme will conclude 
that the direct trust value is “0” or very small according to 
Definition (2). The indirect trust value will decrease according 
to Definition (4). Above all, the final trust value of the node 
will decrease quickly. So the scheme can efficiently avoid this 
kind of faults. 

B. How to Tolerate Bad mouth Attacks 
If the node’s recommendation is taken into consideration by 

other nodes, the malicious nodes can provide dishonest or false 
recommendations [3] to frame up good nodes and/or boost trust 
rating values of malicious nodes. This attack is named as bad 
mouth. Many existed contexts (e.g., [3] [7]) about trust 
management or reputation system have discussed this kind of 
attack. 

Firstly, as mentioned above, comparing the indirect trust 
value with the average of the received indirect trust values, if 
the difference is less than the threshold, we will take the 
indirect trust value as fake information and ignore it. Secondly, 
if the difference is between the defined threshold and the 
threshold defined in Definition (4) we will use the weight of 
1 1
2 2k t+ defined in Definition (4) to compute the trust value. It 

will take both the degree of the node and the time span below 
the threshold to weight. For one reason, as we all known, the 
bigger the degree of the malicious node is, the more harmful it 
is. So we could use the degree as the negative index of the 
weight. Then the weight decreases quickly with the growth of 
the degree. We insure not only the high efficiency but also the 
security. For another reason, the initial weight of the malicious 
node is “1”. We customize a timer t equals to Tt (Tt >0). If the 
node recovers from the state of malicious we will set the weight 
to double but not beyond “1”and the timer t to “0”. Otherwise, 
we will set the weight to half and the timer t to 2Tt……. As 
described above, this scheme can effectively defense the bad 
mouth attacks. 

C. How to Tolerate Conflict Behavior Attacks 
Malicious node can impair good nodes’ recommendation 

trust by performing differently to different nodes. For example, 
the node b behaves friendly to j and hostile to k. Then the 
opinions about node b are reverse between nodes j and k, 
leading conflict behavior. In our trust scheme, we can avoid 
this kind of attack by using of the weight strategy mentioned 
above. 

 

V. NUMERIC SIMULATIONS AND PERFORMANCE ANALYSIS 

A. Simulation Scenarios 
For simplicity, we just define and use two functions f1(.) and 

f2(.) for trust mapping. The function of f1(.) is defined as the 
packet delivery ratio and described below in Definition (5). 

1f ( ) packet_received_number
packet_sent_number

⋅ =             (5) 

f2(.) is the function of time delay described in Definition (6). 

2f ( ) packet_delayed_num ber
packet_sent_num ber

μ⋅ =          (6) 

Here, parameter μ is related to the sensitivity of the time delay 
and can be adjusted by customers. For example, the audio and 
video services are sensitive to the time delay, and then μ will be 
bigger. The file transportation service is not sensitive to time 
delay then it will be smaller. 

The topologies of simulation networks are shown in Fig. 6. 

        
(a) For self-faults and  bad mouth attacks (b) For conflict behavior attacks 

Fig. 6 The topologies of the simulations 
 

Here, Fig. 6(a) shows the conditions of self-faults and bad 
mouth misbehaviors in IP networks. Circumstance one: node L 
is power off. Circumstance two: node L is the attacker and 
behaves well to node A and badly to node B for ever. Fig. 6(b) 
shows the conflict behavior attacks. Node L is the attacker and 
behaves well to nodes A, B and C but badly to nodes D and E. 

B. Simulation Results, Analysis and Estimation 
In this paper, the trust values, which demonstrate that the 

nodes are good or bad, are updated in real time. It also can 
provide basis for the later use of separation and recovery 
strategies.  

Case one in Fig. 6(a), the node L is broken down. Then, the 
trust value of node L in nodes A and B will both decrease 
quickly, which is shown in Fig. 7. So the nodes A and B will 
break off the friendship with node L.  

 
Fig. 7 Tolerance to self-fault 
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Fig. 8 Resiliency to bad mouth attacks 

 

 
Fig. 9 Survivability to conflict behavior attacks 

 
Case two in Fig. 6(a), the node L behaves well to node A and 

badly to node B for ever. Then, the node L’s trust value in node 
A rises quickly and the trust value in node B decreases fast. So 
node A continuously contract with node L, while node B will 
not contract with node L with the drop of the trust value. 
According to Definition (1) the trust values of nodes A and B 
about node L is shown in Fig. 8. 

The case in Fig. 6(b), according to Definition (1), the trust 
values of node L in nodes A, B and C will ascend quickly but 
descend in nodes D and E. The details are shown in Fig. 9. 
Therefore, nodes A, B and C can go well with node L but nodes 
D and E can not. 

 

VI. CONCLUSIONS 
In this paper, we design an efficient resilient scheme based 

on trust relationship for IP networks. Also, this scheme 
describes the relationships between the trust rating and the 
network behavior qualitatively .When a node’s behavior  
threaten other nodes, its trust rating in these nodes will be 
decreased. Moreover, we give the propagation of the trust 
rating in IP networks and analyze the scheme how to tolerate 
three kinds of known malicious behaviors, i.e., self-faults, 
bad-mouth attacks and conflict behavior attacks. Last but not 
least, this scheme can detect the misbehavior nodes exactly and 
make contribution to the separating and recovering strategies 
which will be developed in our future works. 
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