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1 Introduction (plaintext)
WPA-TKIP (Wi-Fi Protected Access Temporal Key Integrity l """""""""" I A

Protocol) is a security protocol that protects confidentiality and§ z\gfbig’ s mp MIC mp

integrity for wireless LAN communication, and introduced the | (64 bits) |

method that the vulnerability [2, 3, 4, 5] of WEP (Wired Equiva- =~ [ T ‘

lent Privacy) [1] is removed. Many researchers have discussed the

security of WPA-TKIP [6, 7]. However, a realistic attack against

WPA-TKIP was not known except a dictionary attack. Beck and -— MPDU

Tews have proposed a message falsification attack on WPA-TKIP master key 3 (plaintext)

in 2008 [8]. Their attack (called the Beck-Tews attack) can recover checksum

the message integrity code (MIC) for 12-15 minutes, and a short l (32bits) — Q

encryption packet such as ARP packets can be forged. The Beck- l

Tews attack uses the chopchop attack, which is known as a replayemy]Dtlonkey ””””””””” packetkey

attack on WEP. The attack works for only a network that supports. (128 bits) =~ [ hash) % (128nits) ~>[RC40% D D

IEEE 802.11e QoS features because WPA-TKIP has a preventing keystream l

mechanism of the replay attack. WPA-TKIP has the TSC counter, = MPDU

that grows each time the receiver receives the packet. If the re- initialization vector (ciphertext)

ceived IV is less than or equal to the TSC counter, the receiveden- @#8bits) |

crypted data is discarded. The communication using IEEE 802.11e 0

has more access categories, and TSC counter is managed every ac-

cess categories. The attacker selects the access category with a Fig.1 Processing of Sender

small TSC counter, and can execute the replay attack.
We have proposed the man-in-the-middle attack in JWI1S2009

(the Ohigashi-Morii attack) [9, 10]. And, it works for a general ,ontication function by EAP, integrity check function by TKIP,
network. However it is necessary to interrupt the communication gy ntion function by AES. However, itis impossible to introduce
between the access point and the client for executing the man-ina £<"into the existing model. Then, Wi-Fi Alliance [12] enacted
the-middle attack. It is not easy to execute the attack in a realisticWPA_TKlp to maintain security until spreading IEEE 802.11i

environment. In this paper, we propose an executable attack in §pa_TK|p has user authentication function by EAP and integrity
realistic environment without requiring the man-in-the-middle at- check function by TKIP

tack. This attack uses the vuIr_1erabiIity of QoS packet processing In WPA-TKIP, a 512-bit master key is shared between a client
of the |IEEE 802.11e. Many wireless LAN implementations have and an access point. This master key generate a 64-bit MIC key
this vulnerability. In addition, we show that the receiver receives . 54 4 128-bit encryption kel A MIC key is used to create a

a falsification packet made by our attack regardless of the settinq\mc_ And, an encryption key is used to encrypt packets.
of IEEE 802.11e. Therefore, almost all WPA-TKIP implementa- 21 Pro,cessing of Sender

tions cannot protect against the falsification attack in the realistic A sender calculates a MIC from a MIC key and a MAC Service

environment. . . . . .
. . . Data Unit (MSDU) by using a message integrity check function
This paper is organized as follows: WPA-TKIP and IEEE ; .
802.11e are shown in Sect. 2 and Sect. 3. In Sect. 4, we describ'g“CHAEL' The MIC is added to the MSDU, as follows:

the Beck-Tews attack and the reverse chopchop attack. We pro- MS DU|imichae(K*, MS DU), o)
pose a new falsification attack based on the vulnerability of QoS

packet processing in Sect. 5, and show its experimental result@heremichae(K*, MSDU) is a 64-bit MIC and| is concatena-
in Sect. 6. The consideration of our results is shown in Sect. 7.tion. The MSDU with the MIC is fragmented into MAC Protocol

Finally, we conclude this paper in Sect. 8. Data Units (MPDUSs). A 32-bit checksum is calculated from each
MPDU by using CRC32, and it is added to the MPDU, as follows:
2 Wi-Fi Protected Access MPDU|ICRC32(MPDU), 2

After various yulperabilities were reported.to WEP, |IEEE whereCRC32(MPDU) is a 32-bit checksum.
Standa_rds Association engcted a new encryptlon_ standard |IEEE Encryption of WPA is executed for each MPDU with the check-
802.11i [11]. IEEE 802.11i has chiefly three functions: user au-g,m. A packet keyPK is generated from a 48-bit initialization
vector (IV), an encryption ke¥, and a MAC address by using a
+0000000000000Graduate School of Engi- specific hash function for WPAasH). 1Vs for each MPDU are

neering, Kobe University different, and the value of the IV is incremented by one when the
+0000000000000000O0O00J Information IV is generated newly. In WPA, the IV is called the TKIP sequence
Media Center, Hiroshima University counter (TSC).
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MSDU Table 1 Access categories of IEEE 802.11e
(plaintext)
mic= —> Access category priority Description
xﬁﬁ:)y ———  [metep))«———[ | Highest priority
"""""""""""""""""""""""""""""""""""""""""" s Voice 706 | Voice data such as
VolP
A
MPDU
(plaintext) : second priority
as ~ Video 50 4 ) O
e cheskaum - _, video data
(32bits)
* A
— [ third priority
- Best Hfort 003 | Traffic from legacy detd

[ ——— vices or applications
L (128 bits) > [hasti) | (128nits) »»D»@ ?
keystream T Low priority

A MPDU | Background 201 | file downloads, print]
(ciphertext) jObS

initialization vector
(48 bits)

O

Fig.2 Processing of Receiver

When all MPDUs are obtained, these are reassembled to the

MSDU. The receiver calculates a MIC from the received MSDU

and the MIC key by using Michael, and the MIC is compared

A stream cipher RC4 is used as an encryption algorithm foryith the received MIC. If these MICs fier, all the received MP-

WPA-TKIP. RC4 generates a pseudo-random sequence (called s corresponding to the MSDU are discarded and the receiver

keystreamy. = (Z1, Z5, .., Z,) from a packet key and an IV, where - sengs the error message of MIC (a MIC failure report frame) to

Z is a byte variable and is the length of a plaintext. The the sender. In WPA, the MIC key is changed if more than two er-
keystream is XOR-ed with a plainteRt= (P, P2, ... Pl)toobtain - 1or messages of MIC are sent to the sender in less than a minute.
a ciphertexC = (C,0C,[..0C,) as follows: When the MSDU is accepted, the TSC counter is updated to the

largest value in the IVs corresponding to all the MPDUs. We show

C=Rez (i=12..1) 3) processes of receiver on WPA in Fig. 2.

whereC; and P; are a byte variable, respectively. Then, the en-
cryption of WPA is written as follows: 3 IEEE 802.11e and WMM

There is various technology that control a quality of service on
the network. IEEE 802.11e is a technology that control a quality
of service on the wireless LAN network. IEEE 802.11e has two
methods for QoS control. The first method achieves the QoS con-
trol by adding the priority to each packet and the second method
- . . offers a priority to each implementation by handling the controller.
The receiver receives an encrypted MPDU and an IV. The IV is The first method has the certification program named WMM by

compared with the TSC counter, which is a value of the IV cor- .~~~ . -
responding to an encrypted MPDU accepted most recently. If theW"FI Alliance [13]. In this paper, IEEE 802.11e indicates QoS

received IV is less than or equal to the TSC counter, the receivecf:omrOI by WMM' ) .

L . The mechanism of IEEE 802.11e is shown. The communica-
encrypted MPDU is discarded. In the decryption of WPA, the re- i ina IEEE 802.11e has f ¢ ies. Table 1 sh
ceiver generates a keystredrfrom a received IV and a packet key lon using ~--€ hnas four access categories. 1able 1 shows

PK. The keystreanZ is same as that of the senderA plaintext the feature and_ th? role of _f_our Kinds of access categories. A_n
) . ] actual communication classifies data by using the value of the pri-
P is obtained as follows:

ority. Moreover, TSC counter is managed in each access category

C = (MPDU|CRC32(MPDU)) ® RC4(hasH(K, IV)).  (4)

An encrypted MPDU and the IV are sent to the receiver. We show
processes of sender on WPA in Fig. 1.
2.2 Processing of Receiver

P=P&ZaZ=CozZ (=12..,L). (5) in IEEE 802.11e. Then each TSC counter i§etent in each pri-
T ority. The attacker can capture the encryption packdMof= x,
Then, the decryption of WPA is written as follows: and selects the priority of SC < x — 1 and executes the replay

attack like the chopchop attack.
(MPDUJICRC32(MPDU)) = Ca RC4(hashK, 1V)). (6)
_ _ 4 Related Works
The receiver calculates a checksum from the received MPDU, and
the checksum is compared with the received checksum. If thesé.1 Beck-Tews Attack
checksums dier, the received MPDU is discarded. Note that The Beck-Tews attack [8] is a method that applies the chopchop
the receiver does not send the error message of checksum to thattack [4] on WEP to WPA-TKIP. This attack recovers a MIC key
sender. and a plaintext from an encrypted short packet, and falsifies its
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] Fig.4 Reverse chopchop attack
Fig.3 Structure of ARP packet

bytes of the target packet are large. Then, they paid attention to

packet, practically. the ARP packet. The ARP packet can guess the plaintext with a

4.1.1 The Chopchop Attack on WEP high probability. Figure 3 shows the structure of the ARP packet.
The purpose of the chopchop attack on WEP is to obtain theThey used that sender and receiver’s IP addresses (respective low-

information of a plaintext from a given ciphertext. Note that this est byte) can forecast in a high probability. This is appropriate as-

attack cannot obtain an encryption key of WEP. sumption, because many users use wireless LAN implementation
Processes of WEP arefitirent from WPA as follows: in the initial state. In this case, 14 bytes (data, MIC, and checksum)
1. The value of IV is not checked. become unknown. The Beck-Tews attack executes the chopchop
2. There is not a process of adding a MIC. attack 12 times for the ARP packet, and MIC and checksum are re-
3. The receiver sends the error message of checksum to thstored. Sender and receiver's IP addresses (respective lowest byte)
sender. are restored by the comparison with checksum. Since, MICHAEL

An encrypted packet that is falsified from an encrypted packet ac-is a reversible function, the MIC key is easily restorable from the

cepted in the past is not discarded since the value of IV is notARP packet and MIC. Now, the attacker obtained keystream cor-
checked. Integrity check of a message is executed by only theesponding to the MIC key and IV. The attacker can counterfeit the
checksum, and the receiver sends the error message of checksuencryption packet, the size of which is the same as the keystream.
to the sender if the checksum is incorrect. They showed in the method of shortening the execution time of

The chopchop attack focuses on a property of CRC32. It isthe Beck-Tews attack when the attacker knows the MIC key. This
generally used with CRC32 as an error detecting code. In WEPworks dfectively when the attacker attacks it again for the period
CRC32 plays the role as Message Authentication Code (MAC).when the MIC key has not been renewed. If the attacker knows
However, if attacker knows the least significant byte, the attackerthe MIC key, shghe is computable MIC from the MIC key and the
can restore CRC32 that chopf the least significant byte. The ARP packet. The attacker executes the chopchop attack four times
modification of a plaintext by XOR operation is executed easily in and restores correct checksum. Then, the attacker can obtain plain-
the encryption of the stream cipher. The chopchop attack restoretext information since shiee compares correct checksum with the
the keystream by using this character. In WEP, the least significantandidate of checksum. In addition, the attacker becomes possible
byte of CRC32 is encrypted. Then, the attacker calculates CRC32he restoration of the keystream and can counterfeit the encryption
that chops & some candidate values of the least significant byte packet. The execution time of the attack becomes about 4 minutes
(OxFF from 0x00 for instance), and sends the falsification packet since waiting time for MIC error is 3 minutes.
that attach CRC32 to the client or the access point. If the forecas#t.2 Reverse Chopchop Attack
of the least significant byte is mistaken, the receiver sends the error We have proposed the technique for executing the message fal-
message of checksum. Therefore, the attacker can know that thsification attack at high speed in SCIS2010. The reverse chopchop
predictive value is a correct value when the error message is noéttack is one of the proposed attacks in SCIS2010 [14], and re-
sent. In repeating this attack, the attacker can know all bytes of thastores the keystream from higher bytes of the packet. The theory
keystream. and the &ect of the reverse chopchop attack are described in this
4.1.2 Applies to WPA-TKIP section.

The Beck-Tews attack is an application of the chopchop attack First, the theory of the attack, the attacker should know that
to WPA-TKIP. However, WPA-TKIP doesn't send the error mes- higher bytes of the packet is already-known. At this time, CRC32
sage of checksum. Then, the attacker uses that the MIC check i calculated from the data that removes the lowest three bytes from
executed when CRC32 agrees. The probability that MIC agrees bylready-known bytes. When this data is encrypted, all data except
chance is very low(12%%). Then, the attacker can know the value the least significant byte can be correctly encrypted. And, the fal-
of a correct plaintext by observing the error message of MIC. How- sification packet that tests 256 kinds of the least significant byte is
ever, the MIC key is changed if more than two error messages okent. Then, passing the CRC32 check only becomes one kind for
MIC are sent to the sender in less than a minute. Then, the Beckthe receiver, and the MIC error is returned at a high probability be-
Tews attack needs the standby time for one minute after 1 byte icause MIC becomes a disagreement. The attacker can restore one
restored. Thus, it is notfkective for the attack when the unknown unknown byte of a keystream, because the attacker understands

15



FIT2010 (% 9 RIFHBFRM I+ —F L)

l

Frame Control(0x08XX) Duration
---Beck-Tews-attack--- .+
; ‘ MAC Address 1 ‘
1
acket ' ifyineto | [T T T T T T oTorT T T
P - Modifying to | MAC Address 1 | MAC Address 2 |
capture | theQos [ ¢+ L ST b TR
NotQoSpacket L __~-— 1
i ‘ MAC Address 2 ‘
l/QoS packet + 5 e
i ‘ MAC Address 3 ‘
. /L T T
ChOpChOp attack : Chopchop attaCk ‘ T T T T I\\/IAC\ A\dd\ T \3 T T T T T T T \S T T T \C\ T \I T T T T ‘
reverse chopchop attack ] reverse chopchop attack N i avtivavii ol B equence Control
1
1
1
1
1
1
1

falsification attack

‘ TKIP parameters(TKIP IV) ‘ 0
release from
recover MIC key é; Modifying Fig.6 Structure of IEEE 802.11 header of usual packet
l
: L E‘§ ““““ o 2‘4 ““““ 32
] Frame Control(0x88XX) ‘ Duration
e e N e T
1
1
1
1

P e e

__________________________________________ U ‘ MAC Address 1 ‘ MAC Address 2 ‘
Fig.5 Qos forgery attack ===~ @ ———— ¢ ——F+—F—F—F—F—F——F——

‘ MAC Address 2 ‘

‘ MAC Address 3 ‘

that the packet when MIC error is detected was a correct cipher-| , , ,  MACAddress3 ‘ , ., SequenceControl =~ ‘

text. Figure 4 shows the process of this attack. ‘ ““““““““ ‘ ““““““““ ‘
Next, an actual #ect of the attack show. First, this attack can

shorten the execution time until restoring the MIC key. There- [~~~ =~ " TKIP parameters(TKIPTV) ‘
verse chopchop attack need not restore checksum by the chopchop———————— e
attack. The ffect equal with the Beck-Tews attack can be achieved |  TKIP parameters(TKIPIV) ‘ 0
for eight reverse chopchop attacks. Then, this attack can recover

MIC for 7-9 minutes. Second, this attack can execute the falsifi- ~ Fig.7 Structure of IEEE 802.11 header of QoS packet

cation attack at high speed after the MIC key is restored, because
the reverse chopchop attack can immediately restore Internet Pro-
tocol address of the client. Therefore, the falsification attack can
be executed in 10 seconds on the average. Third, this attack cal
falsify a variable-length packet. The reverse chopchop attack cal

restore the keystream of length more than the keystream used fg . ) ) i
unction of the access point or the client. Many wireless LAN

the chopchop attack. Therefore, this attack can falsify a variable- . ; -
length packet, but it is necessary for one minute to enhance thémplementatlons_have this vulnerability and can be attgcked. The
keystream by one byte. Finally, this attack can execute the infor-Proposed attack includes the Beck-Tews attack, and Fig. 5 shows

mation gathering attack. The reverse chopchop attack can restor'ﬁ-l::e flow of the entire attack. The next paragraph shows details of

IP address of PC that belongs to a local network, before restorin e proposed attack. .
CRC32 and MIC. This IP address is a significant value unlike MIC -1 Packet Capture Section
and CRC. Even if it is a network where the update interval of the First, the attacker checks the structure of the captured packet.

MIC key is short, itis dificult to prevent the information gathering Figure 6 shows the structure of IEEE 802.11 header of usual
attack because the execution time is only ten seconds. packet, and Fig. 7 shows the structure of IEEE 802.11 header of

QoS packet!. The following three contents are checked in the
Packet capture section.
5 QoS Forgery Attack e Itis checked whether the captured packet is ARP packet.

The Beck-Tews attack is an executable attack only to the net- ©® It is checked whether the captured packet is packet which
work where IEEE 802.11e is supported. However, IEEE 802.11e  Sends from the access point to the client.
can be turned 6 depending on the setting of the access point, and ® Itis checked whether the captured packet is QoS packet.
the client connected with the access point which IEEE 802.11e wad he attacker uses ARP packet that can guess the plaintext and can
not supported couldn't attack. On the other hand, the OhigashiPe easily falsified. However, the received packet is encrypted, so
Morii attack can attack a general implementation. However it is Whether it is ARP packet cannot be judged by using the protocol
necessary to interrupt the communication between the access poitfentifier. Therefore, the attacker judges ARP packet by the packet
and the client for executing the man-in-the-middle attack. It is not
easy to execute the attack in a realistic environment. Then, we  *1 Source MAC Address, Destination MAC Address, and BSSID are
propose an executable attack in a realistic environment without re- inserted in three MAC address fields.

uiring the man-in-the-middle attack. The proposed attack doesn'’t
epend on function that IEEE 802.11e enables or not, because this
ttack uses the vulnerability of processing it of the IEEE 802.11e
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length. Since ARP packet is a fixed length. Next, the attacker
checks whether the captured packet is packet which sends from@
the access point to the client. Since the access point doesn’t sen [
the MIC error, and we cannot execute the chopchop attack for the Jii
access point. Finally, the attacker checks whether the captured
packet is QoS packet. According to the comparison between Fig.
6 and Fig. 7, we notice the value of the frame control of the IEEE

802.11 header is flerent. ARP packet has structure of the data

frame. The frame control of the QoS packet is “0x88", but the ]
frame control of the usual packet is “0x08”. This flow is similar to after
the Beck-Tews attack. However, if the attacker uses the Beck-Tews =
attack, shghe cannot attack packets other than the QoS packet.
Then, the attacker removes the filter to judge whether this packets i

is QoS packet. Since, if the attacker uses the proposed attack 0
she¢he can attack packets other than the QoS packet in many case. ) o
5.2 Modifying to the QoS Section Fig.8 ARP cache poisoning
We show the method of modifying to the QoS section. Accord-
ing to the comparison between Fig. 6 and Fig. 7, we notice two
differences. First, most significant byte of the frame control is Table 2 Experimental result
different. The attacker rewrites most significant byte to “0x88".
If the receiver receives this packet, he processes this packet as
QoS packet regardless of the IEEE 802.11e function. Second, Qo$ IEEE 802.11e*| release| result
packet has the QoS Control field. The priority shown in Sect. 2
is inserted in this field. The QoS Control field doesn't exist in a Co.A(USB) enable 2007 | Success
usual data packet. Then, the attacker inserts QoS control field i Co.A(USB) disable 2007 | Success
the captured packet. And the attacker sets the appropriate priority] Co.A(CardBus) disable 2004 | Failure
5.3 Recover MIC key Section Co.B(USB) disable 2009 | Success
The attacker executes the chopchop attack or the reverse chop- Co.B(CardBus) disable 2006 | Failure
chop attack py using the QoS forgery packet, andh&heecovqs Co.C(CardBus) disable 2007 | Success
MI_C._ We omit _explammg,_because the flow of this attack is an Co.D(CardBus) disable 5006 | Success
existing attack introduced in Sect. 4.1.2 and Sect. 4.2. .
Next, the attacker recovers MIC key. In this time, the attacker CO'E(Ch_IpSEt) enable 2008 | Success
must release from modifying. Because MIC is calculated from | CO-F(chipset) enable 2008 | Success
various data including priority, as follows: Co.G(chipset) enable 2006 | Success

* Judgment from Web page or product specification, etc.
MIC = MICHAEL(MICKey, DestinationMACAdress

SourceMACAdresQoS priority, Data). (7)

the MAC address of IP address (192.168.1.248) is poisoning from
Namely MIC that we recovered by using the chopchop attack orxx-XX-XX-4f-9¢c-60 to XX-XX-XX-09-00-01. The first three
the reverse chopchop attack is MIC before modifying to the Q0S.pytes (XX-XX-XX) identify the organization that issued the iden-
Then, the attacker uses the inverse function of Michael after re-ifier, and we don't disclose this identifier in this paper. Moreover,

leasing the QoS forgery and ghe recovers the MIC key. The the attacker can cause IP address conflict by setting the same value
attacker can falsify the packet with this MIC key, because the MIC tg Target IP Address and Sender IP Address.

key doesn’t depend on the priority or the packet structure.
5.4 Packet Falsification Section 6
The attacker makes the falsification packet and sends it to the
target. We discuss the ARP cache poisoning as an example of our In this section, we evaluate our attack to examine the kind of
attack. the product that can be attacked. We disable the IEEE 802.11e
We know various methods to execute ARP cache poisoning. Infunction of the access point. Namely, we evaluate our attack in
this paper, we execute ARP cache poisoning using forgery packethe environment not to be able to execute the Beck-Tews attack,
of ARP request. Since this method is executable without dependbecause QoS packet is not sent on the target network. On the other
ing on the situation of ARP request of the client. We show the hand, we experimented to three kinds of clients (USB type, Card-
method that the attacker makes forgery packet of ARP requestBus type, and Chipset with built-in PC). We execute ARP cache
First, the attacker modifies the ARP packet to ARP request, anchoisoning attack introduces in Sect. 5.4, and we judge that the
shéehe sets target MAC Address and target IP Address to MAC proposed attack succeeded by having succeeded in rewriting the
address and IP address that target owns. Thus, the attacker ca&RP table. Table 2 shows the result of the experiment.
send the target the ARP request. Next, the attacker sets senderFrom the result of the experiment, we can understood many
MAC Address and sender IP Address to forgery MAC address andwireless LAN implementations are the target. Moreover, we
forgery IP address. The target memorizes this forgery MAC ad-could attack many implementations assumed not to have the IEEE
dress and forgery IP address. In this case, it is necessary to s&02.11e function. On the other hand, we couldn’t attack Co.B
the value of three MAC Address in Fig. 7 appropriately. Fig- (CardBus,2006) because the communication is intercepted by one
ure 8 shows the result of ARP cache poisoning. We can confirmchopchop attack. But, this implementation is a breach of the pro-

Experiment
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Table 3 Compare the Beck-Tews attack and the proposed attack

Access Point

client Network

Beck-Tews attack

QoS enable

QoS enable QoS enable

Proposal attack

IEEE 802.11e function (chipset) QoS disable

tocol. In addition, we couldn’t attack Co.A (CardBus,2004) be-

cause this client had been released before standardization of IEER€ference

802.11e. All implementations that we can attack have the IEEE [1] IEEE Computer Society,
802.11e function in the chipset. Then, to prevent the attack, we '

should confirm the function of the chipset.

7 Consideration

In this section, we compare the Beck-Tews attack and the pro- 3
posed attack. Next, we consider the technique for preventing the

proposed attack.

First, we compare the Beck-Tews attack and the proposed at-
tack. The target of the Beck-Tews attack was a network where
IEEE 802.11e was supported. However, the proposed attack can
be executed without depending on the setting of the access point.
Therefore, the target of the proposed attack can be enhanced to th
client that chipset corresponds to IEEE 802.11e. And many clients
put on the market in recent years have the IEEE 802.11e function
for the unit of the chipset. Namely, almost all implementations of

WPA-TKIP can be attacked.

Next, we consider the technique for preventing the proposed at-
tack. First, venders should immediately solve this vulnerability.
However, we should consider the technique of preventing this at-
tack until the vulnerability is removed. Then, we strongly recom-
mend the shift to WPA2-AES, because, the user cannot receive the
favor of IEEE 802.11e as long as the user uses WPA-TKIP. How-
ever we consider another technique for preventing the proposed 8
attack. The method that we set the key update interval is shorter to
prevent the proposed attack is known [8, 15]. However, we should
pay attention to the method. Because this method that we set the
key update interval is shorter cannot prevent the attack for the in
formation gathering. If you use specific client utility, it may be
possible to prevent the proposed attack. However, whether the at-
tack was able to be prevented was influenced also by compatibility
with the access point. Namely, reliability as method of preventing

attack will not be able to be kept.

8 Conclusion

In this paper, we proposed an executable attack in a realisti )
environment without requiring the man-in-the-middle attack. This [13] Wi-
attack cannot execute all implementations, but this attack is easily
executable by the realistic environment. Moreover, many wireless
LAN implementations have vulnerability. Namely, if the attacker
uses proposal attack, many wireless LAN implementations can begl4]

attacked.
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