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Implementation of Intrusion Detection System Based on
Observing System-Call classified by each Library Function

Koyt TsuruTA,t YUJI MAKIMOTO , SHOICHI SAITO?
and HIROSHI MATSUOf

In recently, an intrusion detection system(IDS) with anomaly detection to prevent unknown
attacks is researched. A pattern matching has been used by current IDS. But the pattern
matching can’t detect unknown attacks. In this paper, we propose the new IDS to detect
unknown attacks. The proposed IDS classifies a system call by each library function, and ob-
serves system calls. A system call executed from each library function is limited to classified
system call. Even if any worm can make an intrusion into the system, the worm couldn’t
execute an arbitrary system call. In the experiment, an overhead time of the proposed IDS is
described.
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