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A categorization of spam mails using machine learning��� � �
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. PRQOS@?+ATBUD@EWVRXNY<Z 0[2<4]\_^ Ya`W9bVXc9ed[f NTTDoCoMo[4] S+=Cg i-mode 9>BFD3EFhUiWjk)l h+i/m . 9on>iRp>qTrIs/t (2001/6) uwv�gyxzZ { M|O} ?+A~BFDbER�bVWX�rI�W� (2002/3) u�Z��yY+� 73� ?A�BFDbEa9oV�X�� } 4c� 9a�/d�Z e-mail 9@�e�o�y�U��r�<� } ^3�+� =3�+���o=3�c�W� , �];3�<�]9R�@ >¡~¢�D£ r �<� } ^3�R�>¤W¥ G¦�+�OS<=RZW§N¨ ^ . �<�O�b <©ª MO7a� �IY<«b¬ 2N , ®�¯I°a± 7[²+³ ;bV+´NS \U7 .µW¶ © ª ¤F¥ 9b·+¸RS>� 7 SVM(Support Vector Ma-
chine) =b¹Rº } 4_»>¼R½<¾ Y_¿eÀT� 0o2 , ÁRÂ>Ã+Ä/vÆÅÇ �RÈ>Ã+Ä+É~93H 5 9 �+Ê SF´ �T0o2 , �WË �+� ;�Ì }4 G_`W9o�U�RÍNY@�+Î 082>4 À 7 .[1] SVM = Vapnik ;�c{ÐÏRÑ 0[2a^ 2 Ò �R� 9 ^UÓ 9@© ªOÔ EeÕcÖØ×WÙRS<�{ , n ÚaÛUÜ<ÍaÝ/ÞUß�9bà (+1) �âá (-1) § ãåä 7 Ü<Í�@æbçREO9Fè Ô 9oé+ê
(x1, y1), (x2, y2), . . . , (xn, yn), xi ∈ Rn, yi ∈ {−1, +1}

(1);bV } 4 SVM =_ë Ó>78�Rì+íRî �ðïRñOSbÉNÞ�ò 2 ¸a9í<î ÞO9bó ì ( ôaD<õ £ ) roö/t]; Mc7 �Od8Z �/ì>í>îr3ë Ó/7 .

w · x + b = 0, w ∈ Rn, b ∈ R (2)

�R� SRô<DRõ £ = ‖w‖/2 S>�C{ ,
�[2 ryö+t ¼/Ma7 ;R=÷/ø 93ùNúFû \ 2 Ú>üWÁNý_þ~r[ÿ 5b� �IS��6ã 2O7 .

Minimize
1

2
‖w‖2 (3)

s.t.yi(w · xi + b) ≥ 1, ∀i (4)

� 9 2 Ú+üWÁNý_þ�;bV } Lagrange 9��Wi��RqTr � À 4ÿ 5b� �o;O�]{ ö��	�a; ,

f(x) = w · x + b =
∑

i

λiyixi · x + b (5)

�8Z 7 .
�+� S λ = (4) S�
 } ^ Lagrange �+qOS/�Æ{ ,������ Da¢�=�� 5 9����O; } ^ Yc¨ 4_�+�Æ0o2O7 .�����NS<=+B�D@EN9 �W� ;@© ª µ�� Y~�89������R�N§r[���	�/;���� } ^ .

| ^ ?>A~BUD_Ea9� �!>¡~¢�D £ r" « } , © ª �$#&%@êa±�' 7a� �o;O�W¨ 4�( �];��o9�)Zb° ¼ Y�* 2c7 §����CrIñC¨ ^ . +�,.-0/�; - ã 2>4]\^ BUD_EO=_·�1e9@�32 �]{54cÀ ^RÓ , © ª µ.� YC�o9��� ( �~r76�8OS \U7 §Nr:9<; ^ .
| ^  �!<¡�¢�D £ r "
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« Mc7W^>Ó ; 2 2�9�]&; 7o��^ r[ñeÀ , 3 2�;>`+9 " «_U¥ r�
 M . ` ,
�<� Sa=F© ª µ�� ; SVM r8��a } ^¡1�:b/D>õ3c>D_EO9 TinySVM[3] r �<� } , ¡�æ+BUDa¢;R=<B_D@Ecr ChaSen[2] S ��d } ^�e È �8`W9 e Èe9U«*&f�qTr8n>i } ^ . ���OSa= , ?/ACBUDFEer:g]§ 5K�+�MO7 ���Tr[ñC¨ ^ . ·h1e9/B�D_E1�K?>ATB�D_Eer �R�NM7 ���e=3ñC¨ 4 À>ZRÀ .

2. ikjmlonoprqtsvu��^ ; � À ^ ?/A BRDWE]=0w 2002 x 4 y 14 ®3§1ã
2002 x 5 y 13 ® | S/; NTTDoCoMo 9�+�,z-{/�; -ã 2<4]\F^ 1121 pTr �<�/MO7 .

2.1 |�}�~��.���3�����
+�,z-0/�; - ã 2<4�5[7 BUD_ENZ>9US ,

í�� �3�<qOY
123 �h� �[Z+¨ 43� { , �>�]r74 5 | � Ó , �>�<S��/± 24 À 7:e È�;� �!OY�* 2<4 À 7 �$�N�Cã 2O7 .

| ^��	� 9 Ô���� � ¤3� S<� 7 URL � e-mail
Ôv��� � 9 í��«:*�f3qc=U` 2��o2 , 2.1 f�� 0.1 f>;FZW¨ 40� { , `F9F:SeG URL 9��c«�*	f_qe= ��^ � D/¢ 1121 pe:>9 58 p93%RS , 99%

÷ ßÆG_9<BUD@EO;��Æã 2O7a� �yY � §O¨ ^ .

2.2 �����	���������������
�����]9��7�>S/� 7 ?>A~BUD@Eer �R�NMO7 9+;oÚ]9 2  r �WÊ � } 4�¡ À ,

�R� 93V�¢ � } 4 À 5 Gb9e� MN7 .

• «�£cÀ�¤TBUD_E l l l BUD_Eh¥�¦~9�§+é �	�  w “ «£OÀ�¤ �<�  ” v Ô �oE  �W�Tr©¨&ª �<�  Ñc�R9BUD_E
• `W9�«]9>B�DbE l l l ��¬ r© M �7�hw�®3¯~r MN7 £QO§Æã89 �<�  Ñ]�Fv0°TB�± , ²~fbm´³oÁRÂe93Ñ]��[ÀO¨ ^ «�£cÀ�¤ ÷�µ 9/BUD_E��^ � D/¢ 1121 pTr ¤ S �R� } ^�¶h· , 963 pOY>«�£OÀ¤TBWD�E��oZ1{ , 158 p]YN`R9�«�9aBWDFE �oZN¨ ^ . «£cÀ�¤~BUD_E , `R9�«e9/BUD_E3¸]; Ô���� � ¤�� SN� 7

URL Y+«�* } ,
| ^ «�£NÀ�¤�B_D@Ea;R=8�3¹]93·0º�r©»' ^ »	'0�OY JRLNMO7 .` � S �W� } ^ B�DbEa:R; � 9N�<dIZ�»<'{�/YT�89�¼9 d êOS<«�* MO7 §�9	; ^�¶�· , «�£cÀ�¤~BUD_E/SN= í�

0.06 fa«�* Mc7 YN`+9�«�9NBWDFEaSa=>«�*cY��1ã 2ZW§c¨ ^ .
| ^ `R9�«c9/BUD@EO; �R�Æ0o2O7 ®�¯e9oÑ]�;�Ì MN7 BUD@E/S>=�®�¯<v�½�¾¦��¿ £0À 9 �<�hÁ r7
 }^ q��>v ��¬ ;FÌ MN7:e ÈOYbH 5 ¨ | 2+4 À ^�Âc�[2 ã9� �!Tr8P �+Ê 9�Ãb��9OG_9�� } 4_�<� } , © ª ;Cd |5�Ä.ÅT0 ' 7W^WÓ ;bÚ]9 3 Æe;�
 M�¤W¥ r � À 7 .

3. ÇÉÈËÊÍÌ ( ÎÐÏkÑ )��^�¶�· §Æã SVM S µR¶ © ª Ma7ÓÒ ;o?+ATB�D_EN9 �!NS+� 7 “URL”, “ -�/�Ô�� ” É];/¢ À ÃRÄerIñOÀ , `2 ã89� �!e� 7ÓÕ *�r " « MN7 .
� 9/¢ À ÃRÄTr[ñ/±aZ
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À��Rê ChaSen ;/�c{ ²W³ ÜRÿ ^ r�ñ�dW�������Rq3�c=
“ �	�UÈ ” � } 4< ã  ã[;�
��ã 2>4 }b| À ,

| ^ »<'�e=�z� �Ø�3�];�
��6ã 2<4 }b| d . ¢ À û ³>r[ñC¨ ^� ; , `R9a¢ À r@¸	³�ã 2N^ º � r3·<¸a9 e È6� } 4���NMO7W^RÓ ;a¢ À r ÷/ø 9O�Nd8;�� \ §>� 7 .

URL � <mwkURL>������ � <mwkTEL>����� � <mwkFSJ> � � <SUJI>

URL 9/¢ À û�³U;FÌ } 4 = , g http u v g www uwZ��93�0��!/Y�¨ | 2+4 À 7 ��êc= URL �#"%$ } , -�/3Ô.�;FÌ } 4 =[q��NY 10 & | ^ = 11 &cZ~ãKqh� �'"($ } 4À 7 .
| ^ »´'0��;�Ì } 4 = , �<�O9 Ò)� ;�*O¢�*�+>Y� 2N »<'0�OS<� 7 �'",$ } 4 À 7 . »	'0�]9"+i]; �À 4 , �z�O9 Ò)� S��3�.-/=@�3�/!NY/� 7 � MO7 ��0+Ã| S�»<'{���KnRi Ma7 9�§RY�1 } À ^WÓ * �(2 S>= �[2Y_ö)3OS<� 7 � } ^ . 4 1 ;a¢ À Ã+Ä~r[ñ�¨ ^� 9/B�DE~rÓ
 M . URL vh»&'��6�8ÀO¨ ^  .!~� 7�Õ *cY " «0o2<4 À 7 9UYW±>§ 7 .

5'6#798�:;6'<#=�>'?
, @�AB 79CED'<'=GFIHJ�KML

<mwkFSJ>
<'=N6�OPD'QERMS B 7ET L�UJ�VMWYX�Z 7 Z 7�[]\^5#D L >9_�`Na#b'cNHd�e#f [gFE:I5gh'iED K >9j LNk�lnm�oqp

! rqsqtMsvu 6 !
<mwkURL>w tyx{zn|^}�~P� H

< m�� u \Y���v� w t�� =YD^F ! � 6�� B 7�? !
<mwkURL>�#�'�'�#�'�#�'�y�n�^�g� Z � mEoG���q����� ����� LI�#�

& } �p��'�{���
<mwkURL>���

DM
b�� Lv EV^¡v¢El >�£¤�n¥{D9¦ Z s =9H

<mwkURL>§ L }#~9� Vg¨�© <'=

4 1: ¢ À Ã+Ä � 9/BUD_E

4. ª¬« g®°¯
���OS � À ^ � Da¢�=bÚ]9 3

  S/� 7 .

1.
��^ ; � À ^ 1121 p (2002/4/14 ± 2002/5/13).

2. ²/³ � � Da¢ 1137 p (2002/5/16 ± 2002/6/20).
3. ´ } À � Da¢ 4065 p (2003/8/15 ± 2003/9/26).

²)³]9 ^WÓ ;qµ 4 9 � D/¢F= 2 ¸/9 �RÊ ; ¤U� ³ } 4��5
.
| ^

1,2 � 3 =oé Ó+^�¶ Þ+Y�·OZÆ{ , 1 � 2 =R` 2	�2
2
  9 �+Ê 9/BWD_E�r:¨Ëª+Y , 3 9 � DO¢�=�µ 4 «�£À�¤~BUD_E/S/� 7 .

4.1 ¸	¹(º	»
1. ¼)½.¾,¿(À 1121 ÁÃÂÅÄ � ¿	ÆÈÇ À ¾É¿(ÀËÊ�Ì�Í�²³.¾É¿(À 1137 ÁÃÂE¼)Î,Ï.ÐGÑ)Ò
2. ¼�½(¾)¿%À 1121 ÁÈÂÓÄqÔE¿�ÆËÇ�Õ¾/¿%ÀÉÊ	Ì{Í , ´ÌGÖ�¾É¿(À 4065 Á×Â�¼)Î,Ï.ÐGÑ)Ò
3. ¼É½�¾(¿ËÀ 1121 ÁØÊY²(³ÉÙ.¾.¿,À 1137 ÁÛÚ�Ü/ÝÍ 2258 ÁÃÂÅÄ�ÔG¿	ÆÈÇ	Õ�¾É¿(À�Ê�ÌY´ÞÌqÖ�¾É¿,À

4065 ÁÃÂ�¼)Î,Ï.Ð�Ñ)Òß Ñ�Ò,à%áGâ�ã�ä×Â�åÈæ�çqè	éÞÊ'åÉÜ%ê�Ö�è�é�ëqì�í×ÂÌ , î 6 ïðëÑ)ÒÛÂ�åÃæ�ç .

4.2 ñ)ò/º	»ó/ôÉõ�ö á Accuracy, Precision, Recall ÂqÙ,Ö�Í óô ÏËÐ . Accuracy Êá SVM ÷Éø×Ì�ç�ù�úÃÊ , User ÷ø×Ì�çùðú)÷Ãûë�ü/ýÉþ�ÿ ÌGÍ/Ö,Ð � , Precision Ê�á
SVM ÷����.à(Ú%Ð�Ê�� Ìç	�	¿�
(÷Ãûqë�ü/ý����ÞÌ�ÍÖ(Ð � , Recall Êqá��� Ê����.Ð�¾%¿%À�ë����ËûGëü)ý
���ÞÌ�Í/Ö(Ð � Â��,Ï��.àÉÚ%Ð .

Accuracy =
A + D

A + B + C + D
(6)

Precision =
A

A + B
(7)

Recall =
A

A + C
(8)

A: ���������� "!$#�%�!�&"')(�*�+,�-/.	0$1325456	087)9
B: ���:������ :!�#�%�!;&�'<(�*�+�,�-=.>0?1@2�4"A"B	C1)9
C: �����:�:�� :!�#:%�!�&�'<(�*:D�7@-E.>0?1�2?4"A"B	C1)9
D: ���������� �!5#�%F!&<'�(�*�D�73-G.H0I132I4J6	087$9

4.3 ñ)ò�KMLON;P�QSR^ñ)òT�U�VMW ÷G¼�Î ÌEç"X.ëEï�Y�Â�Z��[�� “ ø"\ÉÖ�]^��¿

 ” _ “ Z�ë�`ðëa��¿�
 ” ÊEÏ,Ð .b:c�d�e ��¿;
 1137 ÁËëG¼	Î�Ñ�Ò^f�g�Ö�Í ,

T;U3V�W
÷q¼	ÎÓÌ�ç��3�%¾�¿/À�ë�¼Fh�Â<i 1 f��%Ï;j “Total” f TU�V�W ÷/øðÌqç�Z	ëq¼�k�ë��3�,¾%¿ÉÀ�ë�Á�l×Â��¬Ì?_aZ
�H[;� T�U�V3W ÷:�ÞÌqç�m3nËëq¼�kpoÉÊGë�Á�l×Â�iOf��Ì^Í�Ö)Ð�j b ç�_;Z�ë ó	ô Â<i 3 f��%Ï�j�i 3 à��q�"�/ç
i 1: �	¿;
.ë¼)Î�m�n ( â)ã)äÛÂ�åÉÜ(ê�Ö�è)é )rEs�t�uIvJw x$y{zy?uIv|w

TotalrEs�t�uIvJw
927 } 34 } 961 }x$y{zy?uIvEw
51 } 125 } 176 }

i 2: �	¿;
.ë¼)Î�m�n ( â)ã)äÛÂ�åÛæ�çè)é )rEs�t|~�uIvJw x)y{zy?u5vJw
Totalr{s�tJ~�uIv|w

964 } 37 } 1001 }x$y{zy?uIv|w
14 } 122 } 136 }

i 3: ¼)Î ó/ô 1
deai other

Acc. P re. Rec. P re. Rec.�$�)����
92.5% 96.4% 94.7% 71.0% 78.6%�$�)���;�
95.5% 96.3% 98.5% 89.7% 76.7%

� ��fGâ�ã�äÈÂEåÉÜÉê�Ö�¼�Î(àO���,Ö:�)ýÉ÷:�p��/Í���
,
b ç Precision � Recall ê�ûGáGâ	ã�äÈÂ{å×æçGè	é�3�
, �Ëë����)÷M�p�)�,Ð�÷:�3�@� ó�ô à/Ú)Ð Accuracyë��ðá����ÞÌYâ�ã)äðë������.÷��p���%Í/Ö(Ð .� f 4065 ÁÛë)¾,¿.À�ë�¼(Î%ÑÉÒqf3�ÅÌqÍ ,

b�c
, ÄÔ�¿	Æ×Ç�Õ�¾É¿,À 1121 Á.àa��� � ��fÑ)ÒÞÌ�ç�m�nðáâ�ã	ä×ÂEåÉÜ/ê	Ö�è	é�á 4065 ÁO� 3288 Á��¬Ìa g¼�Î¡�

� , â)ã)ä×Â�åÛæ�çè)é�á 4065 ÁO� 3314 Á��¬ÌH 9¼)Î
��� , ¼)Îðë ó%ô �ðá:i 4 f��¢���ËÐ . i 4

� �)£ÞÌGÖ
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i 4: ¼)Î ó/ô 2(training data:1121 Á )
deai

Acc. P re. Rec.�I�)�����
80.8% 100% 80.8%�I�)���:�
81.5% 100% 81.5%

d�e ��¿;
/à � Accuracy á ����� ��Ð	áa��ë�ë 80% �
�Ëë��ýðÂ��>� ,

b ç£ Ì�Ö d3e ��¿:
	f
	 Ì{Í � , â�ãäÛÂ�å ���(Ê�f � � �/ý,÷����,Ï.Ð��ÉÊ�÷�Ñ�Ëà���ç .� f , Ä�Ô¿�Æ×Ç�Õ�¾(¿,À%Â��H�¬Ì 2258 ÁØÊ)Ì�ç�èé , â)ã)ä×Â�å(ÜÉê�Ö�è)é�á 4065 Á � 3564 Á��¬ÌH 9¼Î�ø�� , â)ã)äÛÂ�å ��Ê 4065 ÁO� 3801 Á°ÊGê,æ�ç . ¼Îðë ó)ô �ðá�i 5 f��¢��ËÐ . i 5 ë Ä�ÔE¿	ÆðÇ�Õ�¾%¿
i 5: ¼)Î ó/ô 3(training data:2258 Á )

deai
Acc. P re. Rec.�I�)�����

87.6% 100% 87.6%�I�)���:�
93.5% 100% 93.5%

À�Â��	� Ìç;m�nÛÂ;�/Í��(Ð�Ê , Ä�Ô�¿	Æ×Ç�Õ�¾É¿(À�÷� ê � æ�çÈÊ�� � � � Accuracy ÷����ÞÌYâ)ã�äÛÂ�åÃæçè)é.àÉá 93% Â��Ëú(ÐG¼�Î��/ý,÷�� ���,ç .

5. ������ à%á � ��! à ó)ô f�Ù(Ö/ç 2 gÉë�¾%¿/À�"$#ËÄ$f
	/Ï%Ð , À�Õ^ã	ä�ÂEå,æGçEè�é Ê�å)Ü/ê�ÖGè	é,ë d3e ��¿

.ë¼)Îðë ó/ô f%	(Ï.Ð'&)(×Â�å � .

5.1 *)+$,.-�/ 1137 0ON21)3b�c â)ã)äÛÂ�å.Ü c , 4)576�8ðë ��à�¼/ÎÛÂ.ÌçÈÊ��à¡��i 3
� ���Éýðá 92% Â
��ú/Í@� � �ÈÖ��:9Ëà	¼/Îà���Í/ÖÉÐ��(ÊE÷�¼ � æ�ç . Z�Ì�Í�â�ã)äÛÂ�å ���ÉÊ�f� �

Accuracy ë:���ÃÂî×Ð;�,Ê�÷Éø��Èç . þ õ , ø;\ÖF]ðë Precision �>Z�ë:`ðë	�	¿�
.ë Recall ÷��	� ÌÍÛÌ b æ�çä=<3f)á , â)ã)ä>f � � ø:\ËÖ�])>��ðë�i)?á �  A@�ø�à$��ç	÷ , Z�ë�`ðëa�	¿�
.>��Èë^��ë	÷ � ê� æ�ç%ç)B , URL � e-mail CED�Ô U Â	ø;\�Ö�]p��¿�

fF� ���ËÐ%>)F.àÉÚ%Ð�ÊHGÓæ�Í�¼)Î¢��� , Z��S�Gë��.÷
�a� Ìç^��ëÛÊJI%Ü�� , Z�ë�KOf ß ¼�k�L;�ðë�i)?ÛÂ�M
f �  A@�ø	Ï.Ð
N�O.÷ÉÚ%Ð .

5.2 P�Q�R%*�+$,.-7/ 4065 0ON21)3bMc 4S5p��ÝðÐ training ¾.¿.À�lÓÂ'T�U ��ÝËê%Ö�èé , i 4 f:�¢�:�ËÐ � ��f , �%ý � � 10% V×û��(÷.æ�ç÷ 80% ���ðë��/ý,÷��.Í , training ¾É¿(À@�<£ÞÌqÖO��ëÂ�W%Ù%Ï���X , � � Z 90% ë��/ý(÷%ø�Ý.Ð�ë�àÉá�ê�Ö �ÊY&Ëúp�<�ËÐ .
b çâ/ã)ä�f � � �S� àÉá/Ú%Ð�÷ , ��ë¾É¿(ÀFf�	¬Ì�Í>���/ý�ë����ÛÂqî@�,ç .� f�4)5q�qÝËÐ	¾É¿(À�lÛÂ��	� Ìçè)é , Ä�Ô�¿	ÆÈÇÕ�¾%¿ÉÀ�Â��a�ÃÌ�â�ã�ä×Â�å ��Ê$�)ýËë���,÷�Z.[>f��

����â)ã)äðë������.÷��¢���%Í/Ö(Ð .
���ðë�m�n � � SVM ÂqÙ(Ö%ç d�e �	¿;
(ë¼�Îðá��Ö�¼)Î��/ý,÷,Ú � ,

b ç(À�Õ�\$]ðÊ�Öp�'â/ã)äÛÂ�å ���Êf � � �H��f�Z�ë���ýÉ÷;�3�¬Ì ,
��� ! à/ë hybrid ë¼)Î Ê�Öp����ë	÷;���.àÉÚ%Ð��(Ê�÷�Ñ Ëà���ç .

6. ^`_ba;c
Ñ)Ò � � , 4)5�6�8Ëë ��f � ÐG¼�Î.àO� 90% Â��ËúÉÐ

�	ý%÷�Ú	æGç�÷ , d.�,ë'eËÀ�¿(Ç�Â�Ù/Ö�ç�¼�ÎðÂ�fS�Gé%ÜÝËÐ��(Ê�f � � , Accuracy áM� � Z 93%
b à���� Ìç .b ç�£¬Ì�Ö d�e ��¿:
Hf
	 Ì{ÍO��� �a J��ý.á 90% �F�Â
�^g$�.Ê�÷/à���ç . g@X , �Éý�ë�M�ê(Ð.h;�ÃÂqî×Ð�ç

B@f/á�i SVM f�j,ú(Ð�¾É¿,À�ëâ/ã)äÈë õ�ölk Ê/Ì�Í�)�)! à�åÃæ�ç URL �7m,Ý7n>f�	¬Ì�ÍËÀ�Õ�ã)äðë�`>fõ�ö ÷�`Of)á�ê�Ö � &.ú%Ð2o$��à%Ú%Ð .
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