FIT2012 (55 11 ETERBIFRM I+ —35 L)

B-037

bbb oboboboboon

A Study on Stealthiness of Software Protection Mechanism
Based on the Rareness of the Code Fragments

oo oot
Takahiro Onoue

1.0000

00000000000000000000000
00000000000000000 (0000000
000)00000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000 [700000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000000000
00000000000000000000000
000000000000000000000000
0000000000 B0000000000000
000000000000000000000000
0000000(MO000)00000IDFO00000
000000000000000000000000
00000 IDFO00D00000000000000
000000000000000000
000000000O0ODRMOOOOOO0O0O0O0O
Auesmith 0 0000000000 [1))2000000
0000000000 [7]0Cellberg00000000
0000000000000000 (3000000
000000000000000000000000
0000000000000000000000000
00020000000000000000000
0000003000000000000000000
000000000000000000000000
000000000000040000000000
0000000050000000000000000

00000000000 000000000000 0Advanced
Course of Electronics and Information Systems Engineering,
Kumamoto National College of Technology

tDoooooon 00000000000 0ODeptdof Human-
Oriented Information Systems Engineering, Kumamoto Na-
tional College of Technology

$0000000000000 0000000 0Graduate School
of Information Science, Nara Institute of Science and Technol-
ogy

261
(E19MW)

oo ooot
Yuichiro Kanzaki

oo oogs
Akito Monden

2.000

00000000000000000 (0)0000
000 IDFOOOO0D0O00000000000000
0000000 IDFO0O0O0O0O0OCOOO0O00000
oooooo
2.1.00000000

0000000000000000000000000
p0000000400001000000000000
00000000000000000000n0000
00000000 pOOp = (i1, 4s,13,...,i,) 0000
00000 p0000 POOOOOOOOOOOO pO
00000000000c0000p0 20000000
0000000000 cO00c = (ig, fgi1,. .
oooo
2.2.IDF000O

00000000000000000000000
0000000000000000 (10000000
00000)00000000000IDROO000)
0000O0IDFOO0O0O0OO0OOO0O0000000O000
000000000000000 500000000
000000000000000000000IDFO
000000000000000000000000
0000000000000 000IDFOOOOOO
000000000000000000000

00000000 POOOOOOO p0O0000 ¢
0000000000 00000000 POOOO
IDFOO0O0O0000000000000|P|00000
0000000000000000000df(c)000
00000 POOOOOCOCO ¢c0 100000000
0o00O0ooooo

ylzyj—1)

: 1P|

idf (¢, P) lngdf(c)

idf(e, P)UODD0OOOODOOOOO cODOOOOO

00 pPO0O00OOOO0ODOOOOO0OOOOOOOOOO

gooooooobooobboooooogoooooo

000000000 (00o0)0lo0oooO0O eOO

000000 POOOOOOOOO R(e,PYOOODO
gooooooo

Ri(c, P) = idf (¢, P)

Copyright © 2012 by
The Instiute of Electronics, Information and Communication Engineers and
Information Processing Society of Japan All rights reserved.



FIT2012 (55 11 ETERBIFRM I+ —35 L)

Collberg 100 O0O0OOOOOOOOOOOODODO
oobooooboooobooboboboboooooo
00000000O00000O0 Booooooooo
gboooooooobooboboboboooooon
O0000o0o0oo0ooo (IDFOOO0OO)00O0O0OO0OO
oboooooocooooooboobobobooooon
gboooooooooobobobobooooon
obooooooboooobobooog

3.0000000

3.1.00
gbobooooooobooboboboboboo

IDF(OO00O00)00000000o0o0O0ooooo

oboooooboooooboboooobooon

1. 0000000 PO000LInux0000000
00000000000000 178900000
0000000000POOOOOODOOOOOO
0¢(c0000103000)00000R;(c, P)O
Ry(c,P)000 Rs(e,P)00O0OOO

0000cO0000 200000 (R, 000 R3O
o0o0oO0O0o0)0U0ooooooooooooo
oboooooooboooboooobooobooog
obooooooooooboobono R,Oobd
gbol1boooobooooboooa

2.00000p0000DRMOODODOODOOO
O000000o0oo0oooOoo (oo 32000
0)00000p00O0OO0OOOUDOUDOODO (RO
R, 000 RsO000DODODOO)OODOOOOODO
oooooooooboo

OO00O0D0D0DO CPUO Intel x86 0 00O ODOOOO
OSSO Ubuntu LinuxOODOOOOOCOCCOOOOOO
gbobooooooooobooboboooooooon
oooooooooon
3.2. 000000000000

000000000 oUoo 30000000 DRM
obooooooooboobooboboobooooon
oooooO0o1ooooooobprMOODDDDOO
ooboboooboooooobobobooooooo
oboooooooobooo

1. 0obooooooooooooobooooooon
gbooobooboooobobooooooo

2.000000000O00ODRMODOOOOO
gbbobobooboobooboaoboaboa
gbooobooobooooobooooobooon

gl1go0obooboboooooboobooboboon
oooooobooooobo 3sogbooon

262
(E19MW)

FOT4R—3>

a—FK (1)
A4t R
i

A
| 2
‘\\/‘ - - /.

EEiLEhi-
ATATF

N

O 1: DRMOODOODOOOO

(1)000000000 [1)[2]
000000000000000000000000
00000000 xr00000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000000000000
(2)00000000000 [7]
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000000
(3)000000000000000 [3)
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0oooooooo

0000000000 DRMOOOOOOO0OO0O
0p0000000000000000000000
Pery10000000000000000000ODO
00 peam/0000000000000000000
000000000 p, 0000
3.3.0000000

P00 PeryptOpeamsOp, 0000000000000
00000 1003000000000000000
O00ROROR,000000000000000
00000000000000000

3.3.1.000010000000¢0

pODpcryptDpcameptp goooooooooa Rl O
000D 10000000000 2()00 2(d)0000

Copyright © 2012 by

Information Processing Society of Japan All rights reserved.

The Instiute of Electronics, Information and Communication Engineers and



FIT2012 (55 11 ETERBIFRM I+ —35 L)

12

10

= 6
al
ol
0 jl shi addl Iealve jﬁp xcHg sar hit aﬁd movl
pHO— K
(a) po
12
10}
sl
= 6
al

shl adldl Ieéve jrﬁp xc‘hg
P d— N
(C) Pcamf

0 idivl neg movw imul  jl

12

10

R,
o

Ofnclex arpl das ds

ljmp addrl6 ©s
rHad— K
(b) Perypt

lods icebp movsl

O dtsc cpuid idivi jI _ shl ja _addl cmpl leave jmp
ped— K

(d) pep

02000000000000000 R OO

DQ(a)DDDDDDDDDDDDDDDDDDDD
00 p000O0DOC0Oj;10 RpOODOOODOOOODO
O0O00ooO0oOooooo (0.659)0

0 2(b) DO 0perype 10000 fnclexOarplUdas
OJ00OR, 0000000000 DO0O0DOODOO0O0DOOn
goodooobooobooooooboooood
gdooouodoboboooooooouoouoooa
gofddoooboooobobooooobouooooog
goodooobooobooooooboooood
UO0000peye DOOOOOOO00OO0O00OO00O00
0000000pp:e 00000000 RyOOOO0O
00000 (0000000000 1000000
O000oooooooo)o200000000

O 2(c)000pemy 00000000000 OOO
000 idivilOmovw OO0 OO000 R, OO0O0OOO0O
0000000000 idivl O pegmy D000 Ry O
0000 (249000000 50600 1000000
0o0o0o0oooodO idivi00oooooonood
0000000pem; 00000000000000
goboooooooboooa

02(d)000p, 00 rdtscO cpuid000 Ry O
obdbodbboobbO0Ulrdtsclcepuidd g
dbododooobooooouooooobooooooa

263
(E19MW)

gobooooooooooboooooooobooobooooo
gboooooobooooobooboooooboon.

gbobooooboo1obobooboboboboon
gboboboooooooboobobobooooo
gbobooooooooooobooboboooon
gbbooobooboooobooobooboooobooo
goooooooooooboobobobon. 0o
gboooooooooooooooooboobonbo
gboboboooooooooboobobooooon
gboboobooooooooobobobooooo
gbobooobooboooooooboobobooooon
gbbooobooboobobooobogbOd rdtscd
cpuid 000000000000 OCOOO0O0O00O0
ogoood

3.3.2. 0000200000000

33.10000000000000000Db00O0O0OO
00000 R, 00000 10000000000 3(a)
00 3(doooo

030000000000 0O0O0O0O0O0O0O0OO
00 po 00000 Omovl-leaved R, OO OOO0O

Copyright © 2012 by
The Instiute of Electronics, Information and Communication Engineers and
Information Processing Society of Japan All rights reserved.



FIT2012 (55 11 ETERBIFRM I+ —35 L)

12

10+

R,
(=]

0 -
movl- and- ret- MOV- syb- movl- jmp- MOV- test- Mov-
leave sub push leave movl jmp mov Xor jne JMp

PR d— K
(a) po

0
CMP- movb-movl- call- and- ret- MOv- MOV- mov- and-
imp  and leave movb sub push leave sar movb moy

e d— K

(C) Pcam f

0
cmp- call- xchg- ret- push- ret- MOV- movl|- and- ret-

and ret add cmp jb
PEI— K

(b) Perypt

xchg pop leave sub push

12

10+

R,
()]

0] ! - - L
call- movl- and- ret- MOV- MOV- sub- movl- jmp- MOV-
push leave sub push leave sar movl jmp mov Xor

. .
PR d—F

(d) Pbtp

03 0000000000D00000 R, OO

000000000000 00o0o0oO0O (1490

O 3(b) O000pey: 00000 0Ocall-retd
xchg-xchgU cmp-and DU OO 0OO0OO0O0O0OO0OO0O
O0Db0o000 R, O0D0O0ODODOODOODOOO
oooboooboooooooboboboboooooon
oboboooooooooboboboboooooon
gbooooocoooboobobobobooooon
ooooooooooobooboboboboooooo
oboooooboooooboboooobooo

0 3(c) 00 0Opeams 0000 O Ocmp-jmpOmovb-and
00000 R, OODODOODDOODOD cmp-jmp O
Uobodl emp-jne 000000000000 cmp
gbooobooobooobooooobooooboono
000 jned je00D00OO00OO0OOOODOODOO
obobooooooooooobooboooooon
Uboo0o0b0Oo emp-jmp000000000O0OO0DOO
oobobooboobooboboooooooooooo
obooooooooboobobobobooooon
gbooooobooooooboooobooboooon
03(d000p, 00000000 R,OO00D0OO
oboboooooooooooooboboooon
2(d)000000000 py 00 rdtscl cpuid OO

o000 0000000000 ObObODOODODDO
oo0o0oD R, 000000000000 0D0OO3.10
oooooobooboboobobD 200000 RO
gbobooooooooobooboobobooooon
oo0o0o0o000obo0o00bboO0drdtscOd RO
gboobooooooooobooboobobooooo
ooooooodp,000000000000000
gboooobooobboobobooobobooboooobooo
oboboooo200b000000000000
gboboooocoooooboobobobooooon
goboboooboooooooobobobooooo
gbobooboooooooooboobobooooo
gboboobooooooboooobooboboooon
goobooboooooooooboobobooooo
obooooocooobooboobobobooooon
gbobooooooooboobooboboooon
goboooooooboooobooooobooooo
oboboooocooooobooboobobooooon
gboboooocoooooboobobobooooon
goobobobobobobboooobooooo
oboooooboooooog

264
(E19MW)

Copyright © 2012 by
The Instiute of Electronics, Information and Communication Engineers and
Information Processing Society of Japan All rights reserved.



FIT2012 (55 11 ETERBIFRM I+ —35 L)

0

and- call- MOV- |eave-movl- add- call- MOv- ret- ret-
sub- movl- and- ret- leave- mov- mov- l€ave- push- nop-
movl leave SUb push ret xor leave ret mov push

PR —F

(a) po

12

10

Ry
[=)]

0
€mp- mMov- and- movb-movb- MOV- call- add- MOV- leave-

jmp- cmp- sub- and- mov- MOVb-movl- mov- and- ret-
movl jmp movl mov leave and leave and Sub push
N .
P — K

(C) Pcamf

0
cmp- ret- ret- xchg- and- sub- NOP- and- call- mMov-
and- pop- cmp- xchg- sub- movl- NOP- mov- movl- and-
mov ret and xchg movl jmp MOV and leave Sub
P d— K

(b) Perypt

0
and- call- movl- MOV- leave-movl- add- call- call- mov-
sub- movl- call- and- ret- leave- mov- mov- push-leave-

movl leave push SUb push ret xor leave mov ret
. .
P d—F

(d) pep

04 000000000000000 RzOO

3.33.0000 300000000

33.10000000000000000DO0O0O0DOO
00000 R3U000D0 10000000000 4(a)
00 4d)oooo

0O4()000000000000O0OO0O0OOOO
00 pp000D00DOand-sub-movl O RsO0OOO0O
0000000000 00ooooooo (5.95)0

O 4(b) 000peyy OO0O0O0O0O0O0O0O0O0 200
0000000 RsOO0D0DOODOODOODOOOO
oooooobDooobobO0oooobO00 RsO0ODOO
godoboobbOl O cmp-and-movU ret-pop-retl]
ret-cmp-and 0 0O 00000O0O0O0OO0O0O0OOO
gbooooooooboobobobooboooooon
obobooooooobooboboboboooooon
good

0 4(c) D00 peamy 0000000 3(c) O cmp-jmp
UO0000Oemp-jmp-movl U O ODOOOODODOO
O00000000000000000000 Rs
Oo0o0o0O0OO0oO0oO0oo0bDbDOOdOO0movb-and-movl]
movb-mov-leavellmov-movb-and U OO OO OONO

265
(E19MW)

oobooooboooboooboobobooonoDoo
obobooooboooooooboobobooooon
o0oo0o0oO0O0O0000R0D0DOOO.ODO0OO0OO
gooboooooooooooboobobooooo
obooooboooobooboobooooooo
04d00000p,00000000002000
obooobo0o R, O00O0OCODOOODLDOODOO Rs
oboooobooobooobooooboobooooono
gbobooooooo3booooooooooban
gooboooboboobobooooobobooo 2
obobooooboooooooboobobooooon
goog
3.4.00
gboboooooobooooboobobobaoon
goobobobobOoboboboboboooo
oboooobooobooobooooboobooooono
gbboboooobooboboobooboboboon
gboboboooooooooboobobooooo
oooooooooooooooooooooooon
gdoooooooobbbb0oooooonn rdtscd

Copyright © 2012 by
The Instiute of Electronics, Information and Communication Engineers and
Information Processing Society of Japan All rights reserved.



FIT2012 (55 11 ETERBIFRM I+ —35 L)

cpuid0000000O0O0OC0OO0OO0O0O000000
obobooobooooobooboboboobooooo
obooooooooooboobobobooooon
gboooooooobooboboboboooooon
oobobooooooooobobobobooooon
obooooooooooboobobobooooon
gboooooobooboobobobooooooon
obooooooobooobobobobooobooooon
oobooooooooooooooboooooooon
gbobooboooooooboooobooon

oboobooooooooooobooboboboo
obooooocooooobooboboooooon
gboboooooooooboobobobooooon
obobooobooooobooboboboobooogoon
00 cmp—-jmp 00 0000O0O0O0O0O0O0OOOCOOO
gbooooooboobooboboboooooooon
obooobooooooboboooooobooobo.oooo
oboboboboboboboboooobooooon
bobooboobooboooooooboooboboo
oboobooooooooobobobobooooon
obobooobooooooboooboooooooooo
gbooooooobooboobobobooboooooon
oobobooooooooobobobooboooooo
obooooooooooboobobobooooon
gboooooooobooboboboooooogon
oboboooooooooboboboboooooon
ooooooo

4.0000

odoooooooooooooooooooooo
0000000 TF-IDFOOOOOOOO0OOO (6|00
00000 TF-IDF(OOOOO TFOOOOOO IDF
00000000)0000000o0U0ooUO0ooOoo
obooooooooboobobobobooooon
00000000000 000000 (rdtscd cpuid
0)00000000000000000000O0oo
0000000000000 WindowsOOOOOGOO
gbobooooboiwoeobooooobooboooooonoa
000000000000o0oU @Boooooooo
oboooooooooobooooobooon

oboooooooooboobooboboboboo
0000 4o0o000000000ooo0oooooo
oboooooooooobooboobobooooon
gboooooooobooboboboboooooon
obooooooobooobobobobooobooooon
obooboooboooobooooobooobooooog
gboooooooobooboboboboooooon
oboooooooooobooboboboboobooogon
000000O00o0ooU0oooooooUooo (oo
O000o00o0o0oooO)ooooooUooooooo

gbooobooobooboooboooooooboo

gboboboobooooooooboooboobooboon
oibrOo00o00obooobooobo0ooobooonn
goooo

5.000

ooooooooooooobobooboobobIbDFOOO
gooooOooODOOO0OO00000000o0OoDbRMO
ggbooboobobooboobuooboooboo
gboggboooboobobbooobooboooboooba
goooos3goooooboobooboooboooon
gogboobooobbooboobuooboooboo
ggbogbobooboobooboobuoobobba

gbobobooboooooooooooobooobaon
gogboobooobbooboobuooboooboo
ggbooboobooboboobgooboabod
gboboobooooooooobooboobobobo
gogboobooboobboobuooboooboo
oboboooooooooooboobobooooon
gbobooooooooboobooboboooon
gobogoooon

good

[1] David Aucsmith. Tamper resistant software: An
implementation. In Proceedings of the First In-
ternational Workshop on Information Hiding, pp.
317-333, London, UK, 1996. Springer-Verlag.

[2] David Aucsmith and Gary Graunke. Tamper resis-
tant methods and apparatus. US patent 5,892,899,
April 1999. Assignee: Intel Corporation.

[3] Christian Collberg and Jasvir Nagra. Surrepti-
tious Software: Obfuscation, Watermarking, and
Tamperproofing for Software Protection. Addison-

Wesley Professional, 2009.

[4] Igor Santos, Flix Brezo, Javier Nieves, Joseba
K Penya, Borja Sanz, Carlos Laorden, and Pablo
G Bringas. Opcode-sequence-based Malware De-
tection, Vol. 5965, pp. 35-43. 2010.

[ DO0O,0000,00000. 00000000
go.0oo0ooo, 2002.

[6) 00000,0000. 000000000000
00000000000O000. 0000000
00000000000 2011 000,0 20110,
pp. 827-832, oct 2011.

[7 00000,0000,0000,0000. 00
000000000000000000000. O
0000000000 A, Vol. J87-A, No. 6, pp.
755-767, June 2004.

266 Copyright © 2012 by
PN The Instiute of Electronics, Information and Communication Engineers and
( =5 1 ya) ‘H:H' ) Information Processing Society of Japan All rights reserved.



