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Development of a Ul-Based Image Dataset for Detecting Dark Patterns

aHF X
Ishii Kenta

1. [XC®IC

W, A F—F v b EN LEEETSN R+ 55
T, 2P v Z—Tz—2Z (U) OFFBRZ—F—0D
EEITENC S 2 AEBIZHOWTHEHSNLTWA, Ko, =
—F—RERLAWTEZFHETD (=2 —r (F
AT TFATTHAY) | OFESMER[I]ENTEY,
HEMIC O MERRREE 2o T D, 728 2R, T
A& —[EEADENRTD D SH VR, E2—~
DT 7w ARRNEEER, BRI LRV O A — MBI
. BENIZZL Oa—F—RNEEEZT 1D, Zhb
OFEFHL, BEORFEAME LTWER, fRE LT
— P —DEHEZ D ATREMER S 5.
WERDOMETIE, FIWXTFA T —F BN —7 X
= OBEMTbN TEEN, RA VORI E - 4 - i
B &V o AR A A ERVHIKIEE L 72 D — AR+
NTHD, £ TRMFIETIE, F—7 % —rBRHIcmig
L ULEBT—4 %y FOWELZ R ET 5,

2. 85— N8 —>

218 =93 —VDEE

[ —2 X% —>| X UX 7 %A J—Harry Brignull[2]iZ &
ST210HIC 22— —=REM L TWARWTEIZ{Tht 5
2T A NOTTIVDO RN v EERSNT, 2022 4
ELOIE (T 4877077 A0 ) ELMEFIR TN D,

2.2 &R
Mathur[3] 51, 2019 4EIZ 3 3 v BV 7 A~ O KHHEH
e P L, 11,286 fFD T a v B 7 _X—=Upb 1,818 {4
DFE— 7 38— i %47V, [Urgency]  ['Misdirection |
[Social Proof| [Scarcity | [Obstruction| [ Sneaking |
[Forced Action] @ 7 DIZ4HA LTz, Bl ZIE Urgency) I
FOOnTE—NKT] Enofcf f~v—ft&E A vE—
(1) Lo Ta—H—%ELH5, [Misdirection] 1%
FEEDOBINZRET 5 L 9 I — Y —%5HE T 5 UK TH
%, AR A, 7—# &y F4]& LT GitHub 12 /2B
L7z,

50%off 2 — L& T T

N
S\
1o

2L THEA

01:15:23

1 Urgency {5l

HE R

Taketa Toshihiro

K515 1% Mathur[3]16 OFEM R A IS, THF A AR
—ADT —4 v b E-Commerce Dark Pattern Dataset % 2
L, GHEETNVDOFHE L X = N\ F = D E T2 7,

Ll WIERLHART A L Z0ObDIIFHFBR L TE
57, RN E G — 7 2 — o ORHITIZRSR
N5,

3. HMERLE
3.1 248

Mathur & O FE[O)IXFHTAVEIENE, CLIEME, FEErYE A
P, SHTEIRESAA OFE CTENL TV DT I EHRAT 5 2
&35, 727 L, [Sneaking] & [Obstruction] (22>
TiE, UF OB S ULEE O B BIERIZB W THRsh O
EADRERRIENZ 2 G Do, WERDXGRIE T 5,

[Sneaking| : & RO 7=OITIXFGML & B — MBI
THMEND D,
[Obstruction] : ZKIMI i &2 F£/R T 2 MERH D,

L7228 > T, AFFETIE Mathur 5O 7 5505, LR 2
SEEEREAN LT 5 98I, No Dark Patterns] #01%7- 6
HEET D,

3.2Vl B DIRE

Ul B ONEICIE, A7V —rvay NEHBRE 0 S
FAEERLTITS, 207 a2/ 5 al%, Mathur 75— 4% &
> MA4ICSV 7 7 A IWNTEEND URLEZBR L, va v
VINR—=YOUIEBRE BB TIRE L., 74 VX IRESN
2o
IETEUIEBNS, T—F 2y b LTI W
FAsL S — Y TRV UTER°,  [PageNotFound) . [404)
R ENEEND UIEBR ORI ZIT S, EBRILTXTEMHET
F w7 BTV, FEETITS, UIEBORIMER & URL
., CSV 7 7 A VICHBEI Ciigka 1125 L5 7a s 7 A
EAERT .

33Ul EE D73 58

ULIE O FEIZIE, UL — VBB L TIT 9,
ZOY—E, 1D ULE(#H & 2.1 TRLTZ 6 3HOT =
v 7Ry 7 ATHREN, BEHEBEOTF = v 7 &L T
2o

R A TE S LD 32 TER LI CSV 7 7 A b
I, HEy TR Z2EZATIND LIICL, HEITLED
T ANFEER LT, UTEBAMRTEIND L 51235,

TR KRB B LR SERE
Graduate School of Science and Engineering, Yamagata
University

1 21 Copyright © 2025 by
AN The Institute of Electronics, Information and Communication Engineers and
5B 4 7] ‘H:H' Information Processing Society of Japan All rights reserved.



FIT2025 (%

24 RIEHRBFRM I+ —F L)

4. #E8
4.1V E{RDURE

Ul B OIEEIX, 20244 11 H 1 B2S 2 Ao 2 AMIC
M CHER L7, ®50%, Mathur 5057 — Xt v M4lICE
Fhb 181814 URL TH 5,

Ul BB ONEICIZ, A7V —rvay NEHEfRE 0 S
FAEREMLT, a vy /=20 ULEBINE AT -
72o 1,818 1> URL ", AT 272 URL IX 1,578 .
A FHIBRESNTZEOBHANS =T =N X, RENITZ
727 o7 URL 1X 241 - CTH o 71=, Wg 2347 2 7= URL1,578
HOULEBO S 6, F—FFy b & L TIRZRWOPER
— U TIEe\0 ULEE,  [PageNotFound] &> 7= UI M
% 752 ARSI L, ERICT—F Y b & LR G
B o 7= UL E{EIL 826 1472~ 7=,

42 8= I8 — DR EHER

4.1 TREGL—T 72572 Ul it 826 Rizxf LT, #—7
IRE = U FRICIE ST UL Y — V&R LT
FiTo72 &
ML, [Urgency) 2% 43 1,

[Social Proof| 7% 29 #4:, [Scarcity| 7% 45 #4:, [Forced
Action] 7320614, [No Dark Patterns] 73 494 {472 ->7-, #
Y&z L — 7 % — 2 D3FEIE [Forced Action] T4
RO 62%% (5D T,

4%mmm?—atwhwt®m§

Xl 212, Mathur 7 —#t > M4]IC
T LT RS R O % i L“C/TT BN EY eVIEYs)
X 912, TForced Action] LAZ D43 HE 1T A -5 A3 I
LCW%—JC, [Forced Action] IZ Mathur 7—# &~ k
TIE S THo72b DO AL TIE 206 -~ & KifgIZH
mr<cna,

E N i‘ﬁ Z2UNT Mathur 7— 4 & > M40 B AW
Fe~D Ly FEFSE AT [TMathur— A58 |
Mathur 7 — %t~ M TOSENARFIETHEDE EFE ST

Mgt N

WS THho—-5H0 ] 2 64 #, #lc, Mathur 5 —4 &
v N TN S 72208, ARWFGECTHIITHRAE LN (72 L
—H 0| D 268 W o7, BRIZ. DEOBERNE ST

?i% [Forced Action] (50.3%)Td 1 |
Y& B LTI IS m o T,

D 43 $E (1%~3%F2

AR HFOF =T RE—UREEN TV,
[Misdirection] 7% 8 {4,

Ob\‘(%)ﬁﬂj\f;o

m Mathur m A&zF7e

llLlJ

Scarcity

B2 T—4ty O

L Urgency _ Misdirection _ Social Proof _ Scarcity __ Forced Action |

5. &%
A= RE = ORI EL D Do EBRE L
T, BT TH D Mathur 7 — Xt~ h2S 2019 4ELLAITIZIY

E 45

EINEZHEDOTHY . L OR—IUNEEICHIBRE I, &
B ENT-ATREMED B, %%_1MM®PMEQW$ﬁM
TR Z LR > TWZDIL 64 (6K 3.5%)CwE$, 7 = 7
A FDOTFHA RoL— 7 XY —AEREIAS 5 AERTRE
SENLTWDHEIMER SN, F2, IT4HED GDPR[T]R
CCPA[8]72 EDIEEENRDOERIZE Y, BENENY X7 %
EHET D720 UTZEIE LIZaREME b B 2 b D, RRC
Forced Action OHENNIL, Cookie [RIFECT B v > MERLZ &
BETHHRAOER EEELTEY, Zhbid—#IcER
@&)é;ﬂu+k Db‘@]ﬂ‘é— /f gﬂ"?‘jﬂ-wqj— 1%u§%fﬁ
e LEEYRRFOEENTND, U i&$®
ﬁ*7ﬂ5%/if%_JkVZ%ﬁj@Fﬁ#%%
DoOoH DB RN REIND,

6. f&m

AR TIZ, #— 7 _Z —Hicmid 7= Ul g s —#
v b OEEEITo T (4 332 1), Lﬁbx%gﬁ?—&
ELTHEHaRELEE AT, RERIGBEMEERICRE
INTW i, ERNRNATT VOMEICITEDL e
o712, Fim. ZHEITO Mathur 7 — % & v F4]DE < MR,
NR=UHIER c BT IV B L WD EnS, SR OBF
RTIEEHT DO URL Y Y — A& AW T — ZWENRA KT
»H5b,

A% OMEIL, BNy =7 arT Y ~OFERe, i
B ULRRGHZR L 72 3 BB O BfGET, £ L THoREn
T—HWEIZL DT =4y NOITEEDD LT, &
DEMAEORBWVIRHET VOEBTHE, SHIZ, 7FA
R =P —ATEOFEr Uy Ve & RSN OTEE
BWEMWCEET B 52— X2 — %Rt d 5121, HTML
oo — W —HED v 77 LKA+ 5~ LT
E—ANRT IO —FRNNETHD,

SEXH

[1] Voigt, C., Schlogl, S., & Groth, A. (2021). Dark patterns in online
shopping: Of sneaky tricks, perceived annoyance and respective brand
trust. In F. F.-H. Nah & K. Siau (Eds.), HCI in Business, Government
and Organizations (Lecture Notes in Computer Science, Vol. 12783,
pp. 143-155). Springer.
URL:https://doi.org/10.1007/978-3-030-77750-0_10

[2] H. Brignull, Deceptive Design,

URL:https://www.deceptive.design/

[3] Mathur, A., Acar, G., Friedman, M. J., Lucherini, E., Mayer, J., Chetty,
M., & Narayanan, A. (2019). Dark Patterns at Scale: Findings from a
Crawl of 11K Shopping Websites. Proceedings of the ACM on
Human-Computer Interaction, 3(CSCW), Article 81:1-81:32.

URL: https://doi.org/10.1145/3359183

[4] Mathur Dark Patterns Dataset
URL: https://github.com/aruneshmathur/dark-patterns/tree/master

[5] REEAE, E a~v—2¥A MNZBTFHF—7 ¥ —ORE
M), BB B, 2023

[6] Mathur, A. et al., “Dark Patterns at Scale: Dataset and Classifications,”
URL: https://webtransparency.cs.princeton.edu/dark-patterns/

[7] Regulation (EU) 2016/679. Official Journal of the European Union,
L119, 1-88.

URL:https://eur-lex.europa.cu/legal-
content/EN/TXT/?uri=CELEX%3A32016R0679

[8] California Office of the Attorney General. (2020). Final Statement of
Reasons: California Consumer Privacy Act Regulations (Title 11,
Division 1, Chapter 20).

URL: https://oag.ca.gov/privacy/ccpa

Copyright © 2025 by

Information Processing Society of Japan All rights reserved.

The Institute of Electronics, Information and Communication Engineers and



