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Application of Word-Level Differential Privacy to Japanese Text and
Verification of Its Properties
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- Calibrated Multivariate Perturbations (CMP)

- Mahalanobis Mechanism

- Truncated Gumbel Mechanism

- Vickrey Mechanism

- Truncated Exponential Mechanism (TEM)
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(a)GloVe, d=50

(d)GloVe, d=100

(b)Word2Vec, d=50

(e)Word2Vec, d=100

(c)fastText, d=50

(f)fastText, d=100

(8)Glove, d=300
B 1 RS A7

Ideal Region
(High Utility, Low Risk)

08

Accuracy [Utility] (Higher is better —)

0.0 . ’ . .
00 02 04 06 08 1.0

Guessing Accuracy [Privacy] (« Lower is better)

B s#sahRea—7 40V 7 ¢

Hlio,vmmyiﬁz,w¢n® TERHLR LUK
TEIZBNTYH, 2810 & 1 OEAITHE D Accuracy ZEA3/)
é“:k%%%bt T2, HEEOHMODIALTIEEETL
735A, mEERICEREEZ RITTZENbrolz. Zhix
$E§§7\j§ﬁ%fﬂ@;ﬂu+@@b‘75§, HFET NV OBRIER ’?j
m%&f?*kﬁg.ﬁk%i%ﬂé IHIT, & ZEE

SR BLORIE & L S ¥ 723412, Mahalanobis,
CMP@w¢h®$$ kmf%Eﬁ$#ﬁT#év&ﬂ
ootz Ziut, FHFHTEHbOTHY, WL Z D
:OZ}’LT:L*?% U7 ¢ DMET 2 ARt #HEf S 5.

B 2 128\, #HEMARTEL, £ (BRE - IKRY 2

7)) WNLET DR, < OFEFA EOFEKIZSm L TR
D, AKGET XA MIBOTHMEOMICHMER FL—F
FTNGEET D LB R L.

X2 Glove, 50 &JtiZ

(h)Word2Vec, d=300

BB IEMR L HERSHBERE, SHEIORT

AL, BGEEZ ks LT,

(i)fastText, d=300

HAGET % A MZBH 2RI 50T 5 & & big,
PN —La—T 4 VT EROFEERIT D,

5. 80YIC

AT, ERTITANRNV—2HVWEEALTEORA
unTﬂ?X f‘ :;dﬁ—éﬁ)‘jjmf%*ﬁnﬁbf_ %Eﬁ@ﬁ%, ElZIK
BT XABNMIBWTY, 74N —a2—T 40T 4D
FL—RFTRZELNWZ L 2R LT, HiEX—ADES
TIANRY— TP L2 E, 7oA N —a—
TAVT 4D ML —REFT7RFELWD, BERNART 70
—FERETAMENRDH SH. Mattern H[8]MEMT D XD
(:$un[//\/l/®% 70'3/])/\1/‘—“31 %@%HEJ: *U)ﬂf
DB OHFINKE N, ENTTAN—DEKE, 7
Tu—FORENEL, £, FEHEELT —F~DISHIZ
B L CIIft oA RKENE NI D,

At%1E, RIEREE DT, i@@fb?%ﬂowf@%
THOMENDHD. £, ARSTHELHIZB T Mo X 27
WIZOWTHLHEAT S Z & THOMARAET 5.

SE X

[1] 3%&fth, “7 %A ko k-FE4 (L, IPSI DBS-155, pp.1-8, 2012.

[2] BTFML, “Y =¥ VAT 4 TICBT 2HEELTFA FT—2 0D k&

FACIC & B 7T A R —{£F£”, IPS] DBS-162, pp.1-8, 2015.

%KMﬂmmmmTWW%%%%%OO%%ﬁE&éE%%EW?%%

IPSJ NL-260, pp.1-10, 2024.

[4] Q. Xu, et al., “Privacy-Aware Text Rewriting”, Proc. of INLG2019, pp.247-257,
2019.

[5] S. Meisenbacher, et al, “A Comparative Analysis of Word-Level Metric
Differential Privacy: Benchmarking the Privacy-Utility Trade-off”, Proc. of
LREC-COLING 2024, pp.174-185, 2024.

[6] M. Abadi, et al., “Deep Learning with Differential Privacy”, Proc. of the 2016
ACM SIGSAC, pp.308-318, 2016.

[7] https://github.com/chakki-works/chABSA-dataset

[8] J. Mattern, et al., “The Limits of Word Level Differential Privacy”, Findings of
NAACL 2022, pp.867-881, 2022.

—

3

=

Copyright © 2025 by

The Institute of Electronics, Information and Communication Engineers and

‘H:H' Information Processing Society of Japan All rights reserved.



