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Analyzing the Impact of Weight Faults on Recognition Accuracy in
Binary Neural Networks
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Abstract

Binarized neural networks have been proposed as a
lightweight network for implementing neural networks in
hardware. Although neural networks are known to be fault-
tolerant, however, hardware is susceptible to physical
faults and soft errors. In this paper, we assume that stuck-
at faults cause the change in weights of neurons, and
investigate the effect of these on the recognition accuracy
of both standard neural networks and binarized neural
networks. Experimental results show that the binarized
neural network has a smaller decrease in recognition
accuracy than a standard neural network. Therefore, the
binarized neural network has an advantage over the
standard neural network even if there are faults in the
weights of neurons.
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1. Introduction

As computer performance improves, neural networks
(NNs), which are networks of neurons connected in
multiple layers, are widely used in various fields, such as
image recognition including handwritten character
recognition and object detection, and voice recognition [1]-
[4]. In order to improve the recognition accuracy, a large-
scale neural network consisting of a large number of
neurons is required. However, a large-scale neural network
requires a huge amount of calculation for learning and
inference. Even with high-performance CPUs and GPUs,
calculations take a long time, and it has been pointed out
that it is not suitable for image recognition, which requires
real-time responses [1]. In addition, the use of GPUs is also
problematic due to their large power consumption [5].
Therefore, in order to improve processing speed, it is
desirable to implement NNs in hardware, and there have
been many reports on implementing NNs in hardware [6]-
[9]. In particular, from the viewpoint of easy
implementation and power consumption, hardware
implementation of NNs using FPGAs has become
mainstream [7], [9]. Typically, NNs perform calculations
using real numbers, and NNs with high recognition
accuracy require large amounts of data and calculations.
Therefore, if an NN program is implemented as is in
hardware, the hardware (FPGA) resources are insufficient,
and as a result, hardware implementation of an NN is
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difficult. Therefore, it is necessary to reduce the amount of
data and calculations and implement an NN with a small
amount of hardware. Therefore, a binarized neural network
(BNN) has been proposed, in which the weights, inputs, and
outputs of activation functions are limited to two values
(-1 and +1) [10]-[12]. The recognition accuracy of BNNs is
almost the same as that of standard NNs which use real
numbers. As the parameters in BNNs are limited to two
values, they are suitable for hardware implementation. In
addition to BNNs, NNs quantized to three values (-1, 0, +1)
have also been proposed [13]. It is generally known that
NNs are fault-tolerant, but most previous research has
handled standard NNs using real numbers [14]-[19].
Implementing an NN in hardware means that various
physical faults can affect the recognition accuracy of the
NN. In particular, with BNNs, parameters such as weights
are limited to two values, so there is concern about the
impact of faults on accuracy. In this study, we investigated
the effect on recognition accuracy when a fault changes the
weights of the BNN, and compared whether the BNN or the
standard NN is more effective against faults. Experimental
results showed that the BNN is more resistant to weight
change faults than the NN. The rest of this paper is
organized as follows. Section 2 explains an overview of the
NN and the BNN and their hardware implementation. In
Section 3, the experimental contents, results, and
discussions are presented. In Section 4, we discuss a
comparison of the NN and the BNN with faults. Finally, in
Section 5, the conclusions of this study are presented.

2. NN, BNN and Hardware Implementation

A neural network (NN) is a machine-learning model that
mimics the mechanism of biological nerve cells [20]. The
structure of the NN is shown in Fig. 1. The NN is roughly
divided into an input layer, a hidden layer, and an output
layer, and each layer is composed of multiple neurons. Each
neuron is connected to multiple neurons in the previous layer
by directed edges, and each connection has a weight. These
weights control the influence of the input from the previous
layer on the next neuron. After receiving the weighted input,
each neuron performs a nonlinear transformation using an
activation function, and the output becomes the input to the
neuron in the next layer. Convolutional neural networks
(CNNSs), which are used for image recognition, use floating-
point multiply-accumulation (MAC) operations, and CPUs
and GPUs perform these operations with 8-bit or 16-bit
precision, requiring a large amount of data and calculations
[21].
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Fig. 1 Structure of NN

To calculate an NN in real-time, hardware
implementation, especially implementation on an FPGA, is
necessary. However, an NN that handles real numbers
requires a large amount of data and calculations, and the
hardware resources are insufficient as they are. Therefore, to
reduce the amount of data and calculations, a binarized NN
(BNN) has been proposed, which limits the input and output
of the activation function to two values, +1 and —1 [10], [11].
This allows data (weights) to be expressed in one bit, and
multiplication operations can be implemented with one
XNOR gate. This significantly reduces the amount of
resources required for hardware implementation. Note that
(+1,—1) is encoded as (1, 0). It has also been shown that the
BNN's recognition accuracy is comparable to that of
standard NNs that use floating point numbers [10], [11].
Details of the BNN used in this study are explained in
Section III.

On the other hand, when implementing NNs in hardware,
there is concern about the impact of hardware faults on
recognition accuracy. FPGAs wused in hardware
implementation of NNs consist of multiple LUTSs
interconnected via wires and switch matrices. SRAM-based
LUTs store mask values (output values) in memory.
Therefore, FPGAs may receive soft errors, which are bit
inversions of memory values caused by energetic particles,
and wire breaks or shorts [22]-[26]. Therefore, it is important
to evaluate the impact of hardware faults on recognition
accuracy. In particular, in BNNs, each neuron weight
(+1, —1) is stored in the memory as a single bit, so there is a
possibility of faults that change the weights due to soft errors,
which are bit inversions, or memory access errors. Therefore,
for BNNS, it is necessary to evaluate the impact of faults that
cause weight changes on recognition accuracy.

3. Experiment, Results and Discussions
3.1 Experiment Contents

3.1.1 BNN and NN

In BNNs, weights and activation function outputs are
expressed as binary values (+1 and —1). This means that
when training the BNN, both real-valued weights and
activations are constrained to +1 or —1. Two types of
binarization functions are used to convert real-valued
variables to these two values (Egs. (1) and (2)). Eq. (1) is a
deterministic binary function, and Eq. (2) is a stochastic
binary function.

+1
-1

if x>0,
otherwise,

v = M
where x° is a binarized variable (weight or activation) and x
is a real-valued variable.

|

where o is a hard sigmoid function (Eq. (3)).

) = max (o, min (1 —)> 3)

The BNN program used in this study is a PyTorch
version of BinaryNet (BN) that is publicly available on
GitHub [27]. When training the BN, the weights are
binarized using the deterministic binarization function, and
the activation function values are binarized using the
stochastic binarization function.

+1 with probablity p = a(x),

—1 with probablity 1 —p, @

+1
o(x) = clip (xT’ 0,1

To compare with a standard NN that handles real
numbers, we trained a modified BN with the binarization
function disabled and used it in the experiments.

3.1.2 Benchmark

MNIST (Mixed National Institute of Standards and
Technology database) is used to verify the recognition
accuracy of the faulty BN and NN. MNIST is a dataset of
handwritten digit images. It consists of image data of
handwritten digits from 0 to 9 and label data representing the
correct answer to the digit written in the image [28]. There
are 60,000 pairs of image data and label data for training and
10,000 for testing. Each image is expressed in grayscale of
28 x 28 pixels with brightness values ranging from 0 to 255.
The recognition accuracy of the fault-free NN and BN are
97.53% and 97.06%, respectively.

3.1.3 Fault Injection

In this study, it is assumed that the NN weights change
due to a fault. The BN is composed of four layers, with each
layer having a different weight size and being binarized or
not. The weights are stored as a two-dimensional array, with
the output of the first layer being (784 rows) x (6144
columns) of binarized weights, the output of the second and
third layers being (6144 rows) x (6144 columns) of binarized
weights, and the output of the fourth layer being (6144 rows)
% (10 columns) of real-valued weights. Note that the input to
the first layer is real-valued.

Since the weights in the BN are treated as array data, it
is assumed that they are stored in memory when the BN is
implemented in hardware. A bit inversion of the memory
value caused by a soft error is one of the memory faults.
However, soft errors generally affect the value of only a few
bits. Due to the fault-tolerant nature of NNs, changes in the
value of a few bits have a negligible impact on recognition
accuracy. Our preliminary experiments also supported this
finding. Other faults are assumed to be stuck-at faults in
memory cells and peripheral circuits, such as decoders and

Copyright © 2025 by

Information Processing Society of Japan All rights reserved.

The Institute of Electronics, Information and Communication Engineers and



FIT2025 (% 24 EEHMB SN 74 —F L)

sense amplifiers. For this reason, the weight value caused by
the stuck-at fault is assumed to be one of three values
(+1, 0, —1) for the standard NN, and two values (+1 and —1)
for the BN. In this study, the fault injection was simulated
by rewriting the weights of each layer of the NN and BN
after training. The purpose of this study is to investigate the
effect on the recognition accuracy of the BN of changes in
weights due to faults. Therefore, the number of affected
weights (i.e. faults) is intentionally increased to achieve this
purpose.

Two types of experiments were conducted for the
weights of each layer: (Exp. 1) changing the weights based
on their magnitude, and (Exp. 2) specifying rows or columns
of the array and changing all weights within that range.
Furthermore, in Exp. 2, two selection methods were applied:
(Exp. 2a) randomly selecting individual rows or columns,
and (Exp. 2b) randomly selecting consecutive rows or
columns (Fig. 2). Exp. 2 was performed five times, and the
impact on recognition accuracy was evaluated using the
average value. Below, the weight value is denoted as W.

\A

(a) Exp.2a (b) Exp. 2b

Fig. 2 Weight change method

3.2 Experimental Results and Discussions

3.2.1 Experiment 1

Exp. 1 investigated the effect of the NN weight
magnitude on accuracy. In a standard NN, the weights are
real values between —1.0 and +1.0. Therefore, the weights,
based on their magnitude, are changed in the following four
ways to investigate the effect on accuracy: original values:
|[W|>0.8 or [W| <0.2 — faulty values: 0 or (+1 or —1). Here,
the faulty values +1 and -1 are chosen to be the closest to the
original value (e.g., original: W =+0.1 — fault: W =+1, and
original: W =—0.1 — fault: W =-1).

In the BN, the weights in the same positions as those
changed in the standard NN are changed. There are three
settings for changing the weights: changing all selected
weights to +1 or —1, or inverting the sign of the weights
(+1 to —1 or —1 to +1). Note that the fourth layer of the BN
has real-valued weights, so the weights in the fourth layer
were changed in the same way as in the standard NN.

The effect of weight changes on accuracy is shown in
Figs. 3 and 4. As shown in Fig. 3, changing large weights
significantly affects recognition accuracy in the standard NN.
A technique called pruning, which removes connections
between neurons to reduce model complexity and speed up
calculations, demonstrates that removing connections with
small weights maintains performance [29]. Exp. 1 shows a
similar trend.
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Furthermore, compared to the first and second layers, the
fourth layer has a smaller impact on accuracy when the
larger weights are changed to 0. This is thought to be because
the proportion of large weights in the fourth layer is smaller
than in the first and second layers (Fig. 5). Furthermore,
from Fig. 4, when the sign of the weights in the first and
second layers of the BN are inverted, there is the most
significant impact on accuracy. This is considered to be
because the proportion of the number of changed weights is
large, in addition to the influence of the weight magnitude
mentioned above.
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3.2.2 Experiment 2
(1) Faults of Row Direction in the First Layer
Changes to the weights in the row direction (total 784
rows) of the first layer resulted in a decrease in accuracy as
the number of rows modified increased. Fig. 6 shows the rate
of accuracy change when the weight values of 100 rows
were changed.
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Fig. 6 Accuracy change (1st layer)

It was observed that the impact on accuracy was more
significant in Exp.2b than in Exp.2a. When the fault
locations were dispersed (Exp. 2a), the locations of the noisy
pixels caused by the faults were also distributed, and the
overall image did not change significantly. On the other
hand, when the fault locations were concentrated (Exp. 2b),
the noisy pixels were concentrated in a specific location,
potentially causing a greater impact on recognition accuracy.
Furthermore, for the standard NN, the impact on accuracy
was more pronounced when faulty weights were +1 or -1
compared to 0. From the results of Exp. 1, it is considered
that the impact on accuracy will be greater for larger weights,
so this result is reasonable. Additionally, when comparing
the impact of faulty weights being +1 or —1, the accuracy of
the standard NN was more affected by weight changes than
that of the BN. Since the original weights of the BNN are
only +1 and —1, there are only two possible weight change
patterns: from +1 to —1, or from —1 to +1. In contrast, in the
standard NN, real values in the range of —1.0 to +1.0 are used
for the original weights, so various patterns of weight change
are possible. It is considered that the difference in the weight
change pattern is the cause of the difference in the impact on
accuracy.

Table 1 Accuracy variations

changed increases, the variability in recognition accuracy
increases. Therefore, it is thought that the impact on
accuracy differs depending on the location of the weight
change, i.e., the pixel position affected by the fault. This is
one of the issues to be addressed in the future.

(2) Faults of Column Direction in the Fourth Layer

Fig. 7 shows the rate of accuracy change depending on
the number of columns modified when the column direction
weights in the fourth layer were changed to 1 using the
method of Exp. 2a. For each additional column whose
weight was changed, accuracy dropped by approximately
10%. When all 10 columns had weight faults, accuracy
dropped by approximately 90%. Each column corresponds
to a digit from 0 to 9, and it is thought that accuracy drops
by approximately 10% because columns with changed
weights fail to recognize the corresponding digits correctly.
Similar results were obtained with the method of Exp.2b and
other weight faults.

4th layer Number of columns

0

1 2 3 5 7 10
| L] II II
-20
il
-60

-100

EBNN -1
ENN -1

Accuracy decrease [%]

Fig. 7 Accuracy change (4th layer)

(3) Faults of Other Row and Column Directions
Fig. 8 shows the rate of change in accuracy when
changing the weight values of 800 rows/columns out of 6144
rows/columns for the 1st, 2nd, and 4th layers. As with (1),
changing the weights has a greater impact on accuracy for

5NN the standqrd NN than for .the BN. However, thp impact on
Exp. 2a Exp. 2b accuracy is smaller than in (1), where the weights of 784
#ofrows | Min Max_diff_ave. | Min  Max _diff _ave. rows were changed. The ratio of the number of rows
119698 9712 014 9705|9698 9712 014 97.05 (columns) (':hanged to the'total number'of rows (f:olumns) is
5| 97.02 9714 013 97.07|9691 97.11 020 97.01 13.0%, while that of (1) is 12.8%, which is a dlffqrence of
10l 9697 97.14 017 97.03|96.89 9712 023 97.00 only abqut 0.2%. However, the impact on accuracy is clearly
20| 96.88 97.11 0.23 97.00|96.91 97.13 0.22 97.01 greater in (1).
301 96.58 97.03 0.45 96.85|95.68 97.06 1.38 96.47
50| 96.34 96.92 0.58 96.70|94.86 96.70 1.84 95.72 e ez b2 moer 20 b2t
100] 94.71 95.53 0.82 95.07|81.72 89.96 8.25 86.22 - 0 II I II I s E 0; - .
NN i e B - - won
Exp. 2a Exp. 2b Fo2 o e I o
#ofrows | Min Max diff. ave. | Min Max diff. _ave. 503 O 502 e
1( 97.48 97.54 0.06 97.51|97.48 97.54 0.06 97.51 3“ &S"“
5|/ 97.44 97.56 0.12 97.51|97.37 97.55 0.19 97.49 05 04
10 97.40 97.58 0.18 97.50|97.34 97.59 0.24 97.48 anoyer E20 foz
20| 97.24 97.60 0.36 97.40|97.33 97.52 0.19 97.42 _ o004
30[ 97.12 97.48 0.36 97.28|95.90 97.52 1.62 96.83 i n s
50| 96.80 97.33 0.53 97.00|93.72 97.23 3.51 95.24 §on “ I NNt
100 92.78 95.21 2.42 93.93|69.78 84.71 14.93 79.29 gost e

Table 1 shows the minimum and maximum accuracy

from five experiments. From Table 1, as the number of rows Fig. 8 Accuracy change (row and column directions of

other layers)
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This is thought to be due to the relationship between the
images used in MNIST and the array that stores the weights.
Fig. 9 shows the relationship between the array size that
stores the pixels and the weights. The number of pixels in
the images used in MNIST is 28 x 28 = 784, which matches
the number of rows in the weight array in the first layer, so
the 784 rows of data are thought to be weights corresponding
to each pixel in the image. In addition, in the BN, there are
2048 nodes (neurons) for each pixel, and if it is assumed that
each node has three outputs, the total weight becomes
2048 x 3 = 6144. Therefore, since it matches the number of
columns in the weight array in the first layer, each column
of the 6144 columns of weights is thought to correspond to
each output of one pixel. In other words, changing all the
weights in one row out of the 784 rows changes all the
weights corresponding to one pixel, so the impact of the fault
is concentrated on one pixel. Therefore, since the impact of
the fault on the image is large, the impact on the recognition
accuracy is also large. On the other hand, changing all the
weights in one column out of the 6144 columns changes only
one of the 6144 weights for each pixel. Therefore, since it
only has a very small effect on the entire image, it is thought
that the impact on accuracy is small.

6144

r<— One weight in each pixel

All weights of one pixel

| tota| 6144 weights

O i

[ :

: i 3 weights/node,
t

Ol

Fig. 9 Image pixels and array data

4. Comparison of NN and BNN

This study assumed stuck-at faults in memory cells and
their surrounding circuits, and investigated the impact on
recognition accuracy when weights were changed to +1, —1,
or 0. Under the experimental conditions in Section 3, the
weights of the selected rows or columns of the array were
changed. In this case, at most 50% of the weights changed
in the BNN (e.g., +1 — —1), whereas in the NN nearly 100%
of the weights changed (e.g., +1.0 to —0.9 — —1). Therefore,
the number of faults inserted (number of weight changes) is
different. Therefore, we compared the impact of faults on the
accuracy of the NN and BNN in terms of the rate of decrease
in recognition accuracy relative to the number of weight
changes ((accuracy decrease rate)/(weight change rate)). The
results for the weight changes of 100 rows in Fig. 6 are as
follows: NN > BNN (Table 2).

Therefore, the rate of decrease in recognition accuracy
relative to the weight change rate is smaller for the BNN than
for the NN.

Table 2 Ratio of accuracy decrease and weight change

Expt. 2a Expt. 2a
NN BNN NN BNN
Accuracy decrease rate [%] 5 2 25 10
Weight change rate [%] 100 50 100 50
Accuracy decrease rate
Weight change rate 0.05 0.04 0.25 0.2

In this study, we assume the occurrence of stuck-at faults,
so the weight after the fault will be either 0 or 1. In addition,
weight -1 in the BNN is coded as 0 ((—1, +1) is coded as
(0, 1)). Therefore, even if a stuck-at-1 (0) fault occurs in an
area that is originally a weight of +1 (—1), the fault is masked
and the weight is not affected (recognition accuracy does not
decrease). On the other hand, in the standard NN, for
example, if a stuck-at-1 (0) fault occurs in an area that is
originally a large weight of +0.8 to +1.0 (—0.8 to —1.0), the
weight value will change, unlike in the BNN, and
recognition accuracy will be affected. In particular, as shown
in Exp.1, the impact on accuracy is large when the value of
a large weight becomes smaller, so for example, if a stuck-
at-0 fault occurs in a large weight of +0.8 to +1.0
(—0.8 to —1.0), recognition accuracy may decrease
significantly. Therefore, it is considered that the BNN is
advantageous in the case of faults in which the value after
the weight change matches the original value.

Furthermore, the BNN has only two fault types: 1 —
0 (—1)and 0 (—1) — 1, whereas the NN has a greater number
of fault types, as real values in the range of —1.0 to +1.0
change to 0 or 1. As a result, the NN is likely to have a
greater number of faulty weights (weights whose values
change) than the BNN.

From the above, it is considered that hardware
implementation using the BNN is more advantageous than
using the NN, even when hardware faults are assumed.

5. Conclusions

This study compared the impact of weight changes due
to stuck-at faults on recognition accuracy in the BNN and
the standard NN. As a result, for example, when the weight
values of 100 consecutive rows in the first layer were set to
+1 and —1 by the fault, the accuracy of the standard NN
decreased by about 24.9%, while that of the BNN decreased
by only about 11.2%. It was also confirmed that the impact
of weight changes on accuracy in the BNN was smaller than
that of the standard NN for other weight changes. In addition,
changes in the weights of the hidden layer have less impact
on recognition accuracy. This is due to the relationship
between the pixels of the image and the array that stores the
weights of the neurons. The decrease in recognition
accuracy relative to the weight change ratio was also smaller
in the BNN than in the standard NN. Furthermore, since
weights in the BNN are coded as 1 and 0, the effect of stuck-
at faults may be masked, so it is considered that the decrease
in recognition accuracy due to faults is smaller than in the
standard NN. We also confirmed that in the standard NN,
large weight changes (faults) have a greater impact on
accuracy than small weights.
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Future work includes the relationship between the
number of rows/columns (or the number of faults) of the
changed weights and the accuracy, the dependency of
accuracy on the location where the weights are changed
(edge or center of the image), and experiments on other
datasets.
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