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Support for attack surface management using open data
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S0045 | ADVSTORESHELL | AZZY, EVILTOSS, NETUI, Sedreco | ADVSTORESHELL is a spying backdoor that has been used by APT28 from at least 2012 to
2016. It is generally used for long-term espionage and is deployed on targets deemed interesting
after a reconnaissance phase.

50440 Agent Smith Agent Smith is mobile malware that generates financial gain by replacing legitimate applica-
tions on devices with malicious versions that include fraudulent ads. As of July 2019, Agent
Smith had infected around 25 million devices, primarily targeting India though effects had been
(s)bserved in other Asian countries as well as Saudi Arabia, the United Kingdom, and the United

tates.

S0066 3PARA RAT }S)PA&{A RAT is a remote access tool (RAT) programmed in C++ that has been used by Putter

anda.
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Dump password hashes, Active Directory
Command tools, Frameworks
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