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Study of unauthorized access detection methods linked to system operation management information
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AR : operationsT-J

id approved | userName | resourceName sourcelP | startTime requestedDuration | endTime
Time

1mmm t wada {arn:aws:s3::example-bucket} | xx.xx 2023-02-15 | 01:00:00
08:30:00

2222 t kiyo {arn:aws:s3::example-bucket} | x.x.x.x 2023-02-15 | 01:00:00
08:30:00
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id eventTime userName | resourceName sourcelP

1234 2023-02-15 | wada {arn:aws:s3::: pleFile.txt, [ xx.xx

09:00:00 arn:aws:s3:: examp!e bucket}
HIEE -

postgres=# ¥set eventTime “2023-02-15T09:00:00""
postgres=# ¥set eventUserName ““wada"""

¥set ARRAY[""arm:aws:s3::: pleFile.txt", ““arn:aws: bucket™]
pos(gres-# ¥set eventSourcelP “X.x.X.x"
postgres=# select * from operations where (startTime < :evetime) AND (startTime +requestedDurationTime > :eventTime) AND
(username = :eventUserName) AND (sourcelP = :eventSourcelP) AND (approved = true) AND

&& Name);
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A : operationT-FIN(PI-bEBELLEE)

id approved [ userName | resourceName sourcelP | startTime | requestedDuration [ endTime
Time
ot wada (am:awss3zexample-bucket) | xxxx | 2023-02-15 | 01:00:00
08:30:00
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