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Cyber Attack Detection Using Machine Learning Based on Time-Series Features
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2.2.1 LSTM(Long short-term memory)

LSTM &3, FEMiRtEaREICE> TEMT 228 &2n
REICL7c=a2—F L%k y hT—2ThHD. RNN HIRAE
LTEY, BRIIT—ZE2HNLTVENIREERDD.
LSTM IZ1%, ¥ == —1 T input gate, forget gate,
output gate Z B L7ZAEV EALEHEH LTS, Z 2T,
Ha=y FCOMMNTERLTHDLE, RO XD REHEMN
INTNS.

fi = o (wy x(t) + wie h(t=1) +bp)
i, = o (wyg x(t) + wy h(t-1) +by)

ot = 0 (Wyo x(t) + Wi h(t—1) +b,)

J\HE 1E52*
Yamaki Hirofumi

ZIT, wiFa=y NCOEAL, x(OFRZ) t TOANT—
Z, (i3l t ToORh2=y MIRT. ZRHOFFEZLLIT,
BT o()3FHND. ZDRE, forget gate (7 4 —R/\w 2
BEZ T 5352 8128-oTC, RNN THAL TV AELTE K K
OVABLFEHLE W T [ AREL TV [2] .

2.2.2 GRU(Gated recurrent unit)
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Figl. Accuracy obtained with LSTM and GRU on Q4
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Tablel. Principal component loading on week4 and week5 in Q4
o = 2 = o
g = 4 E = = E - 23 - 8|l <2 =
% |5 2z | 28 2| 5 |5 |5 | B E2|EZE Es|25| 3 | é«é
8 3 5 sg| g2 2 Eg| tg| 2| 25| 25|2EY 2E|2sg = |5582£E
= > a ®RE| A= o A8 AE| E| A8 AE|ASE R2|A5EY A |asgdAac=sZ
4th Vecl | 0.012 | -0.001 | 0.004 | 0.333 0417 | 0.188 | -0.319 | 0.480 | 0.494 0.045 0.209 | 0.164 0.152 | -0.020 | -0.086
4th Vec2 | 0.053 | -0.002 | -0.016 | -0.274 | -0.129 | 0.239 0.225 | -0.057 | 0.002 0.368 0.553 0.539 | -0.185 | -0.164 | -0.027
4th Vec3 | 0.056 0.041 0.022 0.018 0.130 | 0.404 0.280 | 0.098 0.041 | -0.462 | -0.095 | -0.059 | -0.256 | -0.509 | 0.416
4th Vecd | 0.662 0.034 | 0.673 | -0.025 | -0.124 | -0.213 | -0.108 | 0.043 0.038 0.007 | 0.026 | 0.003 0.068 | -0.155 | 0.043
4th Vec5 | 0.170 0.017 | 0.202 | -0.224 | 0.370 | 0.610 0.030 | -0.227 | -0.164 | -0.006 | -0.105 | -0.006 | 0.236 | 0.473 0.009
Sth Vecl | -0.011 | -0.001 | 0.000 | 0.196 0436 | 0.006 | -0.436 | 0.453 0.466 | -0.108 | -0.074 | -0.116 | 0.298 0.147 | -0.131
Sth Vec2 | 0.025 | -0.002 | 0.000 | 0.026 0.087 | 0.279 0.035 0.170 | 0.193 0.336 | 0.597 | 0.560 | -0.105 | -0.210 | -0.088
Sth | Vece3 | 0.032 0.001 0.000 | -0.495 | -0.263 | -0.579 | -0.197 | 0.051 0.073 0.272 0.143 0.115 0.148 0.324 | -0.260
Sth | Vecd | 0.694 0.011 0.669 | -0.071 | -0.042 | -0.051 | -0.021 | 0.074 | 0.056 | -0.157 | -0.005 | 0.001 | -0.063 | -0.151 | 0.031
Sth Vec5 | 0.097 0.069 | 0.274 | 0.282 0.182 0.238 0.018 | -0.287 | -0.215 | 0.514 | -0.044 | -0.033 | 0.210 | 0.545 | -0.072
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