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C23: Kronos, C24: ScanPOS

11: goo.gl Link, 12: a URL on Hotfile.com, 13: a URL on 4shared.com, I4: auto-notify@ups.com, 15: auto@ups.com,

16: feed404.dnsquerys.com (Host), 17: securevpnalarm.net, 18: hsshvpn.net 19: smoktruefalse.com, 110: prince-of-persia24.ru,

111: med-global-fox.com, 112: hxxp://intranet.excelsharepoint[.Jcom, 113: hxxp://info.docs-sharepoint[.Jcom/,

114: hxxp://networkupdate[.Jonline/, 115: hxxp://webfeed.updatesnetwork[.Jcom/, 116: hxxp://invoicesharepoint[.Jcom/

C1: Skype, C2: .zip Files, C3: a legitimate instant messaging file., C4: W32.IRCBot.NG, C5: W32.Phopifas, C6: .exe file,

C7: Downloader.Liftoh, C8: Spear-phish email, C9: a RTF file disguised as a .doc file., C10: CVE-2012-0158, C11: CVE-2010-3333,
C12: Bitcoin miner, C13: a variant of Zeus/Zbot (version 2.1.1.2), C14: Retefe, C15: Windows RowerShell,

C16: a fake “thawte Inc.” certificate, C17: Smoke Loader, C18: man-in-the-middle attack, C20:IRC bot, C21: .doc file, C22: Web Link,

V1: Victim’s contacts, V2: the data for the bank, V3: The stolen track data, V4: The process in which the data was found, V5:The username
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