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72Z2i2&oT, RAUA MY R NOMBERIXKTL, £
NCESTTF AP IAL Yy IBETLTWR Z e bh
5. ZOZehb, TAMINL YT EARYA FYR B
ORI EFRED D, IBEFEEFTA P IANL Y Y

1) http://www.proxysql.com/
2) hittps://github.com/colszowka/simplecov
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x4 Rails DEEXYV vV F—E

HTTP URL BIENA
GET articles | £ T article & /R
POST articles article & —D>1ERK
GET | articles/:id | RFE D article & FoR
PATCH | articles/:id | ##E® article % B #r
DELETE | articles/:id | ¥#7€ @ article % HiF&

K5 TRMANLYZICRTBZHRTA IR D

EEE
VRN EIY?)
IRRE FARAINL Y Y =R
7 A MHIBRHE] 88.24% 81.25%
7 R b HIERZ 73.53% 75%

ZHEIRZZLICESoTRYA FY X OHEBEREA
b2z ehiETER. £, FAMIBREKIZKRT A
M)A MZEEN TV VI3, article &7 —
RN — ZIZBIMS 2372HD INSERT XDZ Y ThHo
7. ZhuE, REFHEICK 5T INSERT XD 27 LU H
Web 77V r— a VEREIRHICHRETI I NS Z & B EK
L, 2k - THREEEET X M ORMNERAT 3
ZeNTE, FROREERITO 2B TES. RBEFE
i, FAREOEERNOEEOBIETCRITSNII Y
EREIL, BRZ BT 22T, LbhIEMR Web
77V r—a vy OEMEREE T2 Z A TE, Web
TV = a ORI RICEN I EZS
n3.

42 TRMIHLTERINRTC MR B
4.1 #iTN7z7 A MHIBRRTORBEIZBWT, KU A4
FIRMNCEENLRDL o7 Y BERELE. R4
MR MZEENR2-7 ) ZLITIORT.

« UPDATE ‘articles‘ SET ‘content = ?, ‘updated_at‘ =
? WHERE ‘articles‘.id* = ?

« UPDATE ‘articles’ SET ‘title‘ = ?, ‘updated_at‘ = ?
WHERE ‘articles‘.‘id‘ = ?

« UPDATE ‘articles SET ‘title‘ = ?, ‘content‘ = ?,
‘updated_at‘ = ? WHERE ‘articles‘.‘id* = ?

FTI7AL PVRMIEENTOWRELZ7Z)EET
article DEBREEHT2-0DHDTH-72. LaL,
£ 4 12BI1J% PATCH V7TV R &k RICENE
3% UPDATE XV v FIZMLTOT A NI Eh
TEBD, TAMIANLy POEHICBEETA TV,
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UPDATE XY v FDF AN, [PATCH V27 T2+ %
KD EHRINE, BFED URLICY XA L7 P &3 h)
LWVWISKHNET, T—EXR—Z FOEHAEID article 7—
REHEHLES 2 LTWAS article F—XDFE—TH -
J2. BHRHIOT—REEH LIS LTWVWET — XM
Fl—0D#E, Rails 7 7V s —3 3 VX UPDATE 27 =
VEFITLIRWDS, article 2 B 2EEIRIN L=
A ENDT=H, TR MIEIIL UPDATE XYV v RO
FTANBTAMIANLy YOBRBHBIZEDONE. I
Db, TAFNARICE > TREFTOBETI
URRITENBWIEEDRH D720, TANIANL Y
100%% B L THBRIHELI2A VA U R MEE
T2 TERNIEhbhrolz. LL, 1BRET
B, TAMIANV O TRATE DN TERDP o
TAMNr—RADFINE, 7TV L)L THRAILBHKESE
WHEHITER e bhol. 20D, RETFEIT
Web 77V 75— a YORRRBIZBWT, BHRERENIHE
TETVWRVEIEEZRATE 2 HICBWTEITH S &
EZZbNhb.

5 o

AFTIZ, Web 7 7V r—> a UABHIHT 257 —&
N—=2ZW LT, #EEBRERICRITEARVAEZ Y
DFETEMAT 272012, BFE vt ADT7 R MZEH
L, 7R MRIETEINZ 72V EHWT Web 77V
r—ardPHITTE7 VDRV MY A NEHET
ERR S 2 FEZIREL, ERckD, BEFEOBAD
R ol U7z, IRBTFIRE, FIRE DRSS T
TERDPSZTAMr—ADFNE, 7TV L)L TR
HIL, Web 7 7V 47— a ot RILZ <
TYNTES.

KBNS, TAMIANALy VRAEIZEZERTAL FYR
FOWEERBE ETZZE, TAMIAL VY 100%%
EIHD Web 7 SV —> a VaRITT A2 Y O
BEBERLEVE WS 2 DOMREE L. EBRERD
5, BBETFHEEX, TRAMNIANL Yy DTRMTZIEMT
ERPolT A M r—ADRNEHRREE M TE 21
WBWT, BIMERH 2 2R L.

S, BEFEORTA YR MER L B DEE
D, REFHEOEAILES Web 7SV —2ar
LF—ZR—=ABD LA T VY —NDEEDOWAE 1T
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5. SHROBE LT, 7—ER—ARXTAITF—X
PEBRTIDLAEERLETA N F—&22HIBRT 2 &
37T A MREDARITFITEINS 7 T Y ANDHULSEDR
FnEITFon 3.

SEM
D Kar, S Panigrahi, Prevention of SQL Injection attack
using query transformation and hashing, Advance Com-
puting Conference (IACC), 2013.
F. Valeur, D. Mutz and G. Vigna, A Learning-Based Ap-
proach to the Detection of SQL Attacks, In Proceedings of
the Conference on Detection of Intrusions and Malware
Vulnerability Assessment (DIMVA), July 2005.
K Kemalis, T Tzouramanis, SQL-IDS: a specification-
based approach for SQL-injection detection, Proceedings
of the 2008 ACM symposium on Applied computing,
Pages 2153-2158, March, 2008.
Martin Fowler, David Rice, Matthew Foemmel, Edward
Hieatt, Robert Mee, Randy Stafford, Patterns of Enter-
prise Application Architecture, Addison-Wesley, 2002.
M Bachle, P Kirchberg, Ruby on rails, 2007.
Rietta, Frank S., “Application layer intrusion detection
for SQL injection.”, Proceedings of the 44th annual South-
east regional conference. ACM, 2006.
Scott W. Ambler, Mapping objects to relational databases
What you need to know and why Ronin International,
July 2000.
William G.J. Halfond and Alessandro Orso, AMNESIA:
analysis and monitoring for NEutralizing SQL-injection
attacks, In Proceedings of the 20th IEEE/ACM interna-
tional Conference on Automated software engineering
(ASE ’05), ACM, New York, NY, USA, 174-183, 2005.
IPA, BE%Y = 7% A4 b OFEDJT BETH 7hR, 2015 4,
3 H.
HH A, A —3&, B 5hH, R R, DePoT:Web
TV = a T AMIBYST A a— FEEAE
RT AT 4 77 V=507 —2, GRS EE
Vol.56 No.3 835-846, March, 2015.
HHREF 2V 744> Ty McBT 2 HERES @
NIEHRIREAR %6 1.2 i, NPO HAE X2V 7 1 &t
FaUTAWEREY —F > 70N — T, RIGRALKE
TEIRS R 7 LEHERE X 2V 7 4 228, 2017 4 6 .
R EAT, 2 ABRANC B 3 2 3R AU o B 2 Bl 1A,
ETEHES A2 EE B Vol.J89-B No.4 pp.402-411,
2006.

(1

(2]

3]

[4]

(5]
(6]

(7]

(8]

[91

[10]

[11]

[12]

Copyright © 2018 by

it

Information Processing Society of Japan All rights reserved.

The Institute of Electronics, Information and Communication Engineers and



