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Proposal on Concept of Adaptive Access Control in loT(Internet of Things)
with being Aware of Constraints, Contexts, and Risks thereof
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Abstract: While 10T is evolving and spreading rapidly, and is increasing its influence on various aspects of our society, security
measures on loT devices are far from sufficient. So, it is very important to enhance 10T security against security threats of cyber space.
This paper focuses on access control among security measures required to 10T, and points out the challenges to be tackled, which are
caused by constraints and new requirements involving 10T, when the existing security measures in ICT are to be applied to loT.
Additionally, this paper presents the author’s ideas about how to approach to those challenges, and introduces some prior researches and
remaining tasks. To solve those tasks, this paper presents the author’s proposal on concept of how to manage and execute access
controls in 10T, which combine “adaptive access controls with being aware of constrains, contexts, and risks in 10T” with distributed

capability-based access controls. Finally, future tasks of the author’s research are shown.
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