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Granger-Scott method against Side-Channel Attack
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1. Fif

5 M H R 5 O RS BB O FH R B, FEH iR Eoo 2
T EENEL B EDTNDED, A0 T —EROFEHL
DOWIZENR L < 1T TR Y, FiT R.Granger, M.Scott |2 & %
SYEIFREENERESNTWAS. L L, IEOHEE L LTE
FIFRBTHCEE & 9 I BALBE ) B FREE S 2 45 08 9~ 2 TR 3 A
LNTWD. BAMNIEA~ORRITFRENEMN LS <,
LA TR IR BALEL O 72 0121%, AW T — RO FEH{L
EWNLT HMEN D D, AWFE T, $8= 25 521bit OFFH i
HRIE 5 254 & LT, Granger-Scott ¥ ZEM L= AH T —
EET L TY X LCEBIIETBE~OXIR AR L, @iEe
B SALVBE M TN D Z L A MRGET 5.

2. FEM R

2,3 ThRWHKRF, L TEH SN 5B HMRIT,
Weierstrass 1R ¥ & Wbt s y2 =x3+ax + b (a,b € Fp)
DIEZE LT 5. 521bit OFEM Hh#E S & LT NIST 23 HESE
T HAEM AR P-521 1%, y2 =x3 —3x+ b (b € Fys21_,) T, b
WEFICRE 2 TH H[1). £ 7=, H. Edwards Hhi#R 1L,
[F2521_1 LTE%éﬂVCV‘é E-521 & Wﬂiﬂé x2 +y2 =
1 —376014x%y? 2R STV 5[2][3].

21 St EEDLE

FR RS oo P-521 & E-B21 OFHEEA BT D.
OpenSSL TIX P-52L AMEH N TE Y, ¥ = B LIZER
ENTWS. K EOREE M, INEZ S &5 &, FHEh#R
LOROME L 2ERITZR 1 OB IZR5.

F 1l AW T EHEOER

A Y A= <
Wi | s gﬁ%ﬁg EE?@;”
P-521 5554 12M + 28 7M + 5S
P-521 (OpenSSL) | Y= & 12M + 4S 4M + 6S
E-521 §5-2 10M + 1S 3M + 4S

Fz1 &0, FEMdh#R EoMA & 25RIXEB2L BEETH
HIZERbns.

3. Granger-Scott %

Va,b € Fyszi_y OFH a-b & mEIAT 2 0 EIFHFIEN
R.Granger, M.Scott (2 L o> THIREIN TV 5[4]. 521 bit F2E
DRELBEW S BAZEREREZMNVD ZERHDDIC
%t L, Granger-Scott Tl 9 21243%| L 7= 58 bit 1 X D%k
ELTHD Z LT X HUETHF A ATREIC /2 D . SAF R
DIATTVEBRTERNEEZITHEN R TFETHD.

TR R TR S L7 54 Department of
Information and Systems Engineering, Graduate School of
Science and Engineering, Chuo Univ.

I ARSI R EEE Faculty of Science, Kanagawa Univ.

* HGL IO TR L% Department of Information
and Systems Engineering, School of Science and Engineering,
Chuo Univ

$F4

R AT
Kazuto MATSUO  Jinhui CHAO

ﬁ zéznl—!*

521 bit #4512 Granger-Scott & AT 5 & & 1%, t = 258
E LT,y €Fysan_y Zx =22 xith,y =28yttt Zili7=7
x,,(i=0,-,8) WHHE T 5.y HWV x=
[x0, -+, x5], 7 = [yo, -, y8] & L, FIsRz= xy (mod t? — 2)
7. ZOLERARETHOLND 713,
z= [ZO!""ZB] =
[xoyo+2x108+2% 07+ 2X3 Y6+ 2%, 75+ 2 X5 Y4+ 2 X6 3+ 2.X7 12
+2x811,

X1+ XN+ 2X Y+ 2X3 Y7+ 2 X4 Ve + 2 X5 s+ 2 X6 Yyt 27 13
+2x377,

X0Vt X+ X0t 2x3 08+ 2X0 )7+ 25 Vot 2 X6 Vs 2 X7 0
+2x3y3,

X3 txi ot xo 1 tx3 0ot 250+ 2X5 742X Ve + 2%, 5+ 2 X814,
Xoyatxi st Xt xa it Xyt 2xs Vgt 2Xe yr+2x, Vs +2 X35,
XoVstxiyatxo st x3yt Xt xs o+ 2x Ve +2x, 7+ 2 X ¥,
X0 Vet X1 Vst X st X33t Xyt Xs 1+ Xe Vo +2x7 V8 +2x8 )7,

X0 y7tx1 Vet Xo Vst X3Vt X Y3t Xs Vot Xey1+ X700+ 2 X3 V8,

X Vet x1y7+ X0Vt X35+ X4 Y4+ X5 3+ X Vot X7 1+ Xg Vo -

yExICEEMZHZ LT Zz=52(modt® —2) ZFHE T
HIEBRTXD.

Vx € Fysu_y DWItx~t %5 % 5. 2521 — 1 13FE AR DT,
T = —O/NER LY 2272 = 1 (mod 2521 — 1) BV
Yo, Ko Tt T iE 123 b, Wi R B
B, 13M+520S & 72 5.

4. Window %

AT T —EH A @EIZAT 5 ik & LT Window 15238 %,
EgEd o mEREREZFAL CTAD T —BHRERD D
EThLr m=4DLx SEVEEZ2LELIEEEZOTLTY
R LZT 3 X2 1 window method-2 12759,

T3 XA 1 window method-2
Input: d = (dy—q,*+,dg)2, P € E(K)
Output: dP
Pre-computation
1: 7[0,0] = 0,T[0,1] = P,T[1,0] = 2P, T[1,1] = 3P.
2:Q =Tld; d;-4]
3:fori =n—1downto1ldo
3.1:Q =40
32:Q=Q+T[d;,d;i—4]
33i=i—-2
4: Return Q

5. ENEHHE
5.1 =

EORNTREL, A FFy XN KEBEO—FETHY, K5
FONA ADLHL S B HESCHNEER &, TOMEENICTH
BEFH LR BETETH D, BHMSTREIIRE S SPA
7L DPA FHUTHTHZ LN TX 5.,
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SPA B, 1 [ ORF S LALE O EE N 2B LGS
T HEENREEZRANDHETH D, ZORREFIEI, K
FNA ZADIMET D NE LT D 2 & EFIAT 5.

DPA BT, By 5L ALE OV EE I 2 258 L, F o
T- B OB 2 At BT 35 2 & TS #
BT 5.

RPA W3 DPA B % IGH LI KEBEFIETH D, ZPA T
TN EHIC—RILLTEbDTHD.

RPA B3, (x,0) & (0,y) &9 22D %=FIf L, DPA
R E LTHED T & NI S L, R 548 % iz
FEEVE AR D Z E N TE 5.

ZPA X, ZEARNZeAEARIT RPA I & 480 0 1372008, (X,
0) X° (0, y)721F T/ <, MM BhfR Lo, 2 5RO HEigH
IZH0DMEEHEESEDZ ENTE D720, LD E < Ofhi#t
IZBWT RPA B A HHTE 5.

5.3 &%

SPA MBI S A L 722 & T, ﬁ%&&fi@%
RAR<T. ZRUC R EEE R 2B TREIC R D,
KR TE L. DPA WEOXIRIER, HLEIC £ » THER,
B P AT oA AMETH L THD. LA L, SPA
X2 DPA %3 2 A 2h 7 A O —#1E RPA X° ZPA 15 <
TEMRTERY. ZRHDOFEICH L TIE, FXRT U F L
7R R EEPOIEIC

NSO EEANET A TY XLR H. Mamiya Hick
DIESNTVDBA] ZOT /LT XATIFSIE S A7
B SPA BBIZXH L TERTHD. b 7/5%72,,\ R %
AnsZ &2k, i P %74 A{kL DPA, RPA B,
ZPAIZX LEZRTHD. 20T ¥ L7 E R L window V5%
HnwaszZ &b ok WBRIP (Window-Based
Algorithm with Basic SPA-resistant algorithm with Random
Initial Point) & FE(EAL5. LU WBRIP & FESL I 2 IZF%E L
7~ WBRIP % 7 /L= X1 2 WBRIP-2 |25

T L= Y X2 WBRIP-2
(dn-1,+++,do)2, P € E(K)

Input: d =
Output: dP
Pre-computation
1: Choose a random pointR € E(K) \ O
2:T[2] =R, T[1] = -
T[0,0] = —3R,T[0,1] = P — 3R,
T[1,0] = 2P — 3R, T[1,1] = 3P — 3R.
3:fori =n—1downtoldo
3.1: T[2] = 4T[2]
3.2:T[2] =T[2] + T[d;, d;_1]
33i=i-2
4: Return T[2] + T[1]

6. ¥RELE

521bit M HhARIT B & 6t & LI ARBIZE i, @Bl
REDFETH D Granger-Scott {512, B IFENT KB D XHR
e L7e AN T —EET AU X B E AT E & RGeS
4. BERCHW S FEM L P-521 L E-521 &9 5. T
U X LIITNE 6 IZFRE L7 WBRIP ZHW5. BfRAR 7T
AU RAE, TAIY X3 WBRIP-6 L7 5.
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T3 X3 WBRIP-6
Input: d = (dsyq,++,dg)2, P € E(K)
Output: dP
Pre-computation
1: Choose a random point R € E(K) \ O

2:T[2] =R, T[1] = —R,
T[0,0,0,0,0,0] = —63R,
T[0,0,0,0,0,1] = P — 63R,

T[0,0,0,0,1,0] = 2P — 63R,

T[1,1,1,1,1,1] = 63P — 63R.
3:fori =521downto5do
3.1: T[2] = 64T[2]
32:T[2] =T[2] + T[d; di—1,di—2,di—3,d;_4,di_s5]
33:i=i—6
4: Return T[2] + T[1]

6.1 EEHR

Heilgeser4s & L C OpenSSL ver.1.0.1j # Az, 222314 F
IZ Gee 4.8.2 % Fv 7= Ubuntu 14.04 LTS, i7-4650U 1.7GHz £

THEITLIRRER 2 AL T —(EROFHRE LR
R
F2 HEHAN T RO R LK

No. | F& Clock cycle | HilBiE

1 OpenSSL —speed command 1,420,000
Window-6 with Granger- 0

2 Scott method on P-521 838,000 | 40.98%
Window-6 with Granger- 0

8 Scott method on E-521 719,000 | 49.36%
WBRIP-6 with Granger-

4 7.119
Scott method on P-521 893,000 ) 3 o
WBRIP-6 with Granger-

751 47.119

° Scott method on E-521 51,000 o

-t

7 2 ® No.1 & No.2 ~ No.5 % thi#z 9% & Granger- Scott £
12 & 0 #) 40%D clock cycle ZHIBCT& TRV, EiElLD®)
RWFERTE /2. KRBT 2R A TETHRNOR,
Granger-Scott (5D & 2 it Geed.6 LY Geed.8.2 D
NEETH o7z, ZH Granger-Scott 232 2 /31 T DY
Baz IR <, AN T —HFHEAED clockeycle 12 b 58 %
BZTW2Z &R L TS, —J/T,No2 & No4,No3 &
No.5 Z LT % & ¥ A FF ¥ RVBE~OXHITK 5% D
clock cycle 234003 2 F2 B CREFRER ~D BT 72 <,
OpenSSL LV &#H TH L. LLEL Y, BEFIEICEL-C E
FIFNT BB\ 22 427 Granger-Scott 14543 i 22 IR B (L LER &
T LRt R R L.

SE R

[1] US Department of Commerce/N.I.S.T.2000, “digital signature
standard”, Federal Information Processing Standards Publication 186-
2. Fips 186-4. (2013).

[2] H. Edwards, “A Normal Form for Elliptic Curve”, Bulletin of the
American Mathematical Society, Vol.44, No.3, P393-422 (2007).

[3] D. J. Bernstein, T. Lange, “Safe Curves”, http://safecurves.cr.yp.to/

[4] R. Granger, M. Scott, “Faster ECC over F,s21_,”, Cryptology ePrint
Archive (2014).

[5] H. Mamiya, A. Miyaji, H. Morimoto, “Efficient Countermeasures
against RPA, DPA and SPA”, CHES 2004, P343-356 (2004).

Copyright © 2015 by Information Processing Society of Japan and
The Institute of Electronics, Information and Communication Engineers
All rights reserved.

Rl



