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Abstract: We developed a fast di gital chaos generators based The code generator is based on Chebyshev polynomial
on the second order Chebyshev polynomial. This chaos gen-
erators have good randomness properties to be tested by the
FIPS 140-1 randomness test and high-speed properties of ran- EXORed with the Gold Code | sequence . Then the 32-bit
dom bit generations beyond 1 Giga bit/s. Applications include
spreading sequences of DS-CDMA system, Monte Carlo meth-

ods, or high-speed encryption. [1-5] We implemented it in vari- with I (7FFF in Hex). The output of subtraction is added
ous FPGA chips.

(2x"2-1). After being squared, the LSB of the 32-bit data is

data is multiplied b).f a factor 2, followed by a subtraction

with Gold Code 2 at LSB. A feedback from output of register

L Functional Description to input of square function block is exploited to generate the
The functional block diagram of the Chebyshev code generator succeeding code. As shown in Table I, Giga bit /sec per-
is shown in Figure 1. formance is achieved on various kinds of FPGA chip

implementations.

Supported FPGA Device System Max Genera-
' CLK
Clock tion Speed
f Square <4+— RST (MHz) (Mbps)
Vertex-E(Xilinx) XCVI100E-8 42.557 1361.8
EXOR 4 Gold Code 1
\J/ Vertex-1l(Xilinx) XC2V2504 | 63203 | 2022.5
. Vertex-11 Pro(Xilinx) XC2vp2-7 65.898 2108.7
Multiply
2 Stratix(Altera) EP1S10 39.16 1253.12
Subtrac Table 1: 32-bit Core Implementation Data
/ 1 \
ADD Ja A II. FIPS 140-1 Test
NIV Gold Code 2
Next, we apply the standard randomness test to each
. . output (32 bit streams) of the generater . The random-
Register Initial Value ) _
ness test chosen here is the FIPS 140-1 given by NIST
[6]. As shown in the Appendix, all consecutive bit
v
streams are passed along the period (period=225-1) with
DOUT [31:0]

the Gold sequences with the same period which are

Figure 1: Chebyshev Code Generator Block Diagram used for complex scrambling in the W-CDMA systems.
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V. Summary and Discussions

We have developed 32bit chaotic random-number generators
based on the second order Chebyshev polynomials based on
32bit fixed point arithmetics. By adding two Gold sequences at
LSB, we succeed that each bit streams passes standard ran-
domness test called FIPS 140-1. We implemented it on Xilinx
VertexII chips with more than 1 Gbps generation speed.
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Appendix: FIPS 140-1 Test Results of the first
32*20000 bits.

3th Bit
The monobit test  [X= 10062|pass (pass if 9654 < X < 10346)
The poker test X= 7.392|pass (pass if 1.03 < X £ 57.4)
The runs test
Run length Zeros
1 2489 (pass if 2267 < X < 2733)
2 1255 (pass if 1079 < X < 1421)
3 617 (pass if 502 < X < 748)
4 297 (pass if 223 < X < 402)
5 150 (pass if 90 < X < 223)
6+ 162 (pass if 90 < X £ 223)
ass if all twelve counts pass;
The long runs test (pass if no long run)
4th Bit
|The monobit test _[X= 9977|pass Iggass if 9654 < X < 10346)
The poker test X= 16.9216|pass (pass if 1.03 < X £ 57.4)
The runs test
Run length Zeros Ones
1 2525 (pass if 2267 < X < 2733)
2 1231 (pass if 1079 < X < 1421)
3 646 (pass if 502 < X < 748)
4 308 (pass if 223 < X < 402)
5 157 (pass if 90 < X < 223)
6+ 154 (pass if 90 < X < 223)
ass if all twelve counts pass)
The long runs test (pass if no long run)
Sth Bit
The monobit test pass if 9654 < X < 10346)
The poker test pass if 1.03 < X £ 57.4)
The runs test
Run length Zeros
1 2539 (pass if 2267 < X < 2733)
2 1254 (pass if 1079 < X < 1421)
3 646 (pass if 502 < X < 748)
4 312 (pass if 223 < X < 402)
5 157 (pass if 90 < X < 223)
6+ 138 (pass if 90 < X < 223)

(pass if all twelve counts pass)

The long runs test

(pass if no long run)

6th Bit

The monobit test

The poker test

X= 10048 |pass pass if 9654 < X < 10346)
X= 12.4864[pass  |(pass if 1.03 < X < 57.4
|

The runs test
Run length Zeros
1 2537 (pass if 2267 < X < 2733)
2] 1260 (pass if 1079 < X < 1421)
3 659 (pass if 502 < X < 748)
4 274 (pass if 223 < X < 402)
5| 152 (pass if 90 < X < 223)
6+ 149 (pass if 90 < X < 223)

(pass if all twelve counts pass)

The long runs test

(pass if no long run)

1th Bit(LSB)
| The monobit test _[X= 10017|pass |(pass if 9654 < X < 10346)
The poker test X= 11.872|pass |(pass if 1.03 <X < 57.4)
The runs test
Run length Zeros
1 2490 (pass if 2267 < X < 2733)
2 1230 (pass if 1079 < X < 1421)
3 619 (pass if 502 < X < 748)
4 321 (pass if 223 < X < 402)
5 166 (pass if 90 < X < 223)
6+ 150 (pass if 90 < X < 223)
ass if all twelve counts pass)
The long runs test (pass if no long run)

7th Bit

The monobit test = 10060|pass |(pass if 9654 <X < 10346)
The poker test = 14.6048|pass |(Ess if 1.03 < X <57.4)
The runs test

Run length

2th Bit

The long runs test

(pass if 2267 < X < 2733)
(pass if 1079 < X < 1421)
(pass if 502 < X < 748)
(pass if 223 < X < 402)
(pass if 90 < X < 223)

ass if 90 < X < 223)

ass if all twelve counts pass)

ass if no long run)

The monobit test  [X= 9934[pass |(pass if 9654 < X < 10346)
The poker test X= 19.4624|pass (pass if 1.03 < X < 57.4)
The runs test
Run length Zeros

1 2499 (pass if 2267 < X < 2733)

2 1209 (pass if 1079 < X < 1421)

3 629 (pass if 502 < X < 748)

4 314 (pass if 223 < X < 402)

5 181 (pass if 90 < X < 223)

6+ 153] (pass if 90 < X < 223)
(pass if all twelve counts pass)

The long runs test pass (pass if no long run)

8th Bit
The monobit test _ [X= 9916|Eass (pass if 9654 < X < 10346)
| The poker test X= 6.2464|pass (pass if 1.03 < X < 57.4)
The runs test
Run length Zeros
1 2481 (pass if 2267 < X < 2733)
2 1260 (pass if 1079 < X < 1421)
3 608 (pass if 502 < X < 748)
4 331 (pass if 223 < X < 402)
5 142 (pass if 90 < X < 223)
6+ 172 (pass if 90 < X < 223)

(pass if all twelve counts pass)

The long runs test

(pass if no long run)

-112-



Sth Bit 15th Bit
The monobit test  [X= 10075|pass I(g_ass if 9654 < X < 10346) The monobit test  [X= 10069 |pass ass if 9654 < X < 10346)
The poker test X= 17.024|pass |(pass if 1.03 ¢ X < 57.4) The poker test X= 12.736|pass (pass if 1.03 < X < 57.4)
The runs test The runs test
Run length Zeros Run length Zeros Ones
1 2560 (pass if 2267 < X < 2733) 1 2467 2443|pass (pass if 2267 < X < 2733)
2 1243 (pass if 1079 < X < 1421) 2 1265 1239|pass (pass if 1079 < X < 1421)
3 657 (pass if 502 < X < 748) 3 621 641|pass (pass if 502 < X < 748)
4 282 (pass if 223 < X < 402) 4 320 331|pass (pass if 223 < X < 402)
5 148| (pass if 90 < X < 223) 5 150 160|pass (pass if 90 < X < 223)
6+ 150] (pass if 90 < X < 223) 6+ 150) 160|pass (pass if 90 < X £ 223)
(pass if all twelve counts pass)| |pass (pass if all twelve counts pass)
The long runs test (pass if no long run) The long runs test pass (pass if no long run)
10th Bit 16th Bit(MSB)
The monobit test  |X= 10097|pass [(pass if 9654 < X < 10346) The monobit test ass if 9654 < X < 10346)
The poker test X= 17.472|pass [(pass if 1.03 <X <57.4) The poker test (pass if 1.03 < X < 57.4)
The runs test The runs test
Run length Zeros Ones Run length Zeros
1 2591 2550|pass (pass if 2267 < X < 2733) 1 2515 (pass if 2267 < X < 2733)
2] 1223 1224|pass (pass if 1079 < X < 1421) 2 1254 (pass if 1079 < X < 1421)
3 612 624|pass (pass if 502 < X < 748) 3 667, (pass if 502 < X < 748)
4 323 317|pass (pass if 223 < X < 402) 4 302 (pass if 223 < X < 402)
5 147 164|pass (pass if 90 < X < 223) 5 142] (pass if 90 < X < 223)
6+ 144 162|pass (pass if 90 < X < 223) 6+ 143 (pass if 90 < X € 223)
ass (pass if all twelve counts pass) (pass if all twelve counts pass)|
The long runs test pass (pass if no long run) The long runs test (pass if no long run)
11th Bit 17th Bit(LSB)
The monobit test  [X= 10024 |pass (pass if 9654 < X < 10346) The monobit test  [X= 10002|pass |(pass if 9654 < X < 10346)
The poker test X= 18.2528[pass _[(pass if 1.03 <X < 57.4) The poker test X= 11.8848[pass  [(pass if 1.03 < X < 57.4)
The runs test The runs test
Run length Zeros Run length Zeros
1 2523 (pass if 2267 < X < 2733) 1 2531 (pass if 2267 < X < 2733)
2 1189 (pass if 1079 < X < 1421) 2] 121 (pass if 1079 < X < 1421)
3 626 (pass if 502 < X € 748) 3 634 (pass if 502 < X < 748)
4 309 (pass if 223 < X < 402) 4 315 (pass if 223 < X < 402)
5 173 (pass if 90 < X € 223) 5 163] (pass if 90 < X < 223)
6+ 154 (pass if 90 < X £ 223) 6+ 153] (pass if 90 < X < 223)
(pass if all twelve counts pass)| (pass if all twelve counts pass)
The long runs test pass (pass if no long run) The long runs test (pass if no long run)
2th Bit 18th Bit
The monobit test  [X= 10056[pass ___|(pass if 9654 < X < 10346) |The monobit test _[X= 10067|pass ___[(pass if 9654 < X < 10346)
The poker test X= 14.3616|pass |(pass if 1.03 < X < 57.4) The poker test X= 12.2752|pass |(pass if 1.03 <X < 57.4)
The runs test The runs test
Run length Run length Zeros Ones
1 (pass if 2267 < X < 2733) 1 2551 2482|pass (pass if 2267 < X < 2733)
2 (pass if 1079 < X < 1421) 2 1214 1290|pass (pass if 1079 < X < 1421)
3 (pass if 502 < X < 748) 3 625 618|pass (pass if 502 < X < 748)
4 (pass if 223 < X < 402) 4 321 304|pass (pass if 223 < X < 402)
5 (pass if 90 < X < 223) 5 149 147|pass (pass if 90 < X < 223)
6+ (pass if 90 < X £ 223) 6+ 152 172|pass (pass if 90 < X £ 223)
(pass if all twelve counts pass) pass ass if all twelve counts pass)|
The long runs test (pass if no long run) The long runs test pass (pass if no long run)
13th Bit 19th Bit
The monobit test  |X= 9984|pass |(pass if 9654 < X < 10346) The monobit test _|X= 10075]pass [(pass if 9654 < X < 10346)
The poker test X= 19.0656[pass |(pass if 1.03 < X < 57.4) The poker test X= 23.2384|pass (pass if 1.03 < X < 57.4)
The runs test The runs test
Run length Zeros Run length Zeros
1 2401 (pass if 2267 < X < 2733) 1 2411 (pass if 2267 < X < 2733)
2 1268 (pass if 1079 < X < 1421) 2] 1280 (pass if 1079 < X < 1421)
3 622 (pass if 502 < X < 748) 3 623 (pass if 502 < X < 748)
4 351 (pass if 223 < X < 402) 4 287 (pass if 223 < X < 402)
5 162] (pass if 90 < X < 223) 5 154 (pass if 90 < X < 223)
6+ 139 (pass if 90 < X < 223) 6+ 167 (pass if 90 < X < 223)
(pass if all twelve counts pass) (pass if all twelve counts pass)
The long runs test (pass if no long run) The long runs test (pass if no long run)
14th Bit 20th Bit
The monobit test = 10070|pass [(pass if 9654 < X < 10346) The monobit test | X= 10085 |pass |(pass if 9654 < X < 10346)
The poker test = 21.664|pass |(pass if 1.03 <X < 57.4) The poker test X= 16.7552|pass |(pass if 1.03 < X < 57.4)
The runs test The runs test
Run length Run length Zeros ___ |Ones
(pass if 2267 < X < 2733) 1 2519 2424|pass (pass if 2267 < X < 2733)
(pass if 1079 < X < 1421) 2 1234 ass (pass if 1079 < X < 1421)
(pass if 502 < X < 748) 3 589 620 (pass if 502 < X < 748)
(pass if 223 < X < 402) 4 343 (pass if 223 < X < 402)
(pass if 90 < X < 223) 5 148| (pass if 90 < X < 223)
(pass if 90 < X < 223) 6+ 152 |(pass if 90 < X < 223)

(pass if all twelve counts pass)

ass (pass if all twelve counts pass)

The long runs test

(pass if no long run)

The long runs test

(pass if no long run)
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21th Bit 27th Bit
The monobit test _[X= 9934|pass |(pass if 9654 < X < 10346) The monobit test  [X= 9854[pass _|(pass if 9654 < X < 10346)
The poker test = 6.6432|pass (pass if 1.03 < X < 57.4) The poker test X= 25.1328|pass |(pass if 1.03 <X < 57.4)
The runs test The runs test
Run length Zeros Run length Zeros Ones
1 2442 (pass if 2267 < X < 2733) 1 2541 2561|pass (pass if 2267 < X < 2733)
2] 1233 (pass if 1079 < X < 1421) 2 1181 1229|pass (pass if 1079 < X < 1421)
3 648 (pass if 502 < X < 748) 3 629 621|pass (pass if 502 < X < 748)
4 347 (pass if 223 < X < 402) 4 308 313|pass (pass if 223 < X < 402)
5| 144 (pass if 90 < X < 223) 5 162 132|pass (pass if 90 < X < 223)
6+ 156 (pass if 90 < X < 223) 6+ 184 150|pass (pass if 90 < X £ 223)
(pass if all twelve counts pass) pass (pass if all twelve counts pass)
The long runs test (pass if no long run) The long runs test pass (pass if no long run)
22th Bit 28th Bit
The monobit test | X= 10003|pass |(pass if 9654 < X < 10346) The monobit test  |X= 10032|pass ass if 9654 < X < 10346)
The poker test X= 13.44|pass [mif 1.03 < X £ 57.4) The poker test X= 12.1984|pass (pass if 1.03 ¢ X < 57.4)
The runs test The runs test
Run length Zeros __ |Ones Run length Zeros
1 2418 2450(pass (pass if 2267 < X < 2733) 1 2472 (pass if 2267 < X < 2733)
2 1279 1221|pass (pass if 1079 < X < 1421) 2 1301 (pass if 1079 < X < 1421)
3 606 635|pass (pass if 502 < X < 748) 3 597 (pass if 502 < X < 748)
4 303 291|pass (pass if 223 < X < 402) 4 344 (pass if 223 < X < 402)
5 169 180|pass (pass if 90 < X < 223) 5 152 (pass if 90 < X < 223)
6+ 164 163|pass (pass if 90 < X < 223) 6+ 142 (pass if 90 < X < 223)
pass (pass if all twelve counts pass) (pass if all twelve counts pass)
The long runs test pass (pass if no long run) The long runs test (pass if no long run)
23th Bit 29th Bit
The monobit test  [X= 9880|pass |(pass if 9654 < X < 10346) The monobit test _[X= 10001 |pass |(pass if 9654 <X < 10346)
The poker test X= 18.5984|pass |(pass if 1.03 < X < 57.4) The poker test Xs 10.6368|pass (pass if 1.03 < X < 57.4)
The runs test The runs test
Run length [Zeros __ [Ones Run length |Zeros _ [Ones |
1 2511 2592|pass (pass if 2267 < X < 2733) 1 2512 2533|pass (pass if 2267 < X < 2733)
2 1236 1281|pass (pass if 1079 < X < 1421) 2 1248 1237|pass (pass if 1079 < X < 1421)
3 661 580(pass (pass if 502 < X < 748) 3 649 618|pass (pass if 502 < X < 748)
4 326 290|pass (pass if 223 < X < 402) 4 304 318|pass (pass if 223 < X < 402)
5 147 143|pass (pass if 90 < X < 223) 5 155 160|pass (pass if 90 < X < 223)
6+ 159 155|pass (pass if 90 < X < 223) 6+ 148 151|pass (pass if 90 < X < 223)
pass (pass if all twelve counts pass) pass (pass if all twelve counts pass)|
The long runs test pass (pass if no long run) The long runs test pass (pass if no long run)
24th Bit 30th Bit
The monobit test [X= 10017|pass  |(pass if 9654 < X < 10346) The monobit test _[X= 10004[pass _|(pass if 9654 < X < 10346)
The poker test X= 11.5136|pass |(pass if 1.03 < X < 57.4) The poker test X= 21.504|pass |(ga_ss if 1.03 < X <57.4)
The runs test The runs test
Run length Zeros Ones Run length Zeros Ones
1 2487 2470|pass (pass if 2267 < X < 2733) 1 2488 2554|pass (pass if 2267 < X < 2733)
2 1240 1225|pass (pass if 1079 < X < 1421) 2 1286/ 1253|pass (pass if 1079 < X < 1421)
3 624 628 (pass if 502 < X < 748) 3 657 599|pass (pass if 502 < X < 748)
4 298 333 (pass if 223 < X < 402) 4 312 296|pass (pass if 223 < X < 402)
5 164 159 (pass if 90 < X < 223) 5 144 163|pass (pass if 90 < X < 223)
6+ 159 (pass if 90 < X < 223) 6+ 142 165|pass (pass if 90 < X € 223)
pass (pass if all twelve counts pass)| pass (pass if all twelve counts pass)
[The long runs test pass (pass if no long run) The long runs test pass (pass if no long run)
25th Bit 1th Bit
The monobit test | X= 9987|pass |(pass if 9654 < X < 10346) The monobit test | X= 10063 |pass ass if 9654 < X < 10346)
The poker test X= 10.0672|pass |(pass if 1.03 < X < 57.4) The poker test X= 10.72|pass (pass if 1.03 < X < 57.4)
The runs test The runs test
Run length Zeros Ones Run length Zeros Ones
1 2521 2491|Eass (pass if 2267 < X < 2733) 1 2580 2522|pass (pass if 2267 < X < 2733)
2| 1225 1262|pass (pass if 1079 < X < 1421) 2 1238 1287|pass (pass if 1079 < X < 1421)
3| 604 622|pass (pass if 502 < X < 748) 3 615 594|pass (pass if 502 < X < 748)
4 292 297|pass (pass if 223 < X < 402) 4 293 311|pass (pass if 223 < X < 402)
5 191 162|pass (pass if 90 < X < 223) 5 164] 161|pass (pass if 90 < X < 223)
6+ 158 158|pass (pass if 90 < X < 223) 6+ 145 161|pass (pass if 90 < X < 223)
pass (pass if all twelve counts pass)| pass (pass if all twelve counts pass)
The long runs test pass (pass if no long run) The long runs test pass (pass if no long run)
26th Bit 32th Bit(MSB)
The monobit test _ [X= 10036|pass |(pass if 9654 < X < 10346) The monobit test  [X= 10084|pass |(pass if 9654 < X < 10346)
The poker test X= 8.8448|pass |(pass if 1.03 <X < 57.4) The poker test X= 16.7296 |pass |(pass if 1.03 < X < 57.4)
The runs test The runs test
Run length Zeros___|Ones Run length Zeros __ |Ones
1 2496 2480|pass (pass if 2267 < X < 2733) 1 2500 2425|pass (pass if 2267 < X < 2733)
2 1288 1263|pass (pass if 1079 < X < 1421) 2 1216 1269|pass (pass if 1079 < X < 1421)
3 593 639|pass (pass if 502 < X < 748) 3 632 632|pass (pass if 502 < X < 748)
4 309 316(pass (pass if 223 < X < 402) 4 292 311|pass (pass if 223 < X < 402)
5 158 148 éss (pass if 90 < X < 223) 5 151 168|pass (pass if 90 < X < 223)
6+ 160 159|pass (pass if 90 < X < 223) 6+ 166 165|pass (pass if 90 < X < 223)
|pass (pass if all twelve counts pass)| pass (pass if all twelve counts pass))|
The long runs test pass (pass if no long run) The long runs test pass (pass if no long run)
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