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Abstract

The choice of appropriate random sources is a critical point in the
implementation of security schemes. Chaotic dynamical systems are
a promising alternative to pseudo-random generators thanks to the
impossibility of replicating their behaviors beyond limited amounts
of time. However, for a wider acceptance, their implementations
need to be further streamlined and improved. Here we propose an
architecture which exploits the parallel operation of many units to
relax timing issues, which avoids common robustness problems, and
which alleviates the costs of analog design by re-using expertise
originally accumulated in the design of A/D converters. Key de-
sign choices are commented and justified through the illustration of
preliminary simulation results.

1. Introduction

Recent times have seen a growing economic/social impact as-
sociated with the secure transfer of information. Secure commu-
nications is built on cryptographic and authentication techniques
whose ability to foil pattern analysis is critically dependent on se-
cret bit-strings (keys) often produced by suitably manipulating the
output of random sources. The present scenario has brought an
increasing distrust of conventional digital pseudo-random genera-
tors, which haverepeatable behaviorsthat a skillful attacker might
exploit [1]. This background favors the spreading of chaos based
random generators which are intrinsically non-repeatable [2].

However, in spite of a mature theoretical framework [3], chaos
based methods are still not widely deployed and other physical
phenomena are preferred for the secure generation of random data
[4]. The normal reaction time to a new technology is here being
amplified by practical difficulties in the implementation of chaotic
sources, which require accurateanaloghardware [5].

In the following we propose an implementation approach which
collects many recent advances and proposes novel considerations
in order to relieve some issues related to throughput, robustness
and design costs. Key points are:replication to balance the
accuracy-throughput tradeoff typical of analog realizations;inter-
leavingto reduce the consequences of implementation errors; the
adoption of anintrinsically robust chaotic map; andefficient algo-
rithmsto extract statistically independent bitstreams. Furthermore,
the suggested arrangement permits to design analogue modules
that closely mimic the stages of recent pipeline analog-to-digital
converters (ADC) based on1 + 1/2 bit cells [6]. The latter is a
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major advantage, as it permits a vast re-use of design competences
developed in a field which has recently witnessed great advances
pushed by large production numbers.

The digital processing that is necessary to achieve the statistical
independence of the output bits and operates by discarding selected
amounts of “data” in order to eliminate redundancy. By means of
an analysis based on Markov chains [7], we illustrate that it can
be carried out with a whole family of increasingly more complex
techniques, the most complex of which corresponds to the data ac-
cumulation performed in1 + 1/2 pipeline ADCs. Hence, also the
digital part of pipeline converters can be potentially re-used. Eval-
uating whether this is convenient or not requires extensive simula-
tion. Preliminary results suggest that more light-weight techniques
can probably be favored.

2. Background: Markov chaotic sources

We focus on PWA Markov chaotic sources, i.e. systems based
on the iteration of mapsM : [−1, 1] → [−1, 1] whereM is such
that a partition{Xi}, i = 0, . . . p − 1 of [−1, 1] exists, satisfying
the properties that:i) M is affine on eachXi; 2) eitherM(Xi) ∩
M(Xj) = ∅ orXi ⊆M(Xj) for anyi, j. The system evolution is
described asxn+1 = M(xn) wherex0 is the initial condition. It is
known that under these assumptions the dynamics of{xk} embeds
a Markov chain [3] and that the evolution can be studied through a
kneading matrixdefined component-wise as

Kij =
µ(Xi ∩M−1(Xj))

µ(Xi)
(1)

whereµ is the usual Borel measure. Each partition setXi is as-
sociated to a Markov statex = i, so thatxn ∈ Xi ⇔ xn = i
(i.e.x is a quantization ofx), and each entryKij is the conditioned
probabilityPr(xn+1 = j | xn = i). It is well known that, for non-
pathologic initial conditions, some maps result in sequences{xn}
made of independent samples. For instance, this is the case with
the Bernoulli shift (BS),xn+1 = 2xn mod 2− 1, whose kneading
matrix is characterized byKij = 1/2 ∀i, j ∈ {0, 1}. When the
symbols{xn} are not independent, independence can be recovered
by processing them ingroupsanddiscarding selected amounts of
data. Since constant data rate processing is desirable, one wants
to process groups containing a fixed quantitym of symbols and to
returnq bits for each group. Obviouslyq/m is constrained to be
less than the numberk of bits necessary to codify each symbol.
Another constraint from chaos theory limitsq/m to be less than
theaverage entropyof the chaotic map which, in turn, is bounded



by thelog2 of the modulus of the slope ofM in its steepest point
[8]. Note that in some cases independence can be recovered only
asymptotically or for very largem. Obviously, for a system to
be practical, independence should be recovered (at least to a good
degree of approximation) for smallm and largeq/m.

3. The proposed solution

3.1. Map choice

The BS, which is often proposed as the most obvious map for
random number generation, cannot be usedas is in practical cir-
cuits, due to robustness issues related to the attraction basin of the
invariant set[−1, 1]. Since the basin is[−1, 1] itself, there is no
margin to re-inject the state into the attractor if, for some reason, it
gets out of it. As a result, the system is prone to diverging from its
nominal behavior [9, 5, and references therein].

To overcome this issue, designers slightly lower the the map
slope (e.g. as inM(x) = (2 − ε)x mod 2 − 1, with ε small and
positive) [9, 5]. With this the invariant set remains the same, but its
basin of attraction is enlarged into[−(1− ε)−1, (1− ε)−1], assur-
ing robustness. Furthermore, ifε is rational, the system conserves
a Markov nature1. The choice ofε influences the way in which the
kneading matrix must be built and the number of Markov states one
needs to introduce. In any case, since the map slope is< 2, xn can-
not be statistically uncorrelated and even processing the Markov
states in groups one remains compelled to haveq/m < 1. Too
keep the processing simple a common strategy consists in gen-
erating a binary variableyn at each iteration, which assumes the
value 1 for all the Markov states wherexn > 0, and the value
0 otherwise. Then an output bitzn is generated everym itera-
tions as inzn =

⊕m−1
i=0 yi+m·n, where⊕ indicates logical ex-or.

Thus the processing reduces to a nonlinear filtering and decimation
which has been namedbit counting[11]. The problems with this
approach is that it produces rigorously independent bits only for
very large (or asymptotically large)m, and that it makesq/m much
smaller than1 resulting very inefficient. In other terms, simplicity
is paid by wasting most of the information delivered by the chaotic
system.

To radically improve efficiency, we suggest using the recently
proposed mapM(x) = (2x+ 1) mod 2− 1 [12], which is plotted
in figure 1 together with its Markov partition, kneading matrix and
embedded Markov chain. The invariant set is still[−1, 1] while,
extrapolating the map, one can see that the basin of attraction is
[−2, 2] so that the system is robust.

Clearly the sequence of Markov statesxn cannot be indepen-
dent, since the alphabet comprises 4 symbols that need 2 bits to
be represented, while we cannot deliver more than 1 bit of infor-
mation per iteration due to the slope (2) of the map. However, in
this case one can build a rigorously independent binary sequence
from xn in a most efficient way. In fact, it is sufficient to aggre-
gate the Markov states into the two macro-states shown in dotted
lines. Its straightforward to prove that this results in a new Markov
chain, which describes a process whose symbols are independent
from each other. Operatively, one can achieve a result identical to
the above mentioned aggregation by quantizing the analogue state

1While for an arbitraryε one can still think of a finite kneading matrix to
approximatelydescribe the system behavior [10].
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Figure 1:The proposed map.

variablexn into a signed two bit wordλn, corresponding to−1 for
xn ∈ X0, to 0 forxn ∈ X1 ∪X2 and to +1 inX3. Then, one can
simply look at the lsb ofλn to know in which macro-statexn falls
at each timestep. Note that the fact that the states get aggregated
shows that some data need to be discarded to build an independent
bitstream.

Alternatively, one can consider the higher edge chain [7] ob-
tained by following the chaotic trajectory over a few consecutive
time steps [13]. For instance, if one follows the trajectories over
two time-steps, the chain in figure 2 is obtained. Particularly, a

(0,2)

(1,1)(3,1)

(2,2)(3,0)

(2,3)(0,3)

(1,0)

A0A1 A2A3

Figure 2:Higher edge Markov chain for the system in fig. 1, where
the states are aggregated on two consecutive time steps. The transi-
tion probability is1/4 for every arrow.

new statēxn = (a, b) is introduced to describe the situation where
(x2n = a)∧(x2n+1 = b) and a departing arrow pointing tōxn+1 =
(c, d) is drawn to reportPr[(x2n+2 = c) ∧ (x2n+3 = d)] 6= 0. As
it can be seen, the chain comprises states taken from an alphabet
of 8 symbols and each symbol corresponds to 2 iterations ofM .
Hence, again, the sequence{x̄n} cannot be made of independent
symbols. However, if one aggregates the states in macro-states as
shown by the dashed lines in fig 2, a new Markov chain can be
obtained, describing a process made of independent symbols. Al-
though this might appear not completely straightforward, accept
that operatively it can be done by quantizing the analogue state
variablexn into a signed two bit wordλn as before. Then theλ
values are added up in couples as inλ̄n = 2λ2n+λ2n+1. The msb
of the words̄λn is eventually discarded and, with this, one gets an
independent sequence of binary words.

The approach can be generalized to higher edge chains of arbi-



trary orderm, which precisely corresponds to processing the the
statesxn in groups ofm states. It can be seen that operatively one
needs to follow the obvious generalization of the above procedure:
for eachxn a two bit signed wordλn is produced; then the words
are added up inm-uples, as in

λ̄n =

m−1∑
i=0

2m−i−1λm·n+i (2)

eventually, by stripping the msb of eachλ̄n, one gets an indepen-
dent sequence of binary words.

Note that, as long as the functionM is computedwith no errors,
all the techniques are equivalent in that they all deliver rigorously
independent bits with the same efficiency (1 bit for every map it-
eration, i.e. the maximum possible rate). As it will be seen, things
change when small errors are introduced in the computation ofM .

3.2. Architecture and implementation

Rather than seeking the direct implementation ofxn+1 =
M(xn), we suggest building a parallel system where a whole state
vector comprisingl scalars is updated at each iteration. As an ex-
ample, consider~xn+1 = M(~xn), where~xn = (x0

n, . . . , x
l−1
n ).

Replicating the hardware is costly but useful: in no physical system
it can be possible to implementM exactly, analogue realizations
bring unavoidable errors. Errors can compromise the operation of
the algorithms described above, so they should be kept as small
as possible. In analogue discrete-time systems error are typically
related to the cycle time, i.e. the more rapidly we try to compute
M(xn) the larger the errors we get. Exploiting replication, we can
keep the computation time ofM(xn) large at will without reducing
the output rate.

Instead of implementing the model~xn+1 = M(~xn), we propose
realizing in hardware itsinterleaved version:

x0
n+1 = M(xl−1

n )

x1
n+1 = M(x0

n)

. . .

xl−1
n+1 = M(xl−2

n )

(3)

The equivalence between the two is self evident and relies onxin
in the non-interleaved model being the same asx

(n+i) mod l
n in the

interleaved one. The interleaved system can be realized as shown
in the block diagram in figure 3. A notable advantage is that in a
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Figure 3:Interleaved pipelined architecture.

non-interleaved architecture an error in the implementation of the
map circuitj can result in a sub-sequence{xjn} with bad statistical
features. In the interleaved scheme, each of thel chaotic systems

uses all thel map circuits, so that deviations from the nominal
behavior can average together, suggesting the possibility of better
overall behaviors. However, apart from this, the major advantage
is undoubtedly the possibility to follow closely the architecture of
pipeline ADCs, which is exactly the same as that in figure 3, when
the output-to-input feedback loop is ignored. Even more interest-
ingly, if one uses the chaotic map in figure 1 it becomes possible
to completely re-cycle the analog pipeline of the recent converters
based on1 + 1/2 bit cells [6]completing the last cell and introduc-
ing the output-to-input link. For instance, figure 4 shows an ADC
cell taken from [6], which precisely realizes the map in figure 1.
Note that being based on a switched capacitor architecture, the cell
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Figure 4:Pipeline stage realizing the map in figure 1 and proposed
in [6] for ADC synthesis.

realizes both a map circuit block and its associated delay element,
as shown in figure 3. Note also that the addition of an output-to-
input link does not compromise the possibility of exploiting all the
fine solutions proposed in [6] or in other ADC implementations
to enhance accuracy, reduce the voltage supply or achieve other
advantages.

In pipeline ADCs with1 + 1/2 bit cells the output of each cell
corresponds to the output of two comparators, as shown in figure 4.
In this example, the variablezi1,n is active if the state variablexin
belongs to the partition intervalsX1,X2 orX3, whilezi2,n is active
only in X3. Hence, it is straightforward to apply the digital algo-
rithms described in section 3.1, which require the two-bit signedλ
values to be simply be computed at each cell. The lsb ofλin, with
i = 1, . . . , l, is zi2,n ⊕ zi1,n, while the msb iszi2,n.

For the first, simplest algorithm it is sufficient to observe the
aggregation of statesX0,–X3 andX1–X2 and for this the lsb of
λin suffices. Hence, at each cell one has only to take the ex-or of
zi1,n andzi2,n: with this, for a pipeline comprisingl cells, l truly
random bits are directly generated at each iteration, one per cell.

To apply the more complex algorithms, one needs to accumu-
late theλ values as shown by formula (2). However, the latter
needs to be slightly modified, remembering that the architecture
is interleaved: while the state variables are updatedin time, they
are also shiftedin spacefrom cell to cell. In other terms, the “ag-
gregations in time” described in section 3.1 have to become “ag-
gregations in space and time” on the interleaved architecture. For
instance, form = 2 one has to divide the architecture in couples
of sibling cells. Then, the sum (2) is computed for each couple. As
an example, for the couple composed by the first two cells one has
λ̄0,1
n = 2 · λ0

n−1 + λ1
n. Note that the past valueλ1

n−1 needs to be
stored in a register to perform this sum. Note also thatλ1,2

n is a 3
bit word whose msb needs to be discarded to obtain 2 independent
bits.



The highest level of aggregation that one can comfortably ap-
ply is the one where the aggregation levelm coincides with the
pipeline lengthl. In this case, at each iteration one computes the
l + 1 bit word

λ̄n =

l−1∑
i=0

2l−i−1 · λin−l+i+1 (4)

Then the msb is discarded, as usual, to obtainl independent bits.
Interestingly, equation 4 represents the computation that is per-
formed onto the outputs of the individual cells of1 + 1/2 bit per
cell pipeline ADCs to obtain the conversion result. Hence, also
the digital part of pipeline ADCs can be re-used for chaos based
random number generation.

4. Simulation results

Since the computation of equation (4) is by far more complex
than taking the simple ex-or of each individual cell (the simplest
algorithm), one might wonder whether there are advantages in its
application apart from re-using the whole of an ADC design rather
than only a part of it. As we have already said, if the cell imple-
mentation is ideal, the various approaches are equivalent. How-
ever, real systems are never perfect, so that the way in which the
implementation errors influence the various algorithms is probably
the correct metric to judge them. Errors can be modeled aspertur-
bationssuch asslope errors, breakpoint misplacementsandoffsets,
applied to the various pipeline stages. Here the major problem is
that as soon as one starts considering even a few perturbations, the
system behavior becomes unmanageable from a formal point of
view and one must resort to simulation.

Intuitively, one might be tempted to think that operating aglobal
mixing of all the available information as in equation (4) could be
preferable to directly outputting the data generatedlocally by each
cell. To check whether this is true, we have run several simulations
on a model 8-stage architecture, where we could independently
perturb each parameter of each individual cell, and we could plug
different digital algorithms at the pipeline outputs. We have run
randomicity tests by generating8·106 bits at each trial and by pass-
ing them through a Lempel-Ziv (LZ77) coding unit and a Burrows-
Wheeler block sorting (BWS) compressor. Compression tests are
coarse, but can be useful in a preliminary investigation since the
relevant algorithms are highly optimized for space and speed. First
we have checked the incompressibility of sequences generated by
ideal systems; then we have appliedfaultsand measured the con-
sequent compression ratios. Table1 shows a condensed version of
our results.

Simulations suggest that, contrarily to intuition,local operation
(i.e. without aggregations in space and time) is fine if not better
than the more complex algorithms, which is obviously very con-
venient from an implementative point of view. In a near future,
we intend to complement these preliminary results with more thor-
ough tests and to look for formal explanations for the phenomenon.
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