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Abstract and dynamical principlesxactresults for bit error probabili-

ties in simple chaos-based communication systems. In so do-
The calculation of bit error rates from correlation decodeirrgg the aim is to lay a general foundation for departing from
in chaos communication systems, such as chaos shift-ke;@&g;ting inexact approaches. The exact approach makes use
(CSK), has in many past papers typically involved use of tae the implicit distributional behaviour of chaotic processes
so-called analytical approximation, also called the standgfy the widely employed assumption of AWGN in the chan-
Gaussian assumption (SGA). While often mathematical cops. A further advantage of exact results is that they enable
venient, the SGA ignores the close probabilistic interplay gétajled and accurate comparison of bit error rates using dif-
the statistical noise and dynamical behaviour. It is momeRt$ent amounts and types of spreading. To briefly exemplify
based and leads to inexact results; at best these are asymm%i%lpproach, single user CSK systems are treated. Existing
or lower bounds to the exact bit error rates. The first purpqfgrature on bit error rates for particular chaos-based models
of this paper is to outline an approach to obtainex@ctbit making use of the SGA includes Lipton & Dabke [2], Mi-
error rates. A second theme is that optimal decoders musifvicet al [3], Kolumban [4], Lawrance & Balakrishna [5],
based on maximising the likelihood of the received bit datgy,shchiket al [6] and Tamet al [7].
this points to correlation decoders often being sub-optimal, iny fundamentally important issue in communications is the

the sense of not giving the lowest bit error rates and furtherd@gice of decoding method, an operation requiring statisti-
their having different rates associated with each bit type. OULy octimation of bit type. Following a theme of Hasler at
line treatments of correlation and optimal decoders for C%LTAZOOO, for instance in Schimming & Hasler [8], this
systems and their exact bit error rates will be given. A fuller onimajly based on the received and available bit data by
version of this work is in preparation. using the standard statistical method of maximum likelihood
estimation. For all but the simplest systems, the implication
I. Introduction is that correlation decoders are not optimal; for instance, stan-

dard CSK systems, for which the likelihood optimal decoder

Every communication system requires an estimate of bit typfl| be presented here. Likelihood optimal decoders should
based on received Signal information; the estimate is Oﬁiﬁﬂuce nirvana in chaos communications.

supplied by some form of correlation decoder, comparing a
chaotic spreading sequence carrying a bit with the same se-
guence without the bit. A natural concern with any decodgr Chaos-Based Communication Systems
is its accuracy, the standard assessment being that of bit error
probability or rate; accuracy is not certain because of noisdiirthecoherent antipodalersion of CSK messages to be sent
the communication channel, generally additive white Gawse in binary form, here with a bit being coded by= +1.
sian noise (AWGN). The calculation of bit error probabiliThe bit is stored in a vector segment= (x1,xo,...,zN)
ties for correlation decoders has therefore been undertakérnV successive values from a chaotic sequefp&e}, the
for many systems. Conventionally, a rather general and apreadingor reference sequengcgenerated by a chaotic map
proximate formula, emanating from Pursley [1] is used, andz), ¢ < z < d. The chaotic sequence is assumed to have
referred to as the standard Gaussian assumption or analytien started with a random value from an invariant distribu-
approximation; originally for non-chaotic systems, it is baseidn of the map, thus conferring this distribution on each sub-
on the central limit theorem from statistics and moment calequence variable frofiX;}; the common means dfX;}
culations. In using it for chaos-based systems, there is varg denoted by = E(X;) and the common variances by, .
little recognition of the close interplay of the chaotic dynanin the simplest CSK systems the stored bit sequence is of the
ics and the channel noise. form 1+ b(x — ) where the spreading sequencis assumed

It is a purpose of this paper to obtain from first statisticed be known at the receiver without noise. The bit is thus sig-
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nified by either leaving the chaotic sequence unchangedoasmvariant distribution of the spreading sequence; thus
x (b= 1), or reflecting it about its mean @g — « (b = —1).

To avoid the reflected values being out of range, the spre&ER(N) = P {Zilil 6(X; —p) < — Zﬁil(Xq; — u)Q}
ing distribution is assumed to be symmetric. This system is
equivalent to using the map(z) to generate the binary1 N N
symbol and switching to the mapr(z) to generate the sym- fmc(c,d)N P {

bol —1; it is thus the simplest form of CSK in which distinct

maps are used. The transmission channel is subject to AWGN X fx(z)dz.

{e;} with varianceo? ande = (e1,¢€2,...,ex) denotes the ] ) ] o ] (%)
noise associated with a bit sequence. Thus the received! first term is now a linear combination of independent

. N
sequence = (r1,72,...,ry) is of the form . . . .
q (r1, 72,5 7N) Gaussian variables with mean zero and vanafﬂ:E (z; —

=1

r=ptblr—p)te @ w)?; thus the most general result is

When using a correlation decoder, the receivedlistesti- BER(N) =
mated ast1 according as

N
> (@i — p)? / o | fx(x)dz, (6)

i=1

N 3| —
C(z,r) = Z(xl —u)(ry —p) >,<0. @) /:EC(md)N
=1
o ) o 0 < BER(N) < %, where®(-) is the distribution function
One could statistically complain that this is more of a covag 5 standardized Gaussian random variable. This result holds
ance decoder. for any type of spreading sequence assumed to have station-
ary probabilistic behaviour, and not necessarily chaotic ones,
I11. Bit Error Probability for a Simple Chaos Shift-Keying ~ but only for Gaussian noise. Also, it is easy to see that the
Model same result holds for thel error probability as well.
Some generality can be extracted from (6) before giving
The probability that a bit is estimated asl given that a explicit calculations. An alternative form of (6) is
+1 was transmitted is the-1 bit error rate; preferably, this
should be the same as thel bit error rate when a-1 is
transmitted. If these are not the same, the overall error prob-BER(N) = ES @ | —
ability depends undesirably on the relative proportions of the

bit values transmitted. As mentioned in Section |, the ain}1 L .
. . o ’ where expectation is taken over the spreading sequé&hce
is to calculate the bit error probabilitiexactly rather than b b g seq

. X ) X as dependent random variables. The limiting result for long
approximately from the signal to noise or interference stan-

dard deviation ratipp and the much used standard Gaussia greadlng sequences, large is particularly interesting, be-
approximation formulgerfq,/p), see Kennedy, Rovatti and
Setti [9], pp22-23, for instance. The exact result will be the BER(N) ~ ;erfc{(gx/g) N} ) (8)

unattainable but desired outcome of a very large Monte-Carlo 2

simulation of the system. The expression thus reveals the standard Gaussian assump-
Taking the conventional correlation decoder first, as givggy, or analytical approximation res@&rfc(\/ﬁ) wherep is
by (2), its+1 error rate is theoretically a standard error ratio of signal to noise, of spreading to noise
in this case. By Jensen’s inequality applied to (7), (8) will be
() alower boundor the error probability, and so

BER(N) = P{C(X,R) < 0b =1}

where X and R denote the vectors andr as random vari- 1 N
ables, as appropriate to a probability expression. From (2) BER(N) > §erfc (ox /o) 5[ 9)
and wherb = 1,

N N Thus it is seen that the analytical approximation is in fact just
C(X,R) = X, — )2+ ei(X; — 4y @lower bound and the exact bit error may be larger than this.
( ) {Z( 2 Z ( ! )} @) The lower bound result (9) shows that for high spreading
factor V the bit error probability depends only on the stan-
The exact approach will involve evaluation of (3) conddard deviation of the spreading sequence and not on any sta-
tionally on X = (Xy,..., X ) and then over the stationantistical dependence it might have. It is also evident, other

-100-

=1 i=1



aspects being fixed, that high variance of the spreading disV R, the ‘per bit signal to noise ratio’ and measured in deci-
tribution is associated with low probability of error, and thajels a2 10g ((UX/U) W) This definition thus incorpo-

variance of the s_p_reading_ sequence f[ending to zero i.mppgtses a compensation for different spreading facférand
the error probability tending t(%' equivalent to guUESSING-the yse of the transmission channel. The beneficial effect

The finite-ranged_distripution with the _highest variance .iSt f chaotic spreading is immediately noticeable; the curves
balanced end-points binary, suggesting that the continugys _ 2,3,4,5 are bunched together much lower than the

11 X NS
B ( ) may be a good spreading distribution, as often WrRs _ 4 case, although still a little way above the lower bound,

202
out to be the case. but showing that the benefits of extensive spreading will not

be great - a conclusion which could not reliably be obtained
IV. Exact Bit Error Probability Calculations from approximate calculations.

Although primarily concerned with chaotic spreading se- A comparison of several spreading methods gave the or-
quences, white Gaussian ones are of interest as a low pér-from smallest to largedst ER: balanced binary (lower
formance reference and by offering immediate tractabilitgound), logistic map, shift map and independent Gaussian.
Since the Gaussian distribution functi@-) in (7) has a chi-
squared distributed random variable withdegrees of free-
domy?; in its argument, the exact bit error rate becomes

V. A Brief General Treatment of Optimal Decoding in

BER(N) = E {cp K— lox /o] @)} } . (10) CSKSystems

In general coherent antipodal CSK systems, for each bit to
Reverting to chaotic spreading, the result (6) for ths transmitted, each of two chaotic maps generate a refer-
BER(N) of antipodal CSK systems can be writtenas  ence segment; the maps are individually associated with a
particular bit type. According to the type of bit to be sent,
d N / the appropriate segment is transmitted, necessarily through a
/ o| f(z)dz. (11)

i 2
. e Z (r0=1(z) — ) noisy channel. In the simplest situation, the receiver has exact
B =1 copies of both these reference segments without noise. The

This key general result fully involves the chaotic dynami¢§ceiver thus has to identify the origin of the chaotic segment
and statistics of the map through its iterationé=1(z), received to decode the bit. A sketch of optimal decoder re-

i = 1,2,...,N and invariant density functiorf(z). The sults and bit error probabilities for this system, employing the
required integral is only one-dimensional which is highljr€vious general approach, will be given.

convenient, although its integrand may have many turningsyppose that the chaotic reference processes are denoted
points.  Evaluation will simply need a symbolic algebrgy {X,} and{Y;}, both with meang, and that these are asso-
package and an accurate numerical integration routine.  cjated with bit values-1 and—1, respectively. The received
segments in a particular case will be denoted{by + ¢;},
{yi+e€},i=1,2,...,Naccordinga$ = +1 orb = —1,
respectively. Thus, as a function &fthe received message
segmentry,ro,...,7y,) IS

0.1
0.01

0.001 Lob 1—b
r(b) = {;Ii+2yi+q, i=1,2,...,N

0.0001
‘ (12)
s 0 5 10 T The likelihood of this received segment as a functiorb,of
assuming AWGN with probability density functiofi(-), is
given byl (b|r, x,y) as

Figure 1. Bit error rateBER(N) plotted against signal to noise
ratio SNR in the case of chaotic logistic spreading for spreading
factors N = 1 (upper solid line),N = 2 (dashed line) N = 3 N
(dot-dashed line) — 4 (dotted line),N = 5 (dot dot dashed line) [T/ {ri — oo — 520} fx (@) fy ()

and lower bound (lower solid line). 1#
_ Lo {_4 ri—l—“’xi—l—*biz}
Use of (11) is limited here to that of logistic map spread- ga 7= P07 2 7 4i)
ing. In Figure 1BER(N) is plotted on the log scale against < fx(x) fy (y).
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The

where

The

likelihood ratio can now be presented as 2
W{41r,z,y)/l(-1|r,z,y) =
1 3
exp{ (€)= Clry) = S(a)l "
1 N N
S(r.y) =5 [2(1 —n)? - z;(y - u)z’] : N

result (14) produces an explicit likelihood optimal de-

coder as

The
and

+1if C(r,z) > C(r,y) + S(z,y)

_1if C(ry) > Clr.z) + S(y, 2) (15)

|

form of this optimal decoder is seen to be an interesting
simple modification of the knowmaximum correlation

decoder The exact bit error probabilities for the optimal de-

coder (15) can be explicitly obtained, both when the referencé

segments are perfectly known and with noisy transmitted ref-
erence segments. In the former case, t1ebit error rate

IS

N

> (X - m?/g , (16

i=1

applying equally to-1 bits.

For the so-called maximum correlation decoder, the exact

error rate for bit typer1 is

This

N

. Z(Xi — ) (Yi = p)

E<®

. (17)

Do (Xi-Yi)?

i=1

g

detector is definitely sub-optimal because of (17) possi-

bly being greater than one-half and different to the rate,
as apparent by symmetry from (17).

Further results for optimal decoders with transmitted and
hence noisy reference sequences can also be obtained, along

with

their associated exact bit errors. Theoretically exact

studies confirm their superiority.
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