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1. Introduction

The use of chaos to secure communications has been
one of the most appealing applications of chaos. A num-
ber of chaos communication methods have been pro-
posed [1], some of which were implemented by using
electronic circuits. In addition, much attention has been
paid to optical systems [2, 3]. Optical chaos communica-
tion was experimentally demonstrated in fiber ring lasers
[2] and semiconductor lasers [3]. Conventional data en-
cryption techniques consist of binary operations per-
formed by a conventional digital computer. In contrast,
data encryption techniques using optical chaos need no
computer and all encryption and decryption procedures
can be performed by optical circuits. Therefore, they of-
fer the possibility of high-speed secure data transfer by
all-optical systems, i.e., optical cryptograph.

Most of the chaos communication schemes so far are,
however, unsatisfactory in terms of security level [4].
This is the case also for the optical schemes [5]. Chaos
secure communication schemes can be regarded as a kind
of secret key cryptoscheme, where parameters in the
chaotic systems serve as secret keys. To enhance se-
curity it is required that (1) the number of possible key
parameter values be large enough to prevent the search
by an eavesdropper over all possible key values and (2)
the key parameter values be difficult to estimate from
the transmitted signal. However, to our knowledge, no
optical chaos secure communication system has yet been
developed that can satisfy these requirements. In this
paper, we propose a full optical model system for se-
cure communications, which consists of cascaded optical
rings and includes no electrical feedback. We show that
a full optical chaos secure communication system, which
can satisfy the above two requirements, is in principle
possible.

2. System and Encoding

We study a chaotic optical system consisting of cas-
caded N optical ring units. Figure 1 illustrates the nth
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Figure 1: Configuration of optical ring unit.

ring unit. &, is an injected electric field from (n—1)th to
nth unit. Light produced by combining &, and the feed-
back field passes through a nonlinear medium. For sim-
plicity, we assume it to be a homogeneously broadened
two-level absorber. On departing the absorber, the light
passes through an optical modulator to acquire phase
shift d,, and then it is amplified by a factor A,. We use
the set {0, } of the phase shifts as the secret key param-
eters. After the amplification, a fraction ¢, of the light
is fed back to the loop and the other 1 — ¢, fraction is
injected into the (n + 1)th unit. In Fig. 1, ¢, € C and
wy, € R represent the complex electric field amplitude
at the input point of the absorber and the spatially aver-
aged population inversion, respectively. The difference-
differential equations describing this type of optical ring
were introduced by Ikeda [6].

Figure 2 shows the configuration of the communica-
tion system. FEy is a monochromatic injected field with
a constant amplitude. U, (n = 1,..., N) represents the
ring unit of the transmitter illustrated in Fig. 1 and
U/ (n=1,...,N) the unit of the receiver, which is the
same as U,. Those units are coupled by injecting the
output field of the nth unit into the (n + 1)th unit. The
output of Uy is separated into two paths, which are as-
sumed to have different lengths, and then those lights are
coupled again. We denote the light after the coupling by
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Figure 2: Configuration of communication system.

Cout and the corresponding light in the receiver by ;.
Cout 1s fed back and added to Ej to form the input field
for Uy. (oue is also used as the transmitted signal s and
the input for U7 is given by s + Ej.

The light entering one of the branched paths acquires
phase shift ¢, when passing through an optical modu-
lator. This modulator encodes the binary messages by
alternating ¢ between two different values at an interval
of T: ¢ = ¢¢ for binary message '0’ and ¢ = ¢ for '1’. In
the receiver, the corresponding phase shift is fixed to ¢y.
The output of U} is the same as that of Uy when each
U] synchronizes with the corresponding U,,. Therefore,

(lyut - Cout if ¢) - d)O while Cgut 7é Cout if ¢) - ¢)1- We de-
fine the average error between the intensities of s (= ()

and Cpy, by e = T4 [0 |L,(t) = I'(£)] dt, where
I, = |s]?, I' = |’ ,4)%, and m is an integer. The mth

binary message b can be decoded as b = 0 if e, < e
otherwise b = 1, where e, is some threshold.

3. Model

The difference-differential equations describing the
transmitter system are given as follows:

dwn/dt = f('wn(t)v Cn(t))a

Calt) = gulwnlt — 7)sCult — )i 00) + Eut), )

where

f(w,¢) = —y{w + 1+ [¢[*(exp[Gu] — 1)/G},
gn(w, C;8y) = cnAnCexpl(B + ia)w + i(ky + 0n)],

Figure 3: Region of synchronized motion for N=>5 (dash-
dotted line), 10 (solid line), and 15 (dashed line).

and

Cout (t) + EleiAwt’

(]- - Cnfl)Anflc}zfl(t - Tnfl)
x exp[(B + ia)wp—1(t — Tp—1)]
x expli(kn—1+ 0pn—1)], n=2,...,N.

n=1,

The output field is given by

Coutlt) = %(1 — en)An expli(kn + On)] 3)

X {¢N(t = 7b0) exp[(B + ic)wn (t — Tb,0)]
Cn(t— 7b,1) exp[(B +ic)wn (t — Tb,1) + i)}

In these equations, 8 and « are nonlinear gain coeffi-
cients, = is the atomic decay rate, G another gain-related
parameter, and x, the phase acquired by a plane wave
traversing the ring. 7, is the round trip time of the
nth ring. 7,0 and 75,1 are the delay times for the two
branched paths after Uy .

We denote the receiver’s variable by a prime. The
equations for the receiver are given by
dwy, /dt = f(wy(t), G (1)), 7
Gu(t) = gn(wp(t = 7o), Gt = Tn); On) + &, (1),
where &, (n =2,...,N) is given by replacing w,_; and

Cn—1 with w],_; and ¢/,_; in Eq. (2), respectively. & is
given by & = s(t) + Ere’®t, where s(t) = Cous(t). (o
is also given by the same replacements in Eq. (3).

4. Synchronization

When (,(t) = ¢, (t) (n =1,...,N) the equations (1)
and (4) are precisely the same and identical synchroniza-
tion is thus possible. Although it is difficult to prove that
the synchronization of systems (1) and (4) occurs for ar-
bitrary initial conditions, we can prove it in the limit
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v — 00, G—0, Aw =0, and dw,/dt = 0. In this limit,

Eqgs. (1) and (4) reduce to the maps
Cn(t) = gn(*l/(1+ |Cn(t*Tn)|2)’Cn(t*Tn);6n)
+a(t), (5)
) = gn(=1/ (1[Gt = 7)), Gt = Tn): 6n)
+EL (1), (6)

where &, is given by replacing w, with —1/(1 + |(,|?)
and substituting Aw = 0 in Eqs. (2) and (3). &, can
be obtained in the same manner using the expression for
&/,. We can prove the following proposition, which gives
a sufficient condition for synchronization.

Proposition. If 5 > 0 and ¢, An < 1/(Jo| + 5/2 +
1) (n =1,...,N) then systems (5) and (6) synchronize
for any initial conditions, i.e., |(n(t) — ¢, (t)] — 0 (n =
1,...,N) for t — co.

This proposition states that for any large number N
of the units the cascaded systems can synchronize if the
feedback strength ¢, A, of each unit is small enough in
the above limit. This strongly suggests that synchroniza-
tion can occur even in systems (1) and (4) when ¢, A, is
small and that N can be made large.

We numerically integrated systems (1) and (4) with
different initial conditions to examine whether the sys-
tems synchronize using the fourth order Runge-Kutta
scheme for the differential equations for w, and w,
with a fixed time step At = 1073, We assumed ¢, =
¢, A, = A (n =1,...,N) and carried out numerical
integrations for various ¢ and A. For a set of ¢ and
A, we made calculations for five different initial condi-
tions. We examined three different system sizes N =
5,10, and 15. The other parameters were set as follows:
Er = 1,Aw = 0,y = 2,G = 0.02,5 = 0.01,a = 12,
Kkn =0,0, =0, and ¢ = ¢9 = 0. As for the delay times,
we assigned different values to 7, because (, tends to
diverge if all of 7,, are the same.

Figure 3 shows the parameter region S where synchro-
nized and bounded motion is observed for all of the five
initial conditions. We defined that synchronization oc-
curs if 25:1 |¢n — ¢,| becomes small and remains less
than 10710 for some duration. D; is the region where
synchronization occurs but the motion diverges. Do
is the region for unsynchronized and bounded motion.
Figure 3 shows that synchronized and bounded motion
is observed over a wide range of (¢, A). It should be
noted that the synchronous region S does not signifi-
cantly shrink as NN increases. This indicates that syn-
chronization can be achieved for large N.

5. Data transmission

We demonstrate that binary data transmission is pos-
sible using systems (1) and (4). We set the parame-
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Figure 4: (a) Intensity I of transmitted signal. (b) En-
coded (upper) and recovered (lower) messages.
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Figure 5: Synchronization error € vs. Ady,.

ters as follows: N = 8,0, = 0,¢c1 = ¢co = 0.15,¢, =
0.15402(n—3)/3 (n=3,...,6),c7 =cg = 0.35,A,, =
094 1.2¢p, 00 = 0,¢1 = w,T =1, and e, = 0.1. The
other parameter values are the same as described be-
fore. Figure 4(a) shows an example of intensity I;(t) of
the transmitted signal s. In Fig. 4(b), we show the en-
coded binary messages (upper) and the recovered binary
messages (lower). The messages are correctly recovered
except for small ¢, where synchronization is not achieved.

6. Security

We assume that only the values of set {d,} are se-
cret. It should be noted that values of §,s can be easily
changed in an experimental setup by varying the voltage
applied to the optical modulators. Only §,, (1 < Ny <
n < No < N) is used as the key because we found that
0, for small n or large n is not suitable for the key.

It is important to know how the synchronization is
sensitive to difference A6, in 6, between the trans-
mitter and the receiver when ¢ = ¢g. In Fig.
5, the average synchronization error defined by e =

Tyt [0 [1,(t) — I'(t)| dt, where Ty = 500, is plotted
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Figure 6: Synchronization error € vs. receiver’s k for
¢ = ¢o (solid line) and ¢ = ¢ (dashed line).
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Figure 7: Deviation d(k) vs. k

against Ad, (N7 =3 <n < Ny =6). Weset §, =0 in
the transmitter and introduced the difference to one of
the d,s in the receiver. The other parameter values are
the same as used in the experiment shown in Fig. 4. It
can be seen that € increases gradually as |Ad,| increases,
implying that the recovery of messages is still possible
under small mismatches in §,s.

In Fig. 5, we can see that € fully develops for |Ad,| >
7 /2. This implies that the recovery of the messages is im-
possible when |Ad,| > 7/2. Therefore, we assume that
each §, takes four discrete values o, € {0,7/2,m,37/2}
and thus one ¢, serves as a secret key for two bits.
The number of total possible key values is given by
22(N2=Ni+1)  This number increases rapidly and be-
comes a huge number as N increases. Therefore, it is
impossible to search over all of the possible key values
when N is large, e.g., when N is of the order of a few tens.
We can define a one-to-one correspondence between an
integer k and {d,} by k = Zgim 22(n=N1)§ /(7/2). In
Fig. 6, we show é averaged over Ty = 500 as a function
of the key number k used in the receiver for two cases
of ¢ = ¢g and ¢ = ¢1. The key used in the transmitter
is fixed as k = 123. Significant difference in & between
¢ = ¢g and ¢ = ¢1 is observed only for £k = 123. This

shows that message recovery by measuring the synchro-
nization error is possible only if the keys are identical
between the transmitter and the receiver.
To enhance security, the key should be difficult to
estimate from the statistics of the transmitted signal
s(t). Let P(Is;k, ) fo (I; k,¢)dI = 1) be the prob-
ability distribution of I for key k and Pay the prob-
ability distribution averaged over all possible k, where
¢ represents the phase modulation for encoding. We
define the deviation of P(Ig;k, ¢g) from Pay(Is;¢o) by
= [y |1P(I; k, o) — Pav(I; ¢o)|dI. Figure 7 shows
d(k) plotted against k. In the inset, we show Pay(Is; ¢o)
(dashed line) and P(Ig; k, ¢o) (solid line) for k = 5 that
gives the largest d(k). We can see that d(k) is very
small for all £ and there is no significant dependence
of P(Ig;k,¢o) on k. It is practically difficult to distin-
guish P(Is;k, ¢o)s corresponding to different ks. This
implies that at least the measurement of the probability
distribution of I gives no information about the key to
an eavesdropper. In this sense, the set {§,} of the phase
shifts is suitable for use as keys.

7. Summary

We have demonstrated the synchronization of cas-
caded optical rings and shown that by using this tech-
nique there exists the possibility of a full optical chaos
secure communication system, which can satisfy the ba-
sic requirements on secret keys. We have also shown
that the set of the phase shifts can be used as good se-
cret keys.
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