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A Indexing Method for Encrypted Databases Protecting Confidential
Data even from DBAs
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Abstract Recently, the database out-sourcing service model which entrusts database management to database
service provider has been gaining much attention.To use this model, user must entrust confidential data to external
database administrator. Then users of the system require to protect their data from even database administrator.
To resolve the problem, encrypting database system has been proposed [4]. Each tuple is encrypted and added priva-
cy-preserving indexes. The indexes are created from bucket-id which divides their domain area. The query operator
processes in the following two steps; (1) filtering query using privacy-preserving indexes in server, and (2) refinement
query from decrypted tuples in client. The index method used in paper [4] is about the possibly of deduction from
the bucket distribution. We propose a safety-higher bucketizing method based on MaxDiff histogram.
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