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General Construction Methods of Secret Sharing Schemes and
Visual Secret Sharing Schemes

000 (0oDoooo)

A secret sharing (SS) scheme is a method to en-
crypt a secret S into n pieces called shares, each
of which has no information of the secret, but
S can be decrypted from some specified collec-
tion of shares. For example, in (k, n)-threshold SS
schemes, any k out of n shares can decrypt S while
k—1 or less shares do not leak out any information
of S. The (k,n) threshold access structure can be
extended to a general access structure, which is

specified by the families of qualified sets and for-

bidden sets, such that a qualified set can decrypt
the secret, and a forbidden set does not leak out
any information of the secret. SS schemes are one
of the most important techniques for secure data
storage, and hence, many researches have been de-
voted to this subject.

The decoding of ordinary SS schemes is imple-
mented by a computer. But, the decoding of
visual secret sharing (VSS) schemes is realized

based on human eyesight by peering at several



shares stacked up. In this thesis, we propose some
new efficient construction methods of SS and VSS
schemes, which are treated in Part I and Part II,
respectively.

We aim in Part I to construct efficient ordinary
SS schemes. First, we derive the lower bounds
of coding rates for ramp SS schemes. Ramp SS
schemes are extensions of ordinary SS schemes,
which we call perfect SS schemes in order to dis-
tinguish them from ramp SS schemes. Hence, our
results include some known results of coding rates
for prefect SS schemes as special cases.

In order to derive the lower bounds of cod-
ing rates in ramp SS schemes, we classify shares
into three categories called super-additive, addi-
tive, and sub-additive. Then, we clarify that the
coding rates for sub-additive shares are less effi-
cient than the other two types of shares. We also
derive the lower bounds of coding rates for super-
additive and additive shares.

In previous works for the lower bounds of coding
rates for perfect SS schemes, they are often clas-
sified into two categories called ideal or non-ideal
SS schemes, and the properties of access structures
are investigated in each category. In this thesis, we
extend the notion of ideal perfect SS schemes to
define well-realized ramp SS schemes. By evaluat-
ing the lower bounds of coding rates for ramp SS
schemes, we analyze what kind of access structures
cannot be well-realized as ramp SS schemes. These
results are extensions of known ones for non-ideal
perfect SS schemes and ramp SS schemes with gen-
eral access structures.

Next, we propose a new method to construct SS
schemes with general access structures in Part 1.
It is well known how to construct efficient (k,n)-
threshold SS schemes although no efficient con-
struction method is known for arbitrarily given
general access structures. The cumulative map,

which is a special case of multiple assignment

map, is a known simple construction method of SS
schemes with general access structures. But, it is
generally inefficient, especially in the case that ac-
cess structures are close to (k,n)-threshold access
structures. In this thesis, we design the optimal
multiple assignment maps using integer program-
ming. The coding rate obtained by our method
is optimal in the multiple assignment maps, and
hence, it is more efficient than the cumulative map.
Furthermore, since the proposed construction is
very simple, it can easily be applied to SS schemes
with general ramp and/or incomplete access struc-
tures.

In Part II, we propose some construction meth-
ods of VSS schemes, which are superior in the
viewpoint of the quality of decrypted images and
the generalities of access structures.

In VSS schemes, each pixel of a decrypted image
consists of a set of subpizels which is represented
by a basis matriz. In previous works, it was dif-
ficult to derive basis matrices since they are com-
binatorially defined. Hence, many known studies
on VSS schemes treated only black-white (BW)
binary secret images, and there are few studies
of VSS schemes for color secret images because
they must deal with more combinations of colors
in basis matrices compared with the case of BW
binary secret images. Based on such backgrounds,
a simple construction method was proposed to de-
rive VSS schemes with color images called alge-
braic construction, which does not use the combi-
natorial methods. It is known that the algebraic
construction can realize an efficient VSS scheme,
but it could not be applied to VSS schemes for
BW binary secret images. In order to improve
such defects, a modified algebraic construction was
proposed. However, the performance of the mod-
ified method has not been studied. In this thesis,
we clarify that the modified algebraic construc-

tion can attain the optimal (n,n)-threshold VSS



schemes for gray-scale images, and we also derive
the basis matrices for the optimal (n,n)-threshold
VSS schemes for gray-scale images.

We also consider VSS schemes for plural secret
images in this thesis. We note that the known VSS
schemes for plural secret images can treat only BW
binary secret images. Furthermore, some defini-
tions of such VSS schemes are not accurate in the
sense of security. In other words, decrypted im-
ages may leak out some information of the other
decrypted images in such VSS schemes. Hence,

we carefully define the security condition of VSS

schemes for plural secret images. We also pro-
pose the construction methods of the secure VSS
schemes that satisfy such security conditions. Fur-
thermore, we note that the proposed VSS scheme
can treat color secret images with shades, and
hence, our VSS scheme includes most of previous

VSS schemes as special cases.
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The digital information revolution has brought
profound changes in our society and our lives. The
many advantages of digital information have also
generated new challenges and new opportunities
for innovation. Broadband internet and wireless
network environments which have made consider-
able progress in recent years offer many opportu-
nities to deliver and to exchange information. The
fair uses of digital contents as well as the efficient
delivery of digital contents to end users are impor-
tant topics. This thesis discusses issues regarding
copyright protection systems using fingerprinting
schemes for preventing illegal redistribution of dig-
ital contents.

First, we deal with c-secure codes in fingerprint-
ing schemes. If a pirate copy appears, c-secure
codes allow the owner of a copied digital content to
trace the source of the illegal redistribution under
collusion attacks. Most past proposed codes failed
to obtain a good efficiency, i.e. their codeword
length was too large to be embedded into digital

contents. In this thesis, we propose a construction

method of ¢-secure CRT codes based on polynomi-
als over finite fields and show that the codeword
length of our construction is shorter than that of
previous schemes. We also discuss the influence of
random errors on the traceability of the proposed
construction.

Secondly, we deal with the distribution prob-
lem of a large number of fingerprinted contents.
In order to solve this problem, we present a new
model having the following features: (1) No wa-
termarking algorithm in decoders; (2) Dynamic
fingerprinting; and (3) Dynamic revocation. The
proposed model employs the fact that ability to
decrypt implies a certain kind of fingerprint. We
also propose new revocation schemes suitable for a
half-rate dynamic revocation to efficiently realize
the proposed model.

Finally, we study the problem of watermarking
software. We propose a new definition of soft-
ware watermarking schemes (weaker than the most
used definitions present in the literature) called

differing-input software watermarking and study



its feasibility under the assumption that differing-

inputs obfuscations and one-way functions exist.
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