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/O I\ _ )[/ @{5” FI\/@-Ca rd THCK |[den Boer, Eurocrypt 1989]
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canb=17%5 [HMEBE W] (. anb=0%4G0 THFEW] A [BHWEBRA L |

B. den Boer, More Efficient Match-Making and Satisfiability The Five Card Trick, EUROCRYPT 1989. 5/57
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Five-Card Trick (2/3)
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{:_,D\Fji*&@_ =] Ab \/L_@[Crepeau Kilian, CRYPTO 1993]
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22 (alalalle[o/[COPY > 22 22 [ ewrczm )
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X X X

« TARNHAR (RTvyv 7HOHFEARRE) OEK THERLIIFTE R
« HEERRICTELR WA ?

C. Crépeau and J. Kilian, Discreet Solitary Games, CRYPTO’ 93, 1994. 15/57



T:_ =R D= _J gg I"L_ @[I\/Iizuki—Sone, FAW 2009]
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(ERBEROAREAEENBRIERIOERTH ARSI NTC

T. Mizuki and H. Sone, Six-Card Secure AND and Four-Card Secure XOR, FAW 2009. 16/57
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— PREUT EC X THIBTCE 5D ?

« H— FREIIEZ LR ETEE

« ZTEE T J/L : Mizuki-Shizuya T 7 JL[Mizuki-Shizuya, 1JSec 2014]
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T. Mizuki and H. Shizuya, A formalization of card-based cryptographic protocols via abstract machine, Int. J. Inf. Sec. 2014.
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s SYHL | ZEHHE | ey T
5 — FEEK Ak A bk [E144
Crépeau-Kilian [CK94] 10 :::: ‘. (XA@) J 3
Niemi-Renvall [NR98] 12 Sleilslel] V4 7.5
Stiglic [Sti01] 8 salaavieve v 2
Mizuki-Sone [MS09] 6 alajale v e V4 1

[CK94] C. Crépeau and J. Kilian, Discreet Solitary Games, CRYPTOQO’ 93, 1994.

[NR98] V. Niemi and A. Renvall, Secure multiparty computations without computers, Theor. Comput. Sci., 1998.
I

I

Sti01] A. Stiglic, Computations with a Deck of Cards, Theor. Comput. Sci., 2001.

MS09] T. Mizuki and H. Sone, Six-Card Secure AND and Four-Card Secure XOR, FAW 2009.
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o2y FIANDZ A k3L (20094

i

H— R RER 5 R —R Ei
Mizuki-Sone [MS09] 6 L 21 2 K IR ‘.’ J J J
Abe et al. [AHMS18] 5 rYrIcIcac v v
Koch [Koc22]
Ruangwises-Itoh [RI19] 5 ad bud hdhd g J J
Koch et al. [KWH15] 4 'K JE 2K J
Koch [Koc22]
Ruangwises-Itoh [R119] 4 bl J

[KWH15] A. Koch, S. Walzer, and K. Hartel, Card-Based Cryptographic Protocols Using a Minimal Number of Cards, Asiacrypt 2015.
[AHMS18] Y. Abe, Y. Hayashi, T. Mizuki, and H. Sone, Five-Card AND Protocol in Committed Format Using Only Practical Shuffles, APKC 2018.
[RI19] S. Ruangwises and T. Itoh, AND Protocols Using only Uniform Shuffles, CSR 2019.

[Koc22] A. Koch, The Landscape of Optimal Card-Based Protocols, Mathematical Cryptology 2022. 21/57



BE/a a3y FIANDO f 3L

{BBR, Bf, —#&}: 644 <[ 70 k3L [MS09] J

l 70 k)b [AHMS18] J

{ 7’0 k3L : [Koc22], [RI19]

(588, ) 64 BB, k) 51K (BA, —#%): 51K
{BIR}: b {EF}: 44% \ (— &} 4K
AN
\ \%r L ¢ [Koe22], [RI19] J
{}: 4% 70 k3L : [Koe22], [RI19] J
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BE/a a3y FIANDO f 3L

{BBR, Bf, —#&}: 644 <[ 70 k3L [MS09] J

70O k3L [AHMS18] J

{ 7’0 k3L : [Koc22], [RI19]

(BIR, ) 6K (BB, ) 5K (B8, —#8): 51 |
[ TR [KKWMHMS17] (_/—FE‘? : [Koc22] J
{(BFR}: 51 {EA}: 4% \ (— &} 4K
/ b
| 70 k3L : [Koc22], [RI19]
[ SR [KWH]_S]A]\ \( J
{}: 4% Z°a k3L : [Koc22], [RI19] J

[KKWMHMS17] J. Kastner, A. Koch, S. Walzer, D. Miyahara, Y. Hayashi, T. Mizuki, and H. Sone, The Minimum Number of Cards
in Practical Card-Based Protocols, Asiacrypt 2017. 23/57
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x1 xz xn 671 f (X1, %2, s Xy)

()]

e ANII2nMWE-H b, /N — FRExII2n<x<2n+6

« REZIRRIRE : 2n + SWUT TEEBER 25 HErlgED ?

T. Nishida, Y. Hayashi, T. Mizuki, and H. Sone, Card-Based Protocols for Any Boolean Function, TAMC 2015. 24/57
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D4 v /[/1 Al d) /O I\ /[/[Shmagawa-Nuida, DAM 2021]

e 1BD—FREAY v v 7L THEEBEDOHEREZETE TE 3

e H—T7IFRIEFEE: T— DT A< A X ZERICITD

X1 X2 g . X1 X2 g

0 | o | o FIPEE T [0 | mmezs
0 1 0 0 0 0 | o)
1 [0 | o0 0o | 1 | 0

1 |1 | 1 | 11 |1 |1

« B — R2UMDAH— FZEHWS

K. Shinagawa and K. Nuida, A Single Shuffle is Enough for Secure Card-Based Computation of Any Boolean Circuit, DAM, 2021.

X1

10ry

OGBT'?,

0®r1

O@T3

0Dr;

0D

10ry

107y

27/57



a& _i }'il}i | Tozawa-Morita-Mizuki, UCNC 2023], [Ono et al., ICISC 2023]

« X7 — b 8WA DR [TMM23]

X1 X2 g 84(&
2[2] | [2]2] | [2] 2] HH 5D H

=-
—

« BT — FOMADHE (—8k> v v Z7ILEAWD) [0sNwi23]

64*51

[TMM23] K. Tozawa, H. Morita, and T. Mizuki, Single-Shuffle Card-Based Protocol with Eight Cards per Gate, UCNC 2023.
[OSNWI23] T. Ono, K. Shinagawa, T. Nakai, Y. Watanabe, and M. lwamoto, Single-Shuffle Card-Based Protocols with Six Cards 28/57
per Gate, ICISC 2023.
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g EG
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— R B EE R (Uniform Cyclic group Factorization)

s GOERRBEDFIH = (Hy, Hy, ..., H) D CO—IEEEDERETH B & 1
%EiEEAmulh .= {hih, - hy| hy EHIDN AT ZEI-FTZ &
mult=ICGDRTA R LA 2BEND T & (ERE—T)

s Hi7= b2 MEIFFD & = —iREEES#E (UCF) & WD

K. Kanai, K. Miyamoto, K. Nuida, and K. Shinagawa, Uniform cyclic group factorizations of finite groups, Commun. Algebra., 2024. 31/57



UCFE& > vy 7L

« Z M & ZE, (shuffle, ¢) & (shuffle, H,), (shuffle, H)) ICD R TZE %

2)(2])(2])(2][7] 2)2)l2)l2)2)
‘ (shuffle, H,)
(shuffle, 6) | =~ | (22222

‘ (shuffle, H,)
22z 22z

« GBUCF D &, (shuffle, ) Z HHELIRETICHETE S

K. Shinagawa, K. Kanai, K. Miyamoto, and K. Nuida, How to Covertly and Uniformly Scramble the 15 Puzzle and Rubik’s Cube, FUN 2024. 32/57
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* fﬁﬁkfb 75\ - C WY %) Z & [Kanai-Miyamoto-Nuida-Shinagawa, Commun. Algebra. 24]
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~ 1

« L LIEEOEMEBN —REDBEZF X, EEDEIFUCFZHD

« REFRFEIRE . EEDEFIZIUCFZ2152H?

K. Kanai, K. Miyamoto, K. Nuida, and K. Shinagawa, Uniform cyclic group factorizations of finite groups, Commun. Algebra., 2024. 34/57
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G N P R /O I\ ] j[/[Gradvvohl—l\laor—Pinkas—Rothblum, FUN 2009]

1. 7YURFETRICHIST A H— K3 T DEREICTEL
e -7 L. BUDIPOLHFOHBTRIIEFRMMEICEL

7UR

R. Gradwohl, M. Naor, B. Pinkas, and G. N. Rothblum, Cryptographic and Physical Zero-Knowledge Proof Systems for Solutions of Sudoku Puzzles, FUN 2007. /57
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é&ﬁEi O) ’b\\ %D Egﬂi %J__E Hﬂ /o I\ _ /b(Xinteractive@7"D N L IEER <)
H— L > vy 7 VA >y 7ILDTESE

Gradwohl et al. [GNPRO7] 3n? 3nf (£:4%% L B0 Complete
Sasaki et al. [SMMS20] n? +n 5n PScramble
Sasaki et al. [SMMS20] 2n% +n 4n PScramble
Tanaka-Mizuki [TM23] n* +n(mn+1) 7\ n — 5 PScramble
14 K-l [SS23] 4n? 3 PScramble
i eh-7kok [TM24] 4n? 2 PScramble

SMMS20] T. Sasaki, D. Miyahara, T. Mizuki, H. Sone, Efficient card-based zero-knowledge proof for Sudoku, FUN 2018.
TM23] K, Tanaka and T. Mizuki, Two UNO Decks Efficiently Perform Zero-Knowledge Proof for Sudoku, FCT 2023.
SS23] B4R, @, BUIRICXT T B> vy ZA3EOY BHMFERE, A Ea—&tFa T4 vRI T L, 2023

[
|
[TM24] B, 7KK, 2[@ld 5 W IZIEID S vy 7L AW H0RICH T 2 9B E O RMEEEA, BS e BRexa U T4V RI T L, 2024, 43/57
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INA IV Z 2 T IS v 7 Il shikawa-Chida-Mizuki. UCNC 2015
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R. Ishikawa, E. Chida, and T. Mizuki, Efficient Card-Based Protocols for Generating a Hidden Random Permutation Without Fixed Points, UCNC 2015. 45/57
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e 2[B|MOPScramble DA TEITTE S (v v 7Z/LE#EE/N)

o RERRFEIRE : 1[EDPScramble® #3870 b JJVIZHEED ?

« REZRMEIRE : EDNXIDEHBEIOPScramble TIRIETE 5D ?

Bk, KABRER, 212 2 L 1E DS v v 7 L% B - 0 (= 5 2 a0 DA, B & e 2 U 7 4 & oS 4 (5C1S2024), 2024, D1 /D7
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Sasaki et al. [SMMS20] n? 3n+1 v
Ruangwises [Rua21]  [n2 + n(vn+ 1) +Vn 4n v
Ruangwises [Rua21] n? +2n+ 3vn 2n?(vn—1) + 2 v
Ono et al. [ORAHI24] 2n? 1 v

[SMMS20] T. Sasaki, D. Miyahara, T. Mizuki, H. Sone, Efficient card-based zero-knowledge proof for Sudoku, FUN 2018.
[Rua21] S. Ruangwises, Two Standard Decks of Playing Cards Are Sufficient for a ZKP for Sudoku, COCOON 2021.

[ORAHI24] T. Ono, S. Ruangwises, Y. Abe, K. Hatsugai, and M. lwamoto, Single-Shuffle Physical Zero-Knowledge Proof for Sudoku
Using Interactive Inputs, ISECHfZE <, 2024.
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/NN ﬂi % D }/_ET\ 7 [Shinagawa-Miyahara-Mizuki, JTCS-FAW 2024]

c NNIREF AN ET —LAERICHY DS
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Pl 22l 2222 [ S[lale) 220 (22 (313

7YX 7 ¥ v Al 7YX R7 FyO

e Future Work : ttdF5 —L D 7L A VM - ¥ —L< XX —HEg

K. Shinagawa, D. Miyahara, and T. Mizuki, How to Play Old Maid with Virtual Players, IJTCS-FAW 2024. 55/57
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